
IN THE UNITED STATES DISTRICT COURT FILED 
FOR THE EASTERN DISTRICT OF VIRGINIA

MICROSOFT CORPORATION, a 
Washington corporation,

Plaintiff,

V.

JOHN DOES N2, CONTROLLING A 
COMPUTER NETWORK THEREBY 
INJURING PLAINTIFF AND ITS 
CUSTOMERS,

Defendants.

ffil BEC -2 A '>.• OT

Civil Action No: | ; Zj-CV' iiM(p LHZ/TC0.

FILED UNDER SEAL PURSUANT TO 
LOCiAL CIVIL RULE 5

DECLARATION OF GABRIEL M. RAMSEY IN SUPPORT OF MICROSOFTLS 
APPLICATION FOR AN EX PARTE TEMPORARY RESTRAINING 01«)ER AND 

ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION

I, Gabriel M. Ramsey, hereby declare and state as follows;

1. I am. an attorney with the law firm of Crowell & Moring LI,P (’‘CrowelP’), 

and counsel of record for Plaintiff Microsoft Cr?rporation (“Microsoft”). I make this 

declaration in support of Microsoft’s Application for an Emergency Ex Parte I'cmporary 

Restraining Order and Order to Show Cause Re Preliminar}' Injunction (“TRO 

Application”). I make this declaration of my own personal knowledge and, if called as a 

witness, I could and would testily competently to the truth of the matters set forth herein.

I. PARTIES

i. Microsoft seeks an Emergency Ex Parte I'emporary Restraining Order And 

Order To Show Cause Re Preliminary Injunction to disable the Internet domains used by 

Defendants John Does 1 - 2 (“Defendants”) to operate a sophisticated Internet-based 

cybercriminal operation known as “Nickel.” Nickel specializes in targeting, penetrating, and



stealing sensitive iiifomia.tlon from Iiigli-value computer networks connected to the Internet. 

2. As counsel of record for Microsoft I am aware of previous eflbrts to disable

other types of unlawful Internet activity, indiidiiig the "'Waledac” Botnet in Fe 

in the Eastern District of Virginia, the “Rustock” Botnet in March 2011 in the Western 

District of Washington, the “Kelihos” Botnet In September 2011 in the Eastern District of 

Virginia, the “Zeus"' Botnets in March 2012 in the Eastern District of New York, the 

'‘Bamifril" Botnet in February 2013 in the Tiastern District of Virginia, the “Citadel” Botnets 

ill May 2013 in the WV'stern District of North Carolina, the “Zero Access” Botnet in 

November 2013 in the WMstern District of Texas, the “Sliylock” Botnet in June 2014 in the 

Eastern District of Virginia, the “Eamnit” Botnet in February 2015 in the Eastern District of 

Virginia, the “Dorkbot” Botnet in November 2015 in the Eastern District of New York; the 

“Strontium” cybercrime group in August 2016 in the Eastern District of Virginia; and the 

“Phosphorous” cybercrime group in March 2019 in the District of the District of Columbia.

3. Based on my previous experience with similar cybercriniinal defendants that 

conduct their operations using online command and control infrastructure consisting of a set 

of websites and domains, ex parte relief is necessary, as notice to Defendants would allow 

them to destroy the evidence of their illicit activity and give them an opportunity to move the 

instrumentalities they used to conduct their unlawful activity. This would render the further 

prosecution of this matter futile. Based on my prior experience, I am aware that siniilariy 

situated parties have attempted to evade relief upon receiving notice of actions like the 

instant matter.

4, For example, 1 am awme that the operators of the Ifiistock botnet... after

learning of an attempt to disable the botnet—attempted to migrate that botnet’s command



asd control infrastruetiire to new infrastructure and attempted to delete flies from the seized 

host servers. I am also aware that the Dorkbot botnet’s operators attempted to activate 

previously dormant command and control domains so that they could continue to illegally 

control the Dorkbot infected devices one day after Microsoft execihed the court’s temporary 

restraining order in November 2015. Further, during the action regarding the ZeroAceess 

botnet in November 2013, the operators of that botnet immediately attempted 

(imsuccessfully) to take action in response to the seizure of domains to attempt to move the 

botnet’s command and eontroi infrastructure.

5. Microsoft’s counsel has not attempted to provide notice of the 1110 

Application to Defendants, and I respectfully submit should not be required to provide notice 

at this time. I respectfully submit that good and sufficient reasons exist for this TRO 

Application to be made by Order to Show Cause in lieu of by notice of motion. Microsoft 

has previously sought ex parte temporary restraining orders in a number of United Slates 

District Courts in the following matters: Microsoft. Corporation v. John Does D27, Case No. 

i:10-cv-00l5(r (E.D. Va. 2010) (Briiikema, J,); Microsoft v. John Does, l-II, Case No. 2:11- 

cv-00222 (W.D. Wa. 2011) (Robart, J,); Microsoft Corporation v, Dominique .Piatfi el a!.. 

Case No. 1:11-cv-01017 (E.D. Va., 2011) (Cacheris, J.): Microsoft Corporation el a!, v. John 

Does I~39 el al, Case No. 12"CV"1335 (E.D.N.Y. 2012) (Johnson, J.); Microsoft Corporation 

V. Peng Yong ei al, Case No. 1:12-cvU0C)5"GBL (E.D. Va, 2012) (Lee, J.); Microsoft Corp.

V. John Does D!8 ei al, Case No, 1:13tovN39MMB,/ rCB (E.D. Va. 2013) (Briiikema, J.); 

.Microsoft V. John Doe.s 1-82, Case No. 3:13-CV-00319-GCM (W.D. N.C. 2013) (Mullen,

J.); Microsoft v. John Does 1-8, Case No. A-la-CVDOM-SS (Sparks, J.) (W.D. Tex 2013);

V, John Does D8, Case No. I:l4-cv-81 DLO-IDD (O’Grady, J.) (E.D. Va. 2014):



Does i-J, Case No, l;15-cv-240-LMB/IDO (Briiikema, J.) (E.D. Va. 

2015); Micrmoji v. John Does !~5, l;15>-cv~0C>565-JBW»LB (E.D.N.Y. 2015): Microsoft 

Corporaikm v. John Does 1-2, Case No. l:16-c¥^993 (E.D. ¥a., 2016) (Lee, J.); and 

Microsoft Corporation v, John Does 1-2, Case No, l:I9"Cv-007i6-ABJ (D.C. 2019) 

(Jackson, J.). Microsoft, however, has not previously sought this particular ex parte relief in 

this district as to these particular Defendants.

6. Microsoft has identified certain Internet domains as part of the command and 

control infrastructure of Nickel. The domains associated with NickeLs command and 

control infrastructure and the contact information for registrants of the domains are set forth 

at Appendix A to the Complaint. A true and correct copy of Appendix A to the Complaint is 

attached hereto as Exhibit 1.

7. I understand that members of Microsoft^ Digital Crimes [Jnit, including 

Principal Investigator Christopher Coy, have worked to delermiiie the true identities of 

Defendants. Based on my own research and based on Digital Crimes IJniCs research 

regarding these domains, the WHOIS information associated with these domains is not 

public and the only way to make contact with Defendants are the registrant email contact 

facilities provided by the domain registrars and the email addresses provided by Defendants 

to the Internet domain name registrars during the domain name registration and maintenance 

process. At present, the only information available is email contact facilities and email 

addresses of Defendants. This information may further include individual and entity names, 

physical addresses, email addresses, facsimile numbers, and telephone numbers, which can 

only be obtained through a court order or subpoena.

8. To the extent Defendants have provided such information, the iiifoniiatioii



most likely to be accurate are e-mail addresses a.s, upon iiifomiatioii and belief, such are 

necessary to register Internet domains and associated infrastruclure. It is more likely tliat the 

email addresses exist and are functional than it is likely that the personal names and physical 

addresses are correct or accurate. 1 conclude this in part based on the fact that when 

registrants set up Internet domains and associated infrastructure they must receive 

confirmation from the Internet domain registrars or hosting companies via email in order to 

utilize and access the Internet domains and associated IP addresses. Other contact 

information, such as physical address information, is more likely to be false. I base this 

conclusion, in part, on past experiences relating to cybercrinie in which domain or IP address 

registration name, address and telephone number were determined to be fraudulent or stolen, 

but the einaii address provided by defendants was, in fact, associated with them. Further 

supporliiig this coiicliisioii,, in May 201(1, the Internet Corporation for Assigned Names and

Numbers (“ICANN”)—an organization that administers the domain name system-..issued a

study indicating the ease with which name and physical mailing addresses for domain 

registrations may be falsified. Attached hereto as Exhibit 2 is a true and con'ect copy of the 

ICANNN May 2010 study, “WHOIS Proxy/Privacy Service Abuse - Definition.”

9. Based on my prior experience and from Microsoft/s research, I believe that 

the most reliable contact information for effecting cominiinication with Defendants are email 

addresses that have been discovered to be associated with Defendants domains or IP 

addresses, and the contact informaiioii, particularly email addresses, in possession of the 

Internet domain registrars or hosting companies. From my research, I coiiciiide that such 

contact information is likely to be valid, as it is necessary to obtain Internet domain names or 

web hosting service. Upon provision of such contact information by the Internet domain



registrars and web hosting companies to Microsoft, notice of this proceeding and service of 

process may be attempted using such contact information. Through my research, 1 have not 

discovered any other information that would enable, at this point, further identification of or 

contact with fJe fondants other than that in the possession of these companies. I believe that 

absent an order directing Doe discovery, these companies will be unlikely to share contact 

information necessary to provide notice and service to Defendants.

H- NOTICE AND SERVICE OF PROCESS

A. Microsoft Has Robast Plans To Provide Notice 

10. On behalf of Microsoft, Crowell will attempt notice of any TRC) and 

preliminary injunction hearing, as well as service of the Complaint by sending the pleadings 

and/or links to the pleadings to e-mail addresses, facsimile numbers and mailing addresses 

associated with Defendants or otherwise provided by Defendants to the Internet domain 

registrars and IP address hosting companies.

1!., On behalf of Microsoft, Crowell will attempt notice of any TRO, preliminary

injunction hearing and service of the Complaint by publishing those pleadings on a publicly 

accessible website located at: noticeofpleadings.coni/mckel. Crowell will publish such 

notice on the website for a period of six months. The following information will be made 

available on the website:

a. The information contained in the case caption and 
summons.

of the

b. The following siimmary statement of the object of the complaint and the 
demand for relief: “Plaintiff Microsoft Corporation (“Microsoft”) has 
sued Defendants John Does 1-2 associated with the Internet domains set 
forth in the documents referenced in this eommuiiication. Microsoft 
alleges that Defendants have violated Federal and state law by hosting a 
cybereriminal operation through these Internet domains, causing unlawful 
intrusion into Microsoft and MicrosofTs customers’ computers and 
computing devices; and intellectual property violations to the injury of



Microsoft and Microsoft’s customers. Microsoft seeks a preliminary 
injunction directing the registries associated with these Iiilemct domains 
to take all steps necessary to disable access to and operation of these 
Internet domains to ensure that changes or access to the Internet domains 
cannot be made absent a court order and that ail content and material 
associated with these Internet domains are to be isolated and preserved 
pending resolution of the dispute. Microsoft seeks a final judgment and 
permanent injiinction, other equitable relief and damages. Fiift copies of 
the pleading documents are available at iioticeofpleadings.com/Nickel.”

c. The date of first publication.

d. The following text: “NO'I'ICE TO DEFENDANT: READ THESE 
PAPERS CAREFULLY! Y’ou must “appear” in this case or the other side 
will win automatically. To “appear” you must file with the court a legal 
document called a “motion” or “answer.” 'Hie “motion” or “answer” must 
be given to the court clerk or administrator within 21 days of the date of 
first publication specified herein. It must be in proper form and have 
proof of service on the Microsoft’s attorneys, (Jabriel M. Ramsey at 
(.trowell & Moring IXP, 3 Embarcadero Center, 26th Floor, San 
brancisco, CA 9411 L It you have questions, you should consult with 
your own attorney immediately.”

12. On, behalf of Microsoft, Crowell will serve each of the Internet domain 

registries and registrars listed at Appendix A to the Complaint with all copies of all 

documents served on Del'eiidants.

13. On behalf of Microsoft, Crowel 1 wi 11 also attempt notice of any TRO and 

preliminary injiinction hearing, as well as service of the complaint by personal delivery on 

any Defendant in this case that has provided existing physical addresses in the United States.

14. On behalf of Microsoft, Crowell w4!I prepare Requests for Service Abroad of 

.ludicial or Eixtrajiidicial Documents to attempt notice of any TRO and preliminary injunction 

hearing, as w'eli a.s service o f the Complaint on any Defendants in this case that have 

provided contact information in foreign countries that are signatories to the Hague 

Convention on Service .Abroad or any similar treaty, and will comply with the requirements 

of those treaties. Upon entry of any TRO, Crowell will execute and deliver these documents



to the appropriate Central Authority and request, pursuant to the Hague Couveiition or 

similar treaty, that the Central Authority deliver these documents to the contact inforaiation 

provided by Defendants. 1 am informed, and therefore believe, that notice of the preliminary 

injunction hearing and service of the Complaint could take approximately three to six 

months or longer through this process.

B. Notice Under ICANN Domain Name Registration Policies

15. Attached hereto as Exhibit 3 is a true and correct copy of a document 

describing ICANN’s role. E.xliibit 3 reflects the following; ICANN is a not-for-profit 

partnership formed in 1998. ICANN coordinates domain names and IP addresses (unique 

identifying numbers for computers throughout the world), which enables the operation of the 

global Internet, ICANN N responsibilities include running an accreditation system for 

domain name "registrars.” Domain name registrars enter into arrangements with individual 

“registrants” who wish to register particular domain names. ICANN has a contractual 

relationship with all accredited registrars that set forth the registrars' obligations. The 

purpose of the requirements of ICANN’s accreditation agreements with registrars is to 

provide a consistent and stable environment for the domain name system, and hence the 

Internet.

16. A true and coniect copy of the ICANN Registrar Accreditation Agreement 

between ICANN and domain name registrars is attached hereto as Exhibit 4.

17. The following sunimarizes provisions set forth in the ICANN accreditation 

agreements with registrars at Exhibit 4.

ICANN Requires That Registrants Agree To Provide Accurate Contact IiiforiMation

18. Section 3.7.7.1 of the accreditation agreement provides that domain registrants 

will provide the registrar accurate and reliable contact information. In particular, the domain



name registrant;

“shall provide to Registrar accurate and reliable contact details and 
correct and update them within seven (?) days of any change 
during the term of the Registered Name registration, including: the 
full name, postal address, e-mail address, voice telephone iiiinibcr, 
and fax number if available of the Registered Name Holder; name 
of authorized person for contact purposes in the case of an 
Registered Name Holder that is an organization, association, or 
corporation..,.”

19. Section 3.7.7.2 of the accreditation agreement provides that if the registrant fails

to respond for over 15 days to a regislrar’s inquiry about inaccurate contact information, the

domain may be cancelled. In particular, the domain name registrant’s;

“willful provision of inaccurate or unreliable infomiation, its 
willful Ihilure to update information provided to Registrar within 
seven (7) days of any change, or its failure to respond for over 
fifteen (15) days to inquiries by Registrar concerning the accuracy 
of contact details associated with the Registered Name Holder’s 
registration shall constitute a material breach of the Registered 
Name Holder-registrar contract and be a basis for suspension 
and/or cancellation of the Registered Name registration.”

ICANN Requires That Rcsi-sfraats Aeree To A Dispute Resolution Policy IJ Which
Notice is Given By Seiidins The Complaint To The Registrant’s Contact Information

20. Section 3.8 of the accredhation agreement provides that registrars shall require 

registrants to agree to the Uniform Domain, Name Dispute Resolution Policy (“UDRP”). 'The 

UDRP is a policy between a registrar and its customer and is included in registratioji agreements 

for all ICANN-accredited registrars. Attached hereto as Exhibit 5 is a true and correct copy of 

the UDRP.

21. As part of the registrant’s agreement to the UDRP, the registrant agrees to the 

Rules for Uniform Domain Name Dispute Resolution Policy (“Rules”). Attached hereto as 

Exhibit 6 is a true and correct copy of the Rules.

22. Pursuant to the Rules, “Whitten Notice” of a complaint regarding a domain



requires electronic transmittal of the complaint to a domain registrant and hardcopy notification 

that the complaint was sent by electronic means. In particular, “Written Notice” is defined as:

“hardcopy notification by the Provider to the Resf 
commencement of an administrative proceeding under the Policy 
which shall inform the respondent that a complaint has been filed 
against it, and which shall state that the Provider has electronicaiiy 
transmitted the complaint Including any annexes to the Respondent 
by the means specified herein. Written notice does not include a 
hardcopy of the complaint itself or any annexes.”

23. Piirsuant to the Rules, notice of a complaint may be achieved by the registrar

forwarding the complaint to the postal address, facsimile number and e-maii addresses of the

domain registrant. In particular, the Rules define the procedure for providing notice as follows:

“(a) When forwarding a complaint, including any annexes, 
electronically to the Respondent, it shall be the Providers 
responsibility to employ reasonably available means calculated to 
achieve actual notice to Respondent. Achieving actual notice, or 
employing the following measures to do so, shall discharge this 
responsibilily;

(i) .sending Written Notice of the complaint to all postal- 
mail and facsimile addresses (A) shown in the domain name’s 
registration data in Registrar’s Whois database for the registered 
domain-name holder, the technical contact, and the adnihiistrative 
contact and (B) supplied by Registrar to the Provider for the 
registration’s billing contact; and

any annexes, in(ii) sending the complaint, incl 
electronic form by e-mail to:

(A) the e-mail addresses tor those technical, 
administrative and billing contacts:

(B) postmaster@<the contested domain iianie>; and

3) if the domain name (or “www.” followed by the 
domain name) resolves to an active web page other 
than, a generic page the Provider concludes is 
maintained by a registrar or i.SP for parking 
domain-names registered by multiple domain-name 
holders), any e-mail address shown or e-iiiail links 
on that web page; and



(iii) sending the complaint, incJuding any annexes, to any 
e-mail address the Respondent has notified the Provider it prefers 
and, to the extent practicable, to all other e-mail addresses 
provided to the Provider by Complainant.,,*’

24. riie effect of the UDRP and the Rules is that domain name registrants agree that 

notice of a complaint retating to their domains may be provided by the foregoing means, 

including by sending the complaint to postal, facsimile and email addresses provided by 

registrants,

ICANN Reemtres That Regi.stratits Agree That Dottialns May Be Suspended Or Cancellec!
Pursoatit To The Dispute ResoiMtion Policy

25. Section 3,7,7.11 of the accreditation agreement provides that registrars shall 

require that a domain name registrant “shall agree that its registration of the Registered Name 

shall be subject to suspension, cancellation, or transfer” pursuant to ICANN’s policies for the

of disputes coiicerniiig domain names,

ICANN Reemires That Registrants Agree Not To Use Domains In An Illegal Manner

26. Under Section 2 of the UJ3RP, the domain registrant agrees that;

_ lying to register a domain name, or by asking us to 
maintain or renew a domain name rcgi.stratiori, you Iiereby 
represent and warrant to us that (a) the statements that you made in 
your Regi.stTatioii Agreement are complete and accurate; (b) to 
your knowledge, the registration of the domain name wall not 
infringe upon or otherwise violate the rights of any third party; (c) 
you are not registering the domain for an unlawful purpose; and (d) 
you will not knowingly use the domain name in violation of any 
applicable laws or regulations. It is your responsibility to 
determine whether your domain name registration infringes or 
violates someone else’s rights.”

27. Similarly, section 3.7.7.9 of the accreditation agreement provides that the 

domain name registrant “shall represent that, to the best of the Registered Name Holder’s 

knowledge and belief, neither the registration oi' the Registered Name nor the manner in 

which it is directly lar indirectly used infringes the legal rights of any

li



The Defendants’ Internet Domain Registrars Send Account-Related Information To
Costomcr-Provided Contacts

28, The terms of service for Internet doniaiD registrars used by Defendants 

provide that their customers must provide contact informalioii, incIiidiEg the email address, 

postal address, and a valid telephone number where they can reach their customers. These 

Internet domain registrars further provide that they may contact their respective customers 

based on the inforfiiation provided by that customer. For e.vample, registrar GoDaddy’s 

Domain Name Registration Agreement, available at

https://www.godaddv.com/legal/agreements/cioniain-name-registfatioii-agreement. includes 

such provisions (Section 5) and its Universal Terms of Service, available at 

https://www.godaddv.com/leQal/aerecnients/universal.-temis-of-service-agreemeiit, includes 

such provisions (Section 5). A true and correct copy of GoDaddy’s Domain Name 

Registration Agreement is attached hereto as Exhibit 7. and a true and correct copy of its 

l.Iniversal Terms of Service is attached hereto as Exhtbit 8. Similarly, registreir Eiiomm 

Registration Agreement, available at https://\v\vw.cnom,CQm/reseHer/iegal-policv- 

agreements/enom-registrahoTi-agreeiuent/. includes such provisions (Section 4). A true and 

correct copy of Enom’s Registration Agreement is attached hereto as Exhibit 9.

29. Based on my past experience and my research of third parties that Defendants 

use to provide domain name services, other third party Internet hosting companies and 

Internet domain name registrars require that similar contact information be provided.

The Defendants’ Internet Domain Name Registrars’ Terms Of Service Prohibit
Cttstomers From Using Services In An Illegal Manner

30. The Internet domain registrars" terms of service prohibit customers, i 

Defe.ndan.ts, from using the services in an illegal manner, and customer accounts may be 

terminated for violation of those terms. For example, GoDaddy’s Universal Terms of

https://www.goda
https:///v


Service (Section 5) probibits, among other conduct, use of the registered domain for the

a. Use that: is illegal, or promotes or encrturages illegal activity;

b. Use that promotes, encourages or engages in any spam or other 

unsolicited bulk email, or computer or network hacking or cracking;

c. Use that infringes on the intellectual property rights of another User or 

any other person or entity;

d. Use that violates the privacy or publicity rights of another User or any 

other person or entity, or breaches any duty of coiifidentialily that you 

owe to another User or any other person or entity;

e. Use that contains or installs any viruses, worms, bugs, Trojan horses or 

other code, files or programs designed to, or capable of, disrupting, 

damaging or limiting the functionality of tiny software or hardware; or

f Use that performs any :false, abusive or fraudulent activity.

31, Similarly, Enom's Registration Agreement (Section 4) prohibits, among other 

conduct, use of the registered do;main for the following;

a. Use for any unlawful or abusive purpose

b. Use ftir the infringement of any intellectual property right or other right

c. Use for the distribution of malware

d. Use for the abusive operation of botnets

e. Use for phishing

f. Use for fraudulent or deceptive practices

g. Use tor any other activity in violation of any relevant laws, rides, or

13



res2ulatioas

/’s Domain Name Registration Agreement (Sections 1, 5. 8) and 

Eiionf s Registration. .Agreemeiit (Sections 2,4, 6) also provide that they may suspend or 

terminate its customer’s services if that customer has been found to engage in prohibited 

conduct, and may provide notice of breach and termination of services by email,

33. tJased on my past experience and my current research of other Internet 

domain registrars and hosting companies, and on information and belief, the other Internet 

domain registrars and hosting companies used by Defendants prohibit similar unlawful 

conduct.

IIL ■ AND EV.IDENCE

34. Attached hereto as Exhibit 10 is a true and correct copy of the Temporary 

R.estraini!ig Order and Order to Show Cause Re Prerliminary Injunction in the matter of 

Microsqfi Corp. v. John Does D2, Case No. I:20--cv-1217 (E.D.N.Y, 2020).

35. Attached hereto as Exhibit 11 is a true and correct copy of the Temporary 

Restraining Order and Order To Show Cause Re Preliminary Injunction in. the matter of 

Microsoft Corp. v. John Does 1-2, Case No. 1:20~cv-730-CMH/JFA (E.D.V.A, 2020).

36. Altaclied hereto as Exhibit 12 is a true and correct copy of the 'remporary 

Restraining Order and Order To Show Cause Re Preliminary Iiijunctioii in the matter of 

Sophos hJd V. John Does 1-2, Case No. l;20-cv-502-LO/MSN (E.D.V.A. 2020).

37. Attached hereto as Exhibit 13 is a true and correct copy of the Temporary 

Restraining Order and Order To Show Cause Re Preliminary fnjunefion in the matter of DXC 

Technology Comp. v. John Does D2, Case No. 1:20-cvA14 (E.D.V.A. 2020) (Aistoii,



lare under peiiaity of perjury under the laws of the United States of America that 

the foregoing is true and correct to the best of my knowledge. Executed this 30“' day of 

November, 2021 in San Francisco, California.

/U'lf) Vl.Ai..

Gabriel M. Ramsey

15



APPENDIX A 

.COM, .NET DOMAINS 

VeriSign, Inc. 
VeriSign Information Services, Inc. 
12061 Bluemont Way 
Reston, Virginia 20190 
United States 

primenuesty.com Domain Name: primenuesty.com 
Registry Domain ID: 2579399497_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-09-17T02:35:21Z 
Creation Date: 2020-12-18T02:27:04Z 
Registrar Registration Expiration Date: 2022-12-
18T02:27:04Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited 
http://www.icann.org/epp#clientTransferProhibited 
Domain Status: clientUpdateProhibited 
http://www.icann.org/epp#clientUpdateProhibited 
Domain Status: clientRenewProhibited 
http://www.icann.org/epp#clientRenewProhibited 
Domain Status: clientDeleteProhibited 
http://www.icann.org/epp#clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province:  
Registrant Country: PT 
Registrant Email: Select Contact Domain Holder link at 
https://www.godaddy.com/whois/results.aspx?domain=prime
nuesty.com 
Tech Email: Select Contact Domain Holder link at 
https://www.godaddy.com/whois/results.aspx?domain=prime
nuesty.com 
Admin Email: Select Contact Domain Holder link at 
https://www.godaddy.com/whois/results.aspx?domain=prime
nuesty.com 
Name Server: NS21.DOMAINCONTROL.COM 
Name Server: NS22.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting 
System: http://wdprs.internic.net/ 



 
beesweiserdog.com Domain Name: beesweiserdog.com 

Registry Domain ID: 2579399498_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-09-17T09:32:19Z 
Creation Date: 2020-12-18T02:27:04Z 
Registrar Registration Expiration Date: 2022-12-
18T02:27:04Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province:  
Registrant Country: PT 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=bees
weiserdog.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=bees
weiserdog.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=bees
weiserdog.com 
Name Server: NS21.DOMAINCONTROL.COM 
Name Server: NS22.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 
>>> Last update of WHOIS database: 2021-10-
27T20:30:48Z <<< 
For more information on Whois status codes, please visit http
s://icann.org/epp 

bluehostfit.com Domain Name: bluehostfit.com 
Registry Domain ID: 2578968116_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


Registrar URL: http://www.godaddy.com 
Updated Date: 2021-03-26T06:49:10Z 
Creation Date: 2020-12-15T22:20:50Z 
Registrar Registration Expiration Date: 2022-12-
15T22:20:50Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Beijing 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=blueh
ostfit.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=blueh
ostfit.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=blueh
ostfit.com 
Name Server: NS01.DOMAINCONTROL.COM 
Name Server: NS02.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

business-toys.com Domain Name: business-toys.com 
Registry Domain ID: 2561049332_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2020-09-21T01:07:25Z 
Creation Date: 2020-09-20T19:54:28Z 
Registrar Registration Expiration Date: 2022-09-
20T19:54:28Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0
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Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province:  
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=busin
ess-toys.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=busin
ess-toys.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=busin
ess-toys.com 
Name Server: NS35.DOMAINCONTROL.COM 
Name Server: NS36.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

cleanskycloud.com Domain Name: cleanskycloud.com 
Registry Domain ID: 2538226317_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-01-25T08:38:58Z 
Creation Date: 2020-06-15T02:21:36Z 
Registrar Registration Expiration Date: 2022-06-
15T02:21:36Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Fujian 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=clean
skycloud.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=clean
skycloud.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=clean
skycloud.com 
Name Server: NS67.DOMAINCONTROL.COM 
Name Server: NS68.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 
>>> Last update of WHOIS database: 2021-10-
27T20:32:07Z <<< 
For more information on Whois status codes, please visit http
s://icann.org/epp 

czreadsecurity.com Domain Name: czreadsecurity.com 
Registry Domain ID: 2565746605_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2020-10-14T08:55:33Z 
Creation Date: 2020-10-14T02:52:41Z 
Registrar Registration Expiration Date: 2021-10-
14T02:52:41Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Guangxi 
Registrant Country: CN 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=czrea
dsecurity.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=czrea
dsecurity.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=czrea
dsecurity.com 
Name Server: NS17.DOMAINCONTROL.COM 
Name Server: NS18.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 
>>> Last update of WHOIS database: 2021-10-
27T20:32:48Z <<< 
For more information on Whois status codes, please visit http
s://icann.org/epp 

elcolectador.com omain Name: elcolectador.com 
Registry Domain ID: 2604797971_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-04-13T09:23:29Z 
Creation Date: 2021-04-13T04:11:47Z 
Registrar Registration Expiration Date: 2022-04-
13T04:11:47Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Guangxi 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=elcole
ctador.com 
Tech Email: Select Contact Domain Holder link at  

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


https://www.godaddy.com/whois/results.aspx?domain=elcole
ctador.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=elcole
ctador.com 
Name Server: NS27.DOMAINCONTROL.COM 
Name Server: NS28.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 
>>> Last update of WHOIS database: 2021-10-
27T20:33:38Z <<< 
For more information on Whois status codes, please visit http
s://icann.org/epp 

fheacor.com Domain Name: fheacor.com 
Registry Domain ID: 2443759095_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-09-17T07:12:49Z 
Creation Date: 2019-10-15T01:55:29Z 
Registrar Registration Expiration Date: 2022-10-
15T01:55:29Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Fujian 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=fheac
or.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=fheac
or.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=fheac

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


or.com 
Name Server: NS53.DOMAINCONTROL.COM 
Name Server: NS54.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

francevrteepress.com Domain Name: francevrteepress.com 
Registry Domain ID: 2514229656_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-01-25T07:38:24Z 
Creation Date: 2020-04-13T04:36:53Z 
Registrar Registration Expiration Date: 2022-04-
13T04:36:53Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Beijing 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=franc
evrteepress.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=franc
evrteepress.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=franc
evrteepress.com 
Name Server: NS35.DOMAINCONTROL.COM 
Name Server: NS36.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 
>>> Last update of WHOIS database: 2021-10-
27T20:34:32Z <<< 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


For more information on Whois status codes, please visit http
s://icann.org/epp 

gardienweb.com Domain Name: gardienweb.com 
Registry Domain ID: 2455044810_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2019-11-14T03:33:07Z 
Creation Date: 2019-11-13T22:33:10Z 
Registrar Registration Expiration Date: 2021-11-
13T22:33:10Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Shanghai 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=gardi
enweb.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=gardi
enweb.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=gardi
enweb.com 
Name Server: NS31.DOMAINCONTROL.COM 
Name Server: NS32.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

heimflugaustr.com Domain Name: heimflugaustr.com 
Registry Domain ID: 2538226316_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-01-25T08:40:53Z 
Creation Date: 2020-06-15T02:21:35Z 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


Registrar Registration Expiration Date: 2022-06-
15T02:21:35Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Fujian 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=heimf
lugaustr.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=heimf
lugaustr.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=heimf
lugaustr.com 
Name Server: NS67.DOMAINCONTROL.COM 
Name Server: NS68.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

ivpsers.com Domain Name: ivpsers.com 
Registry Domain ID: 2437342802_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-09-17T07:12:49Z 
Creation Date: 2019-09-26T01:57:33Z 
Registrar Registration Expiration Date: 2022-09-
26T01:57:33Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0
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Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Fujian 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=ivpser
s.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=ivpser
s.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=ivpser
s.com 
Name Server: NS13.DOMAINCONTROL.COM 
Name Server: NS14.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

micrlmb.com Domain Name: micrlmb.com 
Registry Domain ID: 2014506531_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-01-19T09:44:02Z 
Creation Date: 2016-03-22T02:57:44Z 
Registrar Registration Expiration Date: 2022-03-
22T02:57:44Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Beijing 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=micrl
mb.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=micrl
mb.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=micrl
mb.com 
Name Server: NS03.DOMAINCONTROL.COM 
Name Server: NS04.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

muthesck.com Domain Name: muthesck.com 
Registry Domain ID: 2494791616_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-09-22T02:00:15Z 
Creation Date: 2020-02-20T04:17:56Z 
Registrar Registration Expiration Date: 2022-02-
20T04:17:56Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Brussels 
Registrant Country: BE 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=muth
esck.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=muth
esck.com 
Admin Email: Select Contact Domain Holder link at  
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https://www.godaddy.com/whois/results.aspx?domain=muth
esck.com 
Name Server: NS09.DOMAINCONTROL.COM 
Name Server: NS10.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

netscalertech.com Domain Name: netscalertech.com 
Registry Domain ID: 2482815370_DOMAIN_COM-VRSN 
Registrar WHOIS Server: WHOIS.ENOM.COM 
Registrar URL: WWW.ENOM.COM 
Updated Date: 2020-12-24T12:01:25.00Z 
Creation Date: 2020-01-21T07:53:00.00Z 
Registrar Registration Expiration Date: 2022-01-
21T07:53:00.00Z 
Registrar: ENOM, INC. 
Registrar IANA ID: 48 
Domain Status: ok https://www.icann.org/epp#ok 
Registrant Name: REDACTED FOR PRIVACY 
Registrant Organization: REDACTED FOR PRIVACY 
Registrant Street: REDACTED FOR PRIVACY 
Registrant Street:  
Registrant City: REDACTED FOR PRIVACY 
Registrant State/Province: MA 
Registrant Postal Code: REDACTED FOR PRIVACY 
Registrant Country: US 
Registrant Phone: REDACTED FOR PRIVACY 
Registrant Phone Ext:  
Registrant Fax: REDACTED FOR PRIVACY 
Registrant Email: https://tieredaccess.com/contact/36c7166e-
a01d-4a90-bf26-4b20a8f93d0a 
Admin Name: REDACTED FOR PRIVACY 
Admin Organization: REDACTED FOR PRIVACY 
Admin Street: REDACTED FOR PRIVACY 
Admin Street:  
Admin City: REDACTED FOR PRIVACY 
Admin State/Province: REDACTED FOR PRIVACY 
Admin Postal Code: REDACTED FOR PRIVACY 
Admin Country: REDACTED FOR PRIVACY 
Admin Phone: REDACTED FOR PRIVACY 
Admin Phone Ext:  
Admin Fax: REDACTED FOR PRIVACY 
Admin Email: REDACTED FOR PRIVACY 
Tech Name: REDACTED FOR PRIVACY 
Tech Organization: REDACTED FOR PRIVACY 



Tech Street: REDACTED FOR PRIVACY 
Tech Street:  
Tech City: REDACTED FOR PRIVACY 
Tech State/Province: REDACTED FOR PRIVACY 
Tech Postal Code: REDACTED FOR PRIVACY 
Tech Country: REDACTED FOR PRIVACY 
Tech Phone: REDACTED FOR PRIVACY 
Tech Phone Ext:  
Tech Fax: REDACTED FOR PRIVACY 
Tech Email: REDACTED FOR PRIVACY 
Name Server: DNS1.NAME-SERVICES.COM 
Name Server: DNS2.NAME-SERVICES.COM 
Name Server: DNS3.NAME-SERVICES.COM 
Name Server: DNS4.NAME-SERVICES.COM 
Name Server: DNS5.NAME-SERVICES.COM 
DNSSEC: unsigned 
Registrar Abuse Contact Email: abuse@enom.com 
Registrar Abuse Contact Phone: +1.4259744689 
URL of the ICANN WHOIS Data Problem Reporting System
: HTTP://WDPRS.INTERNIC.NET/ 

newgoldbalmap.com Domain Name: newgoldbalmap.com 
Registry Domain ID: 2552476561_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-07-06T08:02:26Z 
Creation Date: 2020-08-12T03:34:33Z 
Registrar Registration Expiration Date: 2022-08-
12T03:34:33Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Guangxi 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=newg

https://reversewhois.domaintools.com/?email=48cc975b5949fc4094c5f5d67f42e48f
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oldbalmap.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=newg
oldbalmap.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=newg
oldbalmap.com 
Name Server: NS21.DOMAINCONTROL.COM 
Name Server: NS22.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 
>>> Last update of WHOIS database: 2021-10-
27T20:37:04Z <<< 
For more information on Whois status codes, please visit http
s://icann.org/epp 

news-laestrella.com Domain Name: news-laestrella.com 
Registry Domain ID: 2497431532_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2020-12-25T00:56:25Z 
Creation Date: 2020-02-26T21:54:49Z 
Registrar Registration Expiration Date: 2022-02-
26T21:54:49Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Gansu 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=news-
laestrella.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=news-
laestrella.com 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=news-
laestrella.com 
Name Server: NS11.DOMAINCONTROL.COM 
Name Server: NS12.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 
>>> Last update of WHOIS database: 2021-10-
27T20:37:16Z <<< 
For more information on Whois status codes, please visit http
s://icann.org/epp 

opentanzanfoundation.com Domain Name: opentanzanfoundation.com 
Registry Domain ID: 2642968289_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-09-23T03:40:31Z 
Creation Date: 2021-09-22T22:21:17Z 
Registrar Registration Expiration Date: 2022-09-
22T22:21:17Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Jiangxi 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=opent
anzanfoundation.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=opent
anzanfoundation.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=opent
anzanfoundation.com 
Name Server: NS41.DOMAINCONTROL.COM 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


Name Server: NS42.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 
>>> Last update of WHOIS database: 2021-10-
29T21:52:25Z <<< 
For more information on Whois status codes, please visit http
s://icann.org/epp 

optonlinepress.com Domain Name: opentanzanfoundation.com 
Registry Domain ID: 2642968289_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-09-23T03:40:31Z 
Creation Date: 2021-09-22T22:21:17Z 
Registrar Registration Expiration Date: 2022-09-
22T22:21:17Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Jiangxi 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=opent
anzanfoundation.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=opent
anzanfoundation.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=opent
anzanfoundation.com 
Name Server: NS41.DOMAINCONTROL.COM 
Name Server: NS42.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


palazzochigi.com Domain Name: palazzochigi.com 
Registry Domain ID: 2556091097_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2020-08-28T06:42:10Z 
Creation Date: 2020-08-27T22:29:52Z 
Registrar Registration Expiration Date: 2022-08-
27T22:29:52Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province:  
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=palaz
zochigi.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=palaz
zochigi.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=palaz
zochigi.com 
Name Server: NS39.DOMAINCONTROL.COM 
Name Server: NS40.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

pandemicacre.com Domain Name: pandemicacre.com 
Registry Domain ID: 2565746617_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-08-17T09:41:13Z 
Creation Date: 2020-10-14T02:52:45Z 
Registrar Registration Expiration Date: 2022-10-
14T02:52:45Z 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Guangxi 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=pande
micacre.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=pande
micacre.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=pande
micacre.com 
Name Server: NS17.DOMAINCONTROL.COM 
Name Server: NS18.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

papa-ser.com Domain Name: papa-ser.com 
Registry Domain ID: 2496683457_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2020-12-25T01:39:10Z 
Creation Date: 2020-02-25T03:49:12Z 
Registrar Registration Expiration Date: 2022-02-
25T03:49:12Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0
https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Guangdong 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=papa-
ser.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=papa-
ser.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=papa-
ser.com 
Name Server: NS41.DOMAINCONTROL.COM 
Name Server: NS42.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

pekematclouds.com Domain Name: pekematclouds.com 
Registry Domain ID: 2514229655_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-01-25T07:43:42Z 
Creation Date: 2020-04-13T04:36:53Z 
Registrar Registration Expiration Date: 2022-04-
13T04:36:53Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Beijing 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


https://www.godaddy.com/whois/results.aspx?domain=peke
matclouds.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=peke
matclouds.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=peke
matclouds.com 
Name Server: NS35.DOMAINCONTROL.COM 
Name Server: NS36.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

pipcake.com Domain Name: pipcake.com 
Registry Domain ID: 2339451081_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-09-17T09:16:13Z 
Creation Date: 2018-12-03T08:14:20Z 
Registrar Registration Expiration Date: 2022-12-
03T08:14:20Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited 
https://icann.org/epp#clientTransferProhibited 
Domain Status: clientUpdateProhibited 
https://icann.org/epp#clientUpdateProhibited 
Domain Status: clientRenewProhibited 
https://icann.org/epp#clientRenewProhibited 
Domain Status: clientDeleteProhibited 
https://icann.org/epp#clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province:  
Registrant Country: PT 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=pipca
ke.com 
Tech Email: Select Contact Domain Holder link at 
https://www.godaddy.com/whois/results.aspx?domain=pipca
ke.com 
Admin Email: Select Contact Domain Holder link at 
https://www.godaddy.com/whois/results.aspx?domain=pipca
ke.com 

http://www.godaddy.com/
mailto:abuse@godaddy.com
https://icann.org/epp#clientTransferProhibited
https://icann.org/epp#clientUpdateProhibited
https://icann.org/epp#clientRenewProhibited
https://icann.org/epp#clientDeleteProhibited
https://www.godaddy.com/whois/results.aspx?domain=pipcake.com
https://www.godaddy.com/whois/results.aspx?domain=pipcake.com
https://www.godaddy.com/whois/results.aspx?domain=pipcake.com
https://www.godaddy.com/whois/results.aspx?domain=pipcake.com
https://www.godaddy.com/whois/results.aspx?domain=pipcake.com
https://www.godaddy.com/whois/results.aspx?domain=pipcake.com


Name Server: NS53.DOMAINCONTROL.COM 
Name Server: NS54.DOMAINCONTROL.COM 
DNSSEC: unsigned 

URL of the ICANN WHOIS Data Problem Reporting 
System: http://wdprs.internic.net/ 

popularservicenter.com Domain Name: popularservicenter.com 
Registry Domain ID: 2565746608_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-07-06T08:02:54Z 
Creation Date: 2020-10-14T02:52:42Z 
Registrar Registration Expiration Date: 2022-10-
14T02:52:42Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Guangxi 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=popul
arservicenter.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=popul
arservicenter.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=popul
arservicenter.com 
Name Server: NS17.DOMAINCONTROL.COM 
Name Server: NS18.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 
>>> Last update of WHOIS database: 2021-10-
27T20:39:15Z <<< 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


For more information on Whois status codes, please visit http
s://icann.org/epp 

projectsyndic.com Domain Name: projectsyndic.com 
Registry Domain ID: 2538227371_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-01-25T08:37:00Z 
Creation Date: 2020-06-15T02:33:49Z 
Registrar Registration Expiration Date: 2022-06-
15T02:33:49Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Fujian 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=proje
ctsyndic.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=proje
ctsyndic.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=proje
ctsyndic.com 
Name Server: NS67.DOMAINCONTROL.COM 
Name Server: NS68.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 
>>> Last update of WHOIS database: 2021-10-
27T20:39:52Z <<< 
For more information on Whois status codes, please visit http
s://icann.org/epp 

qsadtv.com Domain Name: qsadtv.com 
Registry Domain ID: 1839567499_domain_com-vrsn 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


Registrar WHOIS Server: whois.paycenter.com.cn 
Registrar URL: http://www.xinnet.com 
Updated Date: 2020-11-30T08:34:16Z 
Creation Date: 2013-12-18T08:42:20Z 
Registrar Registration Expiration Date: 2021-12-
18T08:42:20Z 
Registrar: Xin Net Technology Corporation 
Registrar IANA ID: 120 
Registrar Abuse Contact Email: supervision@xinnet.com 
Registrar Abuse Contact Phone: +86.4008182233 
Reseller:  
Domain Status: ok https://www.icann.org/epp#ok 
Registry Registrant ID: REDACTED FOR PRIVACY 
Registrant Name: REDACTED FOR PRIVACY 
Registrant Organization: REDACTED FOR PRIVACY 
Registrant Street: REDACTED FOR PRIVACY 
Registrant State/Province: AH 
Registrant Postal Code: REDACTED FOR PRIVACY 
Registrant Country: CN 
Registrant Phone: REDACTED FOR PRIVACY 
Registrant Phone Ext: REDACTED FOR PRIVACY 
Registrant Fax: REDACTED FOR PRIVACY 
Registrant Fax Ext: REDACTED FOR PRIVACY 
Registrant Email: link at http://whois.xinnet.com/sendemail/q
sadtv.com 
Registry Admin ID: REDACTED FOR PRIVACY 
Admin Name: REDACTED FOR PRIVACY 
Admin Organization: REDACTED FOR PRIVACY 
Admin Street: REDACTED FOR PRIVACY 
Admin City: REDACTED FOR PRIVACY 
Admin State/Province: REDACTED FOR PRIVACY 
Admin PostalCode: REDACTED FOR PRIVACY 
Admin Country: REDACTED FOR PRIVACY 
Admin Phone: REDACTED FOR PRIVACY 
Admin Phone Ext: REDACTED FOR PRIVACY 
Admin Fax: REDACTED FOR PRIVACY 
Admin Fax Ext: REDACTED FOR PRIVACY 
Admin Email: link at http://whois.xinnet.com/sendemail/qsad
tv.com 
Registry Tech ID: REDACTED FOR PRIVACY 
Tech Name: REDACTED FOR PRIVACY 
Tech Organization: REDACTED FOR PRIVACY 
Tech Street: REDACTED FOR PRIVACY 
Tech City: REDACTED FOR PRIVACY 
Tech State/Province: REDACTED FOR PRIVACY 
Tech PostalCode: REDACTED FOR PRIVACY 

https://reversewhois.domaintools.com/?email=37215d793b2a81fe83c9a8926fe23daf


Tech Country: REDACTED FOR PRIVACY 
Tech Phone: REDACTED FOR PRIVACY 
Tech Phone Ext: REDACTED FOR PRIVACY 
Tech Fax: REDACTED FOR PRIVACY 
Tech Fax Ext: REDACTED FOR PRIVACY 
Tech Email: link at http://whois.xinnet.com/sendemail/qsadtv
.com 
Name Server: ns1.gnway.com 
Name Server: ns1.gnway.cn 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

scielope.com Domain Name: scielope.com 
Registry Domain ID: 2451635946_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-09-29T07:28:57Z 
Creation Date: 2019-11-05T00:11:16Z 
Registrar Registration Expiration Date: 2022-11-
05T00:11:16Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited 
https://icann.org/epp#clientTransferProhibited 
Domain Status: clientUpdateProhibited 
https://icann.org/epp#clientUpdateProhibited 
Domain Status: clientRenewProhibited 
https://icann.org/epp#clientRenewProhibited 
Domain Status: clientDeleteProhibited 
https://icann.org/epp#clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: rehab 
Registrant Country: BO 
Registrant Email: Select Contact Domain Holder link at 
https://www.godaddy.com/whois/results.aspx?domain=scielo
pe.com 
Tech Email: Select Contact Domain Holder link at 
https://www.godaddy.com/whois/results.aspx?domain=scielo
pe.com 
Admin Email: Select Contact Domain Holder link at 
https://www.godaddy.com/whois/results.aspx?domain=scielo
pe.com 

http://www.godaddy.com/
mailto:abuse@godaddy.com
https://icann.org/epp#clientTransferProhibited
https://icann.org/epp#clientUpdateProhibited
https://icann.org/epp#clientRenewProhibited
https://icann.org/epp#clientDeleteProhibited
https://www.godaddy.com/whois/results.aspx?domain=scielope.com
https://www.godaddy.com/whois/results.aspx?domain=scielope.com
https://www.godaddy.com/whois/results.aspx?domain=scielope.com
https://www.godaddy.com/whois/results.aspx?domain=scielope.com


Name Server: NS65.DOMAINCONTROL.COM 
Name Server: NS66.DOMAINCONTROL.COM 
DNSSEC: unsignedURL of the ICANN WHOIS Data 
Problem  
Reporting System: http://wdprs.internic.net/ 

seoamdcopywriting.com Domain Name: seoamdcopywriting.com 
Registry Domain ID: 2550718929_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-03-26T00:14:59Z 
Creation Date: 2020-08-04T02:20:44Z 
Registrar Registration Expiration Date: 2022-08-
04T02:20:44Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: jiulong 
Registrant Country: HK 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=seoa
mdcopywriting.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=seoa
mdcopywriting.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=seoa
mdcopywriting.com 
Name Server: NS49.DOMAINCONTROL.COM 
Name Server: NS50.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 
>>> Last update of WHOIS database: 2021-10-
27T20:40:52Z <<< 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


For more information on Whois status codes, please visit http
s://icann.org/epp 

slidenshare.com Domain Name: slidenshare.com 
Registry Domain ID: 2550718928_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-03-26T00:10:06Z 
Creation Date: 2020-08-04T02:20:44Z 
Registrar Registration Expiration Date: 2022-08-
04T02:20:44Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: jiulong 
Registrant Country: HK 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=sliden
share.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=sliden
share.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=sliden
share.com 
Name Server: NS21.DOMAINCONTROL.COM 
Name Server: NS22.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

somoswake.com Domain Name: somoswake.com 
Registry Domain ID: 2550718924_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-03-25T09:13:58Z 
Creation Date: 2020-08-04T02:20:43Z 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


Registrar Registration Expiration Date: 2022-08-
04T02:20:43Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: jiulong 
Registrant Country: HK 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=somo
swake.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=somo
swake.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=somo
swake.com 
Name Server: NS11.DOMAINCONTROL.COM 
Name Server: NS12.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

squarespacenow.com Domain Name: squarespacenow.com 
Registry Domain ID: 2578968112_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-03-26T00:04:43Z 
Creation Date: 2020-12-15T22:20:47Z 
Registrar Registration Expiration Date: 2022-12-
15T22:20:47Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0
https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Beijing 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=squar
espacenow.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=squar
espacenow.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=squar
espacenow.com 
Name Server: NS31.DOMAINCONTROL.COM 
Name Server: NS32.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

subapostilla.com Domain Name: subapostilla.com 
Registry Domain ID: 2592130574_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-02-18T01:29:35Z 
Creation Date: 2021-02-17T20:21:35Z 
Registrar Registration Expiration Date: 2022-02-
17T20:21:35Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Beijing 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=subap
ostilla.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=subap
ostilla.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=subap
ostilla.com 
Name Server: NS77.DOMAINCONTROL.COM 
Name Server: NS78.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 
>>> Last update of WHOIS database: 2021-10-
27T20:42:06Z <<< 
For more information on Whois status codes, please visit http
s://icann.org/epp 

suzukicycles.net Domain Name: suzukicycles.net 
Registry Domain ID: 2451284254_DOMAIN_NET-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-01-20T09:03:41Z 
Creation Date: 2019-11-04T08:13:36Z 
Registrar Registration Expiration Date: 2021-11-
04T08:13:36Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Kentucky 
Registrant Country: US 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=suzuk
icycles.net 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=suzuk
icycles.net 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=suzuk
icycles.net 
Name Server: NS25.DOMAINCONTROL.COM 
Name Server: NS26.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

tatanotakeeps.com Domain Name: tatanotakeeps.com 
Registry Domain ID: 2384156074_DOMAIN_COM-VRSN 
Registrar WHOIS Server: WHOIS.ENOM.COM 
Registrar URL: WWW.ENOM.COM 
Updated Date: 2021-04-25T01:00:11.00Z 
Creation Date: 2019-04-25T07:52:00.00Z 
Registrar Registration Expiration Date: 2022-04-
25T07:52:52.00Z 
Registrar: ENOM, INC. 
Registrar IANA ID: 48 
Domain Status: clientTransferProhibited https://www.icann.o
rg/epp#clientTransferProhibited 
Registrant Name: REDACTED FOR PRIVACY 
Registrant Organization: REDACTED FOR PRIVACY 
Registrant Street: REDACTED FOR PRIVACY 
Registrant Street:  
Registrant City: REDACTED FOR PRIVACY 
Registrant State/Province: WI 
Registrant Postal Code: REDACTED FOR PRIVACY 
Registrant Country: US 
Registrant Phone: REDACTED FOR PRIVACY 
Registrant Phone Ext:  
Registrant Fax: REDACTED FOR PRIVACY 
Registrant Email: https://tieredaccess.com/contact/0cda1b74-
a013-4048-8ae5-37fc47270e85 
Admin Name: REDACTED FOR PRIVACY 
Admin Organization: REDACTED FOR PRIVACY 
Admin Street: REDACTED FOR PRIVACY 
Admin Street:  
Admin City: REDACTED FOR PRIVACY 
Admin State/Province: REDACTED FOR PRIVACY 
Admin Postal Code: REDACTED FOR PRIVACY 
Admin Country: REDACTED FOR PRIVACY 
Admin Phone: REDACTED FOR PRIVACY 



Admin Phone Ext:  
Admin Fax: REDACTED FOR PRIVACY 
Admin Email: REDACTED FOR PRIVACY 
Tech Name: REDACTED FOR PRIVACY 
Tech Organization: REDACTED FOR PRIVACY 
Tech Street: REDACTED FOR PRIVACY 
Tech Street:  
Tech City: REDACTED FOR PRIVACY 
Tech State/Province: REDACTED FOR PRIVACY 
Tech Postal Code: REDACTED FOR PRIVACY 
Tech Country: REDACTED FOR PRIVACY 
Tech Phone: REDACTED FOR PRIVACY 
Tech Phone Ext:  
Tech Fax: REDACTED FOR PRIVACY 
Tech Email: REDACTED FOR PRIVACY 
Name Server: DNS1.NAME-SERVICES.COM 
Name Server: DNS2.NAME-SERVICES.COM 
Name Server: DNS3.NAME-SERVICES.COM 
Name Server: DNS4.NAME-SERVICES.COM 
Name Server: DNS5.NAME-SERVICES.COM 
DNSSEC: unsigned 
Registrar Abuse Contact Email: abuse@enom.com 
Registrar Abuse Contact Phone: +1.4259744689 
URL of the ICANN WHOIS Data Problem Reporting System
: HTTP://WDPRS.INTERNIC.NET/ 

transactioninfo.net Domain Name: transactioninfo.net 
Registry Domain ID: 2607722833_DOMAIN_NET-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-04-26T03:34:31Z 
Creation Date: 2021-04-25T22:32:23Z 
Registrar Registration Expiration Date: 2022-04-
25T22:32:23Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 

https://reversewhois.domaintools.com/?email=48cc975b5949fc4094c5f5d67f42e48f
https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


Registrant Organization: 
Registrant State/Province: Guangxi 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=transa
ctioninfo.net 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=transa
ctioninfo.net 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=transa
ctioninfo.net 
Name Server: NS63.DOMAINCONTROL.COM 
Name Server: NS64.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

headhunterblue.com Domain Name: headhunterblue.com 
Registry Domain ID: 2587613225_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-01-28T09:09:44Z 
Creation Date: 2021-01-28T02:28:33Z 
Registrar Registration Expiration Date: 2022-01-
28T02:28:33Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Beijing 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=headh
unterblue.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=headh

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


unterblue.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=headh
unterblue.com 
Name Server: NS75.DOMAINCONTROL.COM 
Name Server: NS76.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 
>>> Last update of WHOIS database: 2021-10-
29T17:51:28Z <<< 
For more information on Whois status codes, please visit http
s://icann.org/epp 

adelluminate.com Domain Name: adelluminate.com 
Registry Domain ID: 2624694390_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-07-06T07:27:26Z 
Creation Date: 2021-07-06T02:02:56Z 
Registrar Registration Expiration Date: 2022-07-
06T02:02:56Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Jiangsu 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=adellu
minate.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=adellu
minate.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=adellu
minate.com 

https://icann.org/epp
https://icann.org/epp
https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


Name Server: NS11.DOMAINCONTROL.COM 
Name Server: NS12.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

eurolabspro.com Domain Name: eurolabspro.com 
Registry Domain ID: 2567431353_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 
Registrar URL: http://www.godaddy.com 
Updated Date: 2021-03-26T06:59:41Z 
Creation Date: 2020-10-21T21:02:11Z 
Registrar Registration Expiration Date: 2022-10-
21T21:02:11Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province:  
Registrant Country: VI 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=eurol
abspro.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=eurol
abspro.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=eurol
abspro.com 
Name Server: NS75.DOMAINCONTROL.COM 
Name Server: NS76.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

tijuanazxc.com Domain Name: tijuanazxc.com 
Registry Domain ID: 1905508291_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.godaddy.com 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


Registrar URL: http://www.godaddy.com 
Updated Date: 2021-01-19T09:41:26Z 
Creation Date: 2015-02-26T03:23:57Z 
Registrar Registration Expiration Date: 2022-02-
26T03:23:57Z 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Domain Status: clientTransferProhibited https://icann.org/epp
#clientTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#
clientUpdateProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#
clientRenewProhibited 
Domain Status: clientDeleteProhibited https://icann.org/epp#
clientDeleteProhibited 
Registrant Organization: 
Registrant State/Province: Fujian 
Registrant Country: CN 
Registrant Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=tijuan
azxc.com 
Tech Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=tijuan
azxc.com 
Admin Email: Select Contact Domain Holder link at  
https://www.godaddy.com/whois/results.aspx?domain=tijuan
azxc.com 
Name Server: NS65.DOMAINCONTROL.COM 
Name Server: NS66.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN WHOIS Data Problem Reporting System
: http://wdprs.internic.net/ 

 

.ORG DOMAINS 

Registry 
Public Interest Registry (PIR) 
1775 Wiehle Avenue 
Suite 200 
Reston, Virginia 20190 
United States 

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


elperuanos.org Domain Name: ELPERUANOS.ORG 
Registry Domain ID: D402200000014972892-LROR 
Registrar WHOIS Server: whois.godaddy 
Registrar URL: http://www.whois.godaddy.com 
Updated Date: 2021-03-26T00:22:52Z 
Creation Date: 2020-10-22T01:55:16Z 
Registry Expiry Date: 2022-10-22T01:55:16Z 
Registrar Registration Expiration Date: 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Reseller: 
Domain Status: clientDeleteProhibited https://icann.org/epp#clien
tDeleteProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#clie
ntRenewProhibited 
Domain Status: clientTransferProhibited https://icann.org/epp#cli
entTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#clie
ntUpdateProhibited 
Registrant Organization: 
Registrant State/Province: 
Registrant Country: AR 
Name Server: NS33.DOMAINCONTROL.COM 
Name Server: NS34.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN Whois Inaccuracy Complaint Form https://w
ww.icann.org/wicf/) 

jkeducation.org Domain Name: JKEDUCATION.ORG 
Registry Domain ID: D402200000015213414-LROR 
Registrar WHOIS Server: whois.godaddy 
Registrar URL: http://www.whois.godaddy.com 
Updated Date: 2021-09-17T09:10:08Z 
Creation Date: 2020-11-19T08:18:46Z 
Registry Expiry Date: 2022-11-19T08:18:46Z 
Registrar Registration Expiration Date: 
Registrar: GoDaddy.com, LLC 
Registrar IANA ID: 146 
Registrar Abuse Contact Email: abuse@godaddy.com 
Registrar Abuse Contact Phone: +1.4806242505 
Reseller: 
Domain Status: clientDeleteProhibited https://icann.org/epp#clien
tDeleteProhibited 
Domain Status: clientRenewProhibited https://icann.org/epp#clie

https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0
https://www.icann.org/wicf/
https://www.icann.org/wicf/
https://reversewhois.domaintools.com/?email=0aaf24d0b1c53eac2a417acbed2fcfa0


ntRenewProhibited 
Domain Status: clientTransferProhibited https://icann.org/epp#cli
entTransferProhibited 
Domain Status: clientUpdateProhibited https://icann.org/epp#clie
ntUpdateProhibited 
Registrant Organization: 
Registrant State/Province: Jiangsu 
Registrant Country: CN 
Name Server: NS53.DOMAINCONTROL.COM 
Name Server: NS54.DOMAINCONTROL.COM 
DNSSEC: unsigned 
URL of the ICANN Whois Inaccuracy Complaint Form https://w
ww.icann.org/wicf/) 
>>> Last update of WHOIS database: 2021-10-
29T23:30:30Z <<< 

 

 















































































































































































































































































GoDaddy - DOMAIN NAME REGISTRATION AGREEMENT 
Last Revised: 10/7/2021 
PLEASE READ THIS AGREEMENT CAREFULLY, AS IT CONTAINS IMPORTANT 
INFORMATION REGARDING YOUR LEGAL RIGHTS AND REMEDIES. 
1. OVERVIEW 
This Domain Name Registration Agreement (this "Agreement") is entered into by and 
between GoDaddy.com, LLC, a Delaware limited liability company ("GoDaddy") and 
you, and is made effective as of the date of electronic acceptance. This Agreement sets 
forth the terms and conditions of your use of GoDaddy's Domain Name Registration 
services (the "Domain Name Registration Services" or the "Services"). The terms "we", 
"us" or "our" shall refer to GoDaddy. The terms "you", "your", "User" or "customer" shall 
refer to any individual or entity who accepts this Agreement. Unless otherwise specified, 
nothing in this Agreement shall be deemed to confer any third-party rights or benefits. 

Your electronic acceptance of this Agreement signifies that you have read, understand, 
acknowledge and agree to be bound by this Agreement, which incorporates by 
reference each of (i) GoDaddy’s Universal Terms of Service Agreement ("UTOS"), (ii) all 
agreements, guidelines, policies, practices, procedures, registration requirements or 
operational standards of the top-level domain ("TLD") in which you register any domain 
(“Registry Policies”), and (iii) any plan limits, product disclaimers or other restrictions 
presented to you on the Domain Name Registration Services landing page of the 
GoDaddy website (this “Site”). 

TO LINK TO AND REVIEW THE REGISTRY POLICIES FOR THE TLD IN WHICH 
YOU WISH TO REGISTER A DOMAIN NAME, PLEASE CLICK HERE. 

You acknowledge and agree that (i) GoDaddy, in its sole and absolute discretion, may 
change or modify this Agreement, and any policies or agreements which are 
incorporated herein, at any time, and such changes or modifications shall be effective 
immediately upon posting to this Site, and (ii) your use of this Site or the Services found 
at this Site after such changes or modifications have been made shall constitute your 
acceptance of this Agreement as last revised. If you do not agree to be bound by this 
Agreement as last revised, do not use (or continue to use) this Site or the Services 
found at this Site. In addition, GoDaddy may occasionally notify you of changes or 
modifications to this Agreement by email. It is therefore very important that you keep 
your shopper account (“Shopper Account”) information, including your email address, 
current. GoDaddy assumes no liability or responsibility for your failure to receive an 
email notification if such failure results from an inaccurate or out-of-date email address. 
GoDaddy is an Internet Corporation for Assigned Names and Numbers ("ICANN") 
accredited registrar. 

You acknowledge and agree that GoDaddy may modify this Agreement in order to 
comply with any terms and conditions set forth by (i) ICANN and/or (ii) the registry 
applicable to the TLD or country code top level domain ("ccTLD") in question. The term 
“Registry Service Provider” shall refer to the service provider responsible for operating 



and managing the registry services on behalf of the Registry Operator for its applicable 
TLD or ccTLD. To identify the sponsoring registrar, click here. 

2. PROVISIONS SPECIFIC TO ALL REGISTRATIONS 
Unless otherwise noted, the provisions below in this Section 2 are generally applicable 
to all TLDs that we offer. Special provisions specific to any TLD or ccTLD (those in 
addition to posted Registry Policies) are identified elsewhere below in this Agreement. 

1. Registry Policies. You agree to be bound by all Registry Policies (defined above in this 
Agreement) applicable to your domain name registration (at any level). IT IS YOUR 
RESPONSIBILITY TO VISIT THE APPLICABLE TLD SITE AND READ AND REVIEW 
ALL APPLICABLE REGISTRY POLICIES PRIOR TO YOUR REGISTRATION IN THE 
TLD. REGISTRY POLICIES FOR EACH TLD CAN BE FOUND BY VISITING THE 
CORRESPONDING TLD LINK LISTED HERE. Notwithstanding anything in this 
Agreement to the contrary, the Registry Operator of the TLD in which the domain name 
registration is made is and shall be an intended third party beneficiary of this 
Agreement. As such the parties to this agreement acknowledge and agree that the third 
party beneficiary rights of the Registry Operator have vested and that the Registry 
Operator has relied on its third party beneficiary rights under this Agreement in agreeing 
to GoDaddy being a registrar for the respective TLD. The third party beneficiary rights of 
the Registry Operator will survive any termination of this Agreement. 

2. Registration Requirements. To the extent any TLD or ccTLD requires you meet eligibility 
(e.g., residency for .JP, .EU, etc.), validation (e.g., DNS validation) or other 
authentication requirements as a condition to registering a domain name in the TLD, 
you agree that by submitting an application or registering or renewing your domain 
name, you represent and warrant that: (a) all information provided to register or renew 
the domain name (including all supporting documents, if any) is true, complete and 
correct, and is not misleading in any way, and the application is made in good faith; (b) 
you meet, and will continue to meet, the eligibility criteria prescribed in the Registry 
Policies for the applicable TLD for the duration of the domain name registration; (c) you 
have not previously submitted an application for the domain name with another registrar 
using the same eligibility criteria, and the other registrar has rejected the application (if 
applicable); (d) you acknowledge and agree that even if the domain name is accepted 
for registration, your entitlement to register the domain name may be challenged by 
others who claim to have an entitlement to the domain name; and (e) you acknowledge 
and agree that the Registry or the registrar can cancel the registration of the domain 
name if any of the warranties required are found to be untrue, incomplete, incorrect or 
misleading. 

3. Ownership. You acknowledge and agree that registration of a domain name does not 
create any proprietary right for you, the registrar, or any other person in the name used 
as a domain name or the domain name registration and that the entry of a domain name 
in the Registry shall not be construed as evidence or ownership of the domain name 
registered as a domain name. You shall not in any way transfer or purport to transfer a 
proprietary right in any domain name registration or grant or purport to grant as security 
or in any other manner encumber or purport to encumber a domain name registration. 



4. ICANN Requirements. You agree to comply with the ICANN requirements, standards, 
policies, procedures, and practices for which each applicable Registry Operator has 
monitoring responsibility in accordance with the Registry Agreement between ICANN 
and itself or any other arrangement with ICANN. For additional ICANN-related helpful 
information, please see ICANN Education Materials and ICANN Benefits and 
Responsibilities. 

5. Indemnification of Registry. You agree to indemnify, defend and hold harmless (within 
30 days of demand) the Registry Operator and Registry Service Provider and their 
subcontractors, subsidiaries, affiliates, divisions, shareholders, directors, officers, 
employees, accountants, attorneys, insurers, agents, predecessors, successors and 
assigns, from and against any and all claims, demands, damages, losses, costs, 
expenses, causes of action or other liabilities of any kind, whether known or unknown, 
including reasonable legal and attorney’s fees and expenses, in any way arising out of, 
relating to, or otherwise in connection with the your domain name registration, including, 
without limitation, the use, registration, extension, renewal, deletion, and/or transfer 
thereof and/or the violation of any applicable terms or conditions governing the 
registration. You shall not enter into any settlement or compromise of any such 
indemnifiable claim without Registrar’s or Registry Operator’s prior written consent, 
which consent shall not be unreasonably withheld, and you agree that these 
indemnification obligations shall survive the termination or expiration of the Agreement 
for any reason. IN NO EVENT SHALL THE REGISTRY OPERATOR BE LIABLE TO 
YOU OR ANY OTHER PERSON FOR ANY DIRECT, INDIRECT, INCIDENTAL, 
CONSEQUENTIAL, SPECIAL, EXEMPLARY OR PUNITIVE DAMAGES, INCLUDING 
LOSS OF PROFIT OR GOODWILL, FOR ANY MATTER, WHETHER SUCH LIABILITY 
IS ASSERTED ON THE BASIS OF CONTRACT, TORT (INCLUDING NEGLIGENCE), 
BREACH OF WARRANTIES, EITHER EXPRESS OR IMPLIED, ANY BREACH OF 
THIS AGREEMENT OR ITS INCORPORATED AGREEMENTS AND POLICIES YOUR 
INABILITY TO USE THE DOMAIN NAME, YOUR LOSS OF DATA OR FILES OR 
OTHERWISE, EVEN IF THE REGISTRY OPERATOR HAS BEEN ADVISED OF THE 
POSSIBILITY OF SUCH DAMAGES. 

6. Regulated TLDs. For domain name registration in any “Regulated” TLD, you 
acknowledge and agree your registration is subject to the following additional 
requirements: (a) comply with all applicable laws, including those that relate to privacy, 
data collection, consumer protection (including in relation to misleading and deceptive 
conduct), fair lending, debt collection, organic farming, disclosure of data, and financial 
disclosures; (b) if you collect and maintain sensitive health and financial data you must 
implement reasonable and appropriate security measures commensurate with the 
offering of those services, as defined by applicable law. Regulated TLDs 
include: .games, .juegos, .school, .schule, .toys, .eco, .care, .diet, .fitness, .health, .clinic
, .dental, .healthcare, .capital, .cash, .broker, .claims, .exchange, .finance, .financial, .fu
nd, .investments, .lease, .loans, .market, .money, .trading, .credit, .insure, .tax, .mortgag
e, .degree, .mba, .audio, .book, .broadway, .movie, .music, .software, .fashion, .video, .a
pp, .art, .band, .cloud, .data, .digital, .fan, .free, .gratis, .discount, .sale, .media, .news, .
online, .pictures, .radio, .show, .theater, .tours, .accountants, .architect, .associates, .bro
ker, .legal, .realty, .vet, .engineering, .law, .limited, .show; .theater; .town, .city, .reise, an
d .reisen 



7. Highly Regulated TLDs. In addition to the requirements for Regulated TLDs, domain 
name registration in any Highly-Regulated TLD is subject to the following requirements: 
(a) you will provide administrative contact information, which must be kept up-to-date, 
for the notification of complaints or reports of registration abuse, as well as the contact 
details of the relevant regulatory, or Industry self-regulatory, bodies in their main place 
of business; (b) you represent that you possess any necessary authorizations, charters, 
licenses and/or other related credentials for participation in the sector associated with 
such Highly-regulated TLD; and (c) you will report any material changes to the validity of 
you authorizations, charters, licenses and/or other related credentials for participation in 
the sector associated with the Highly-regulated TLD to ensure you continue to conform 
to the appropriate regulations and licensing requirements and generally conduct your 
activities in the interests of the consumers they serve. Highly Regulated TLDs include: 
_.abogado, .attorney, .bank, .bet, .bingo, .casino .charity (and IDN 
equivalent), .cpa, .corp, 
creditcard, .creditunion .dds, .dentist, .doctor, .fail, .gmbh, .gripe, .hospital, .inc, .insuran
ce, .lawyer, .lifeinsurance, .llc, .llp, .ltda, .medical, .mutuelle, .pharmacy, .poker, .univers
ity, .sarl, .spreadbetting, .srl, .sucks, .surgery .university, .vermogensberater, .vesicheru
ng, and .wtf. 
 
For .doctor, registrants who hold themselves out to be licensed medical practitioners 
must be able to demonstrate to the Registrar and Registry, upon request, that they hold 
the applicable license. 

8. Special Safeguard TLDs. In addition to the requirements for Regulated and Highly-
Regulated TLDs, by registering a domain name in any “Special-Safeguard” TLD, you 
agree to take reasonable steps to avoid misrepresenting or falsely implying that you or 
your business is affiliated with, sponsored or endorsed by one or more country's or 
government's military forces if such affiliation, sponsorship or endorsement does not 
exist. Special Safeguard TLDs include: .army, .navy, .airforce 

9. Third Party Beneficiary. Notwithstanding anything in this Agreement to the contrary, the 
Registry Operator for any TLD in which your register a domain name is and shall be an 
intended third party beneficiary of this Agreement. As such the parties to this agreement 
acknowledge and agree that the third party beneficiary rights of the Registry Operator 
have vested and that the Registry Operator has relied on its third party beneficiary rights 
under this Agreement in agreeing to GoDaddy being a registrar for the TLD. Third party 
beneficiary rights of the Registry Operator shall survive any termination of this 
Agreement. 

10. Variable and Non-Uniform Pricing. You acknowledge, understand and agree that certain 
domain names in certain TLDs are established by Registry Policies to be variably priced 
(i.e., standard v. premium names) and/or may have non-uniform renewal registration 
pricing (such that the Fee for a domain name registration renewal may differ from other 
domain names in the same TLD, e.g., renewal registration for one domain may be 
$100.00 and $33.00 for a different domain name). 

3. FEES AND PAYMENTS 
(A) GENERAL TERMS, INCLUDING AUTOMATIC RENEWAL TERMS 



You agree to pay any and all prices and fees due for Services purchased or obtained at 
this Site at the time you order the Services. GoDaddy expressly reserves the right to 
change or modify its prices and fees at any time, and such changes or modifications 
shall be posted online at this Site and effective immediately without need for further 
notice to you. If you have purchased or obtained Services for a period of months or 
years, changes or modifications in prices and fees shall be effective when the Services 
in question come up for renewal as further described below. 

Unless otherwise specifically noted (for reasons such as those highlighted in Section 
2(x) above), the renewal price for any domain name in any TLD will be the same as the 
list (non-sale) price shown when you search for and select a domain, and again in the 
cart prior to purchase. For example, if the list price is $9.99, and a different renewal 
price is not specifically identified, then the renewal price is also $9.99. Likewise, if a 
domain name has a sale price of $8.99, with the list (non-sale) price shown (as a strike-
through) at $9.99, the renewal price will be $9.99*. 

* Renewal price subject to change prior to actual date of renewal. 

For all other terms and conditions relating to fees, payment, refund and billing, etc. 
applicable to the Services offered under the scope of this Agreement, please refer to the 
“Fees and Payments” section of our Universal Terms of Service. 

(B) DOMAIN NAME RENEWAL TERMS_ 

When you register a domain name, you will have the following renewal options: 

1. Automatic Renewal. Automatic Renewal is the default setting. Domain names will 
automatically renew, for a period equivalent to the length of your original domain name 
registration, and payment will be taken from the Payment Method you have on file with 
GoDaddy, at GoDaddy's then current rates. Thus, if you have chosen to register your 
domain name for one (1) year, GoDaddy will automatically renew it for one (1) year. If 
you have chosen to register your domain name for two (2) years, GoDaddy will 
automatically renew it for two (2) years, and so on. If you wish to change your automatic 
renewal term to a different period from your original term, as of 16 July 2020, you may 
manually renew the domain registration to establish a new default automatic renewal 
term for the domain. 

2. Manual Renewal. If you have elected to turn off automatic renewal and cancel the 
product (i.e., cancel the domain name registration) effective at expiration of the then 
current term, you may nonetheless elect to manually renew the domain name at 
anytime prior to its expiration date by logging into your Account Manager and manually 
implementing the renewal or by calling customer service (should you in fact want the 
domain name to be renewed). If you fail to manually implement the renewal before the 
expiration date, the domain name will be cancelled and you will no longer have use of 
that name. 
All renewals will be subject to the terms of this Agreement, as it may be amended from 
time to time, and you acknowledge and agree to be bound by the terms of this 
Agreement (as amended) for all renewed domains. Domain name renewals will be non-



refundable. In the event that we are unable to automatically renew your domain name 
for the renewal option selected for any reason, we may automatically renew your 
domain name for a period less than your original registration period to the extent 
necessary for the transaction to succeed. If for any reason GoDaddy is not able to take 
the payment from the Payment Method you have on file, and you fail to respond to our 
notices, your domain name registration will expire. It is your responsibility to keep your 
Payment Method information current, which includes the expiration date if you are using 
a credit card. 

For certain ccTLDs 
(.am, .at, .be, .br, .ca, .cn, .com.cn, .net.cn, .org.cn, .de, .eu, .fm, .fr, .gs, .it, .jp, .ms, .nu, 
.nz, .co.nz, .net.nz, .org.nz, .tc, .tk, .tw, .com.tw, .org.tw, .idv.tw, .uk, and .vg), renewal 
billing will occur on the first day of the month prior to the month of expiration. 

For certain ccTLDs 
(.am, .at, .be, .ca, .cn, .com.cn, .net.cn, .org.cn, .de, .eu, .fm, .fr, .gs, .it, .jp, .ms, .nu, .nz
, .co.nz, .net.nz, .org.nz, .tc, .tk, .tw, .com.tw, .org.tw, .idv.tw, .uk, and .vg), renewal will 
occur, or must occur manually if the product was previously cancelled, no later than the 
20th of the month prior to the expiration date, or your domain name will be placed in 
non-renewal status. For some ccTLDs (.es) renewal must be processed no later than 
seven days before the expiration date, or your domain name will be placed in non-
renewal status. When the domain name is in non-renewal status, you can renew the 
domain name only by calling GoDaddy and requesting that the domain name be 
renewed. You cannot renew the domain name through your Account Manager. If you 
fail to manually implement the renewal of any cancelled product before the expiration 
date, the domain name will be cancelled and you will no longer have use of that name. 

You agree that GoDaddy will not be responsible for cancelled domain names that you 
fail to renew in the timeframes indicated in this Agreement. In any case, if you fail to 
renew your domain name in a timely fashion, additional charges may apply. If you 
signed up for privacy services, protected registration, or any other similar service, with 
your domain name registration, these services will automatically be renewed when your 
domain name registration is up for renewal, and you will incur the applicable additional 
renewal fee unless you cancel in advance. 

If you fail to renew your domain name in the timeframes indicated in this Agreement, 
you agree that GoDaddy may, in its sole discretion, renew your expired domain name 
on your behalf. If GoDaddy decides to renew your expired domain name on your behalf, 
you will have a Renewal Grace Period during which you must reimburse GoDaddy for 
the renewal and keep your domain name. The Renewal Grace Period is currently twelve 
(12) days but subject to change under the terms of this Agreement. 

For certain ccTLDs 
(.am, .at, .be, .cn, .com.cn, .net.cn, .org.cn, .de, .eu, .fm, .fr, .gs, .it, .jp, .ms, .nu, .nz, .co
.nz, .net.nz, .org.nz, .tc, .tk, .tw, .com.tw, .org.tw, .idv.tw, .uk, and .vg) there is no 
Renewal Grace Period after the expiration date of the domain name. If you do not 



reimburse GoDaddy for the renewal during the Renewal Grace Period your domain 
name will be placed on Hold and flagged for deletion after which you may have up to a 
30-day redemption period to redeem your domain name, provided that your domain 
name is not subject to an expired domain name auction bid and you pay GoDaddy a 
Redemption fee. 

The Redemption fee is currently $80.00 USD and is subject to change under the terms 
of this Agreement. If you do not redeem your domain name prior to the end of the 30-
day redemption period GoDaddy may, in its sole discretion, delete your domain name or 
transfer it to another registrant on your behalf. During the redemption period your 
domain name may be parked. 

If your domain name is deleted, the Registry also provides a 30-day Redemption Grace 
Period during which you may pay GoDaddy a redemption fee and redeem your domain 
name. The redemption fee is currently $80.00 USD and is subject to change under the 
terms of this Agreement. If you do not redeem your domain name prior to the end of the 
Registry's Redemption Grace Period the Registry will release your name and it will 
become available for registration on a first-come-first-served basis. 

Renewal Grace Periods and Redemption Grace Periods vary for different ccTLDs. 
Please refer to the specific terms for the applicable TLD. In the event there is a conflict 
between the provisions of this paragraph and the ccTLD terms, the ccTLD terms shall 
control. 

Our registration expiration notification policy and associated fees are described here. 

(C) FREE PRODUCT TERMS 

In the event you are provided with free products with the registration of a domain name, 
you acknowledge and agree that such free products will only be available with a valid 
purchase and may be terminated in the event the domain name is deleted or cancelled. 
For free domain names, you acknowledge and agree that you may not change the 
account associated with such free domain for the first five (5) days after registration. In 
the event a free domain name is offered with the registration of another domain and if 
the paid domain name registered fails, then we may, in its sole discretion, either delete 
the registration of the free domain or refund the difference between the amount paid 
and the value of the free domain. Failed registrations associated with promotional offers 
may result in the deletion of the free or discounted item or an adjustment between the 
registered domain price and the value of the discounted item, in our sole discretion. 

4. TERM OF AGREEMENT; TRANSFERS; DOMAIN TASTING 
The term of this Agreement shall continue in full force and effect as long as you have 
any domain name registered through GoDaddy. 

You agree that you will not transfer any domain name registered through GoDaddy to 
another domain name registrar during the first sixty (60) days after its initial registration 



date. You agree that you may not transfer any domain name for ten (10) days after a 
Change of Account. 

You further agree that you will not engage in "domain tasting" by using the five (5) day 
grace period in which a registrant may choose to cancel a domain name and get a full 
refund of the registration fee as a vehicle to test the marketability or viability of a domain 
name. If GoDaddy determines (which determination shall be made by GoDaddy in its 
sole and absolute discretion) that you have been engaging in "domain tasting", then 
GoDaddy reserves the right to (a) charge you a small fee (which fee shall be deducted 
from any refund issued) or (b) refuse your cancellation/refund request altogether. 
GoDaddy will not charge you a fee if GoDaddy cancels your domain name during the 
five (5) day grace period due to fraud or other activity outside of your control. The five 
(5) day grace period does not apply to Premium Domains, which are non-refundable. 

You agree that GoDaddy shall not be bound by (i) any representations made by third 
parties who you may use to purchase services from GoDaddy, or (ii) any statements of 
a general nature, which may be posted on GoDaddy's website or contained in 
GoDaddy's promotional materials. 

5. UP TO DATE INFORMATION; USE OF INFORMATION AND EXPIRATION 
You agree to notify GoDaddy within five (5) business days when any of the information 
you provided as part of the application and/or registration process changes. It is your 
responsibility to keep this information in a current and accurate status. Failure by you, 
for whatever reason, to provide GoDaddy with accurate and reliable information on an 
initial and continual basis, shall be considered to be a material breach of this Agreement 
and a basis for suspension and/or cancellation of the domain name. Failure by you, for 
whatever reason, to respond within five (5) business days to any inquiries made by 
GoDaddy to determine the validity of information provided by you, shall also be 
considered to be a material breach of this Agreement and a basis for suspension and/or 
cancellation of the domain name. You agree to retain a copy for your record of the 
receipt for purchase of your domain name. 

You agree that for each domain name registered by you, the following contact data is 
required: postal address, email address, telephone number, and if available, a facsimile 
number for the Registered Name Holder and, if different from the Registered Name 
Holder, the same contact information for, a technical contact, an administrative contact 
and a billing contact. 
 
You acknowledge and agree that domain name registration requires that your contact 
information, in whole or in part, be shared with the registry operator, for their use, 
copying, distribution, publication, modification and other processing for the purpose of 
administration of the domain name registration, which may require such information be 
transferred back and forth across international borders, to and from the U.S. to the EU, 
for example. As required by ICANN or for certain ccTLDs 
(.am, .com.au, .net.au, .org.au, .ca, .cz, .fr, .it, .jp, .co.jp, .kr, .co.kr, .ne.kr, .re.kr, .no, .co
.nz, .net.nz, .org.nz, .vg, .se, .so, .sg, .com.sg, .tw, .com.tw, .net.tw, .org.tw, .uk, .co.uk, .



me.uk, .org.uk, .us), this information may be made publicly available by the registry 
operator via Whois or its successor protocol (collectively referred to as the “Whois" 
Directory) that is beyond, and not subject to, GoDaddy's control. 

Both GoDaddy and the registry operator may be required to archive this information with 
a third-party escrow service. You hereby consent and give permission for all such 
requirements and disclosures. Further, you represent and warrant that, if you are 
providing information about a third party, you have notified the third party of the 
disclosure and the purpose for the disclosure and you have obtained the third party's 
consent to such disclosure. Registrar will not process data in a way that is incompatible 
with this Agreement. Registrar will take reasonable precautions to protect data from loss 
or misuse. 

You agree that for each domain name registered by you the following information could 
be made publicly available in the Whois Directory as determined by ICANN or registry 
policies and may be sold in bulk as set forth in the ICANN agreement: 

o The domain name; 
o Your name and postal address; 
o The name, email address, postal address, voice and fax numbers for technical and 

administrative contacts; 
o The Internet protocol numbers for the primary and secondary name servers; 
o The corresponding names of the name servers; and 
o The original date of registration and expiration date, 
o Name of primary name server and secondary name server, 
o Identity of the registrar. 

You agree that, to the extent permitted by ICANN, GoDaddy may make use of the 
publicly available information you provided during the registration process. If you 
engage in the reselling of domain names you agree to provide any individuals whose 
personal information you've obtained, information about the possible uses of their 
personal information pursuant to ICANN policy. You also agree to obtain consent, and 
evidence of consent, from those individuals for such use of the personal information 
they provide. 

You agree that GoDaddy has the right to make public and share with third parties 
certain information in connection with the sale or purchase of domain names on the 
website, including but not limited to (a) the name of the domain name sold or 
purchased, (b) the sale or purchase price of the domain name sold or purchased, and 
(c) information relating to the timing of the sale or purchase. 

In order for us to comply with any current or future rules and policies for domain name 
systems including any rules or policies established by the CIRA or any provincial or 
federal government or by other organization having control or authority to establish rules 
or policies, you hereby grant to us the right to disclose to third parties through an 



interactive publicly accessible registration database the following information that you 
are required to provide when applying for a domain name: 

11. The domain or sub-domain name(s) registered by you; 
12. Your organization name, type and postal address; 
13. The name(s), position(s), postal address(es), e-mail address(es), voice telephone 

number(s) and where available the fax number(s) of the technical and administrative 
contacts for your domain or sub-domain name(s); 

14. The full hostnames and Internet protocol (IP) addresses of at least two (2) name server 
hosts (one primary and at least one secondary) for your domain or sub-domain name. 
Up to six (6) name servers may be specified. If a host has more than one (1) IP 
address, use a comma-separated list; 

15. The corresponding names of those name servers; 
16. The original creation date of the registration; and 
17. The expiration date of the registration. 

We may be required to make this information available in bulk form to third parties. We 
may also transfer or assign this information to CIRA or such other third party as we may 
decide, in our sole discretion. 

6. DISPUTE RESOLUTION POLICY 
You agree to be bound by our current Dispute Resolution Policy. This policy is 
incorporated herein and made a part of this Agreement. You can view the Uniform 
Domain Name Dispute Resolution Policy online. You agree that GoDaddy may from 
time to time modify its Dispute Resolution Policy. GoDaddy will post any changes to its 
Dispute Resolution Policy at least thirty (30) days before they become effective. You 
agree that by maintaining your domain name registrations with GoDaddy after the 
updated policy becomes effective that you agree to the Dispute Resolution policy as 
amended. You agree to review GoDaddy's website periodically to determine if changes 
have been made to the Dispute Resolution Policy. If you cancel or terminate your 
Services with GoDaddy as a result of the modified Dispute Resolution policy, no fees 
will be refunded to you. You also agree to submit to proceedings commenced under 
ICANN's Uniform Rapid Suspension System, if applicable. 

You agree that if a dispute arises as a result of one (1) or more domain names you have 
registered using GoDaddy, you will indemnify, defend and hold GoDaddy harmless as 
provided for in this Agreement. You also agree that if GoDaddy is notified that a 
complaint has been filed with a governmental, administrative or judicial body, regarding 
a domain name registered by you using GoDaddy, that GoDaddy, in its sole discretion, 
may take whatever action GoDaddy deems necessary regarding further modification, 
assignment of and/or control of the domain name deemed necessary to comply with the 
actions or requirements of the governmental, administrative or judicial body until such 
time as the dispute is settled. In this event you agree to hold GoDaddy harmless for any 
action taken by GoDaddy. 



You agree to submit, without prejudice to other potentially applicable jurisdictions, to the 
jurisdiction of the courts (1) of your domicile, (2) where registrar is located or (3) where 
the registry operator is located (e.g., China for .CN, Columbia for .CO, UK for .EU, etc.). 

In the case of .ca domain names, you agree that, if your use of the service or the 
registration of a .ca domain name is challenged by a third party, you will be subject to 
the provisions specified by CIRA in their dispute resolution policy, in effect at the time of 
the dispute. 

7. TRANSFER OF DOMAIN NAMES 
If you transfer any domain name, you agree to provide the information required by, and 
to abide by, the procedures and conditions set forth in our Domain Name Transfer 
Agreement and Change of Registrant Agreement. You may view the latest versions of 
our Domain Name Transfer Agreement and Change of Registrant Agreement online. In 
order to further protect your domain name, any domain name registered with GoDaddy 
or transferred to GoDaddy shall be placed on lock status, unless an opted-out has 
occurred as defined in our Change of Registrant Agreement or Domain Name Proxy 
Agreement. The domain name must be placed on unlock status in order to initiate a 
transfer of the domain name away from GoDaddy to a new Registrar. You may log into 
your account with GoDaddy at any time after your domain name has been successfully 
transferred to GoDaddy, and change the status to unlock. 

8. YOUR OBLIGATIONS; SUSPENSION OF SERVICES; BREACH OF AGREEMENT 
You represent and warrant to the best of your knowledge that, neither the registration of 
the domain nor the manner it is directly or indirectly used, infringes the legal rights of 
any third party. You will comply with all applicable laws, including, but not limited to 
those relating to privacy, data collection, consumer protection, fair lending, debt 
collection, organic farming, and disclosure of data and financial disclosures. If you 
collect and maintain sensitive health and financial data, you must implement reasonable 
and appropriate security measures commensurate with the offering of those services, 
as defined by applicable law. You represent that you possess any necessary 
authorization, charter, license, and/or other related credential for participation in the 
sector associated with the associated registry tld string. You will report any material 
changes to the validity of your authorization, charter, license, and/or other related 
credential. You will indemnify and hold harmless the registrar and registry operator, and 
their directors, officers, employees and agents, from and against any and all claims, 
damages, liabilities, costs and expenses (including reasonable legal fees and 
expenses) arising out of or related to the domain name registration. This obligation shall 
survive expiration or termination of this Agreement or the domain name registration. 

You agree that, in addition to other events set forth in this Agreement: 

18. Your ability to use any of the services provided by GoDaddy is subject to cancellation or 
suspension in the event there is an unresolved breach of this Agreement and/or 
suspension or cancellation is required by any policy now in effect or adopted later by 
ICANN; 



19. Your registration of any domain names shall be subject to suspension, cancellation or 
transfer pursuant to any ICANN adopted specification or policy, or pursuant to any 
GoDaddy procedure not inconsistent with an ICANN adopted specification or policy (a) 
to correct mistakes by GoDaddy or the registry operator in registering any domain 
name; or (b) for the resolution of disputes concerning any domain name. 

 
You acknowledge and agree that GoDaddy and registry reserve the right to deny, 
cancel or transfer any registration or transaction, or place any domain name(s) on lock, 
hold or similar status, as either deems necessary, in the unlimited and sole discretion of 
either GoDaddy or the registry: (i) to comply with specifications adopted by any industry 
group generally recognized as authoritative with respect to the Internet (e.g., RFCs), (ii) 
to protect the integrity and stability of, and correct mistakes made by, any domain name 
registry or registrar, (iii) for the non-payment of fees to registry, (iv) to protect the 
integrity and stability of the registry, (v) to comply with any applicable court orders, laws, 
government rules or requirements, requests of law enforcement, or any dispute 
resolution process, (vi) to comply with any applicable ICANN rules or regulations, 
including without limitation, the registry agreement, (vii) to avoid any liability, civil or 
criminal, on the part of registry operator, as well as its affiliates, subsidiaries, officers, 
directors, and employees, (viii) per the terms of this Agreement, (ix) following an 
occurrence of any of the prohibited activities described in Section 8 below, or (x) during 
the resolution of a dispute. 

You agree that your failure to comply completely with the terms and conditions of this 
Agreement and any GoDaddy rule or policy may be considered by GoDaddy to be a 
material breach of this Agreement and GoDaddy may provide you with notice of such 
breach either in writing or electronically (i.e. email). In the event you do not provide 
GoDaddy with material evidence that you have not breached your obligations to 
GoDaddy within ten (10) business days, GoDaddy may terminate its relationship with 
you and take any remedial action available to GoDaddy under the applicable laws. Such 
remedial action may be implemented without notice to you and may include, but is not 
limited to, cancelling the registration of any of your domain names and discontinuing 
any services provided by GoDaddy to you. No fees will be refunded to you should your 
Services be cancelled or terminated because of a breach. 

GoDaddy's failure to act upon or notify you of any event, which may constitute a breach, 
shall not relieve you from or excuse you of the fact that you have committed a breach. 

9. RESTRICTION OF SERVICES; RIGHT OF REFUSAL 
If you are hosting your domain name system (“DNS”) on GoDaddy’s servers, or are 
using our systems to forward a domain name, URL, or otherwise to a system or site 
hosted elsewhere, or if you have your domain name registered with GoDaddy, you are 
responsible for ensuring there is no excessive overloading on GoDaddy’s servers. You 
may not use GoDaddy’s servers and your domain name as a source, intermediary, reply 
to address, or destination address for mail bombs, Internet packet flooding, packet 
corruption, or other abusive attack. Server hacking or other perpetration of security 



breaches is prohibited. You agree that GoDaddy reserves the right to deactivate your 
domain name from its DNS if GoDaddy deems it is the recipient of activities caused by 
your site that threaten the stability of its network. 

You agree that GoDaddy, in its sole discretion and without liability to you, may refuse to 
accept the registration of any domain name. GoDaddy also may in its sole discretion 
and without liability to you delete the registration of any domain name during the first 
thirty (30) days after registration has taken place. 

In the event GoDaddy refuses a registration or deletes an existing registration during 
the first thirty (30) days after registration, you will receive a refund of any fees paid to 
GoDaddy in connection with the registration either being cancelled or refused. In the 
event GoDaddy deletes the registration of a domain name being used in association 
with spam or morally objectionable activities, no refund will be issued. 

10. DEFAULT SETTINGS; PARKED PAGE 
Choosing Your Domain Name Settings. When you register a domain name with 
GoDaddy, you will be prompted to choose your domain name settings during the 
checkout process. If you plan on using another provider for your website or hosting 
needs, then you should enter the name servers of such provider when you choose your 
domain name settings. This will direct your domain name away from GoDaddy’s name 
servers. If you are an existing GoDaddy customer and have already set up a customer 
profile designating your domain name settings for new domain name registrations, you 
will not need to complete this step again during the checkout process. 

GoDaddy’s Default Settings. If you do not direct your domain name away from 
GoDaddy’s name servers as described above, GoDaddy will direct your domain name 
to a “Parked Page” (“Default Setting”). You acknowledge and agree that GoDaddy has 
the right to set the Default Setting. 

Parked Page Default Setting. GoDaddy's Parked Page service is an online domain 
monetization system designed to generate revenue (through the use of pay per click 
advertising) from domain names that are not actively being used as websites. If your 
domain name is directed to a Parked Page, you acknowledge and agree that GoDaddy 
may display both (a) in-house advertising (which includes links to GoDaddy products 
and services) and (b) third-party advertising (which includes links to third-party products 
and services) on your Parked Page through the use of pop-up or pop-under browser 
windows, banner advertisements, audio or video streams, or any other advertising 
means, and we may aggregate for our own use, related usage data by means of 
cookies and other similar means. In addition, you acknowledge and agree that all in-
house and third-party advertising will be selected by GoDaddy and its advertising 
partners, as appropriate, and you will not be permitted to customize the advertising, or 
entitled to any compensation in exchange therefor. Please note that the third-party 
advertising displayed on GoDaddy’s Parked Pages may contain content offensive to 
you, including but not limited to links to adult content. GoDaddy makes no effort to edit, 
control, monitor, or restrict the content and third-party advertising displayed on 



GoDaddy’s Parked Pages, and expressly disclaims any liability or responsibility to you 
or any third party in connection therewith. 

Changing GoDaddy’s Default Settings. You may change GoDaddy’s Default Settings at 
any time during the term of your domain name registration. 

20. Content Displaying On Your Parked Page. You can not modify the content displaying on 
your Parked Page. You may select one of the other options listed below. 

21. Participating In Domain Name Monetization. If you wish to participate in the domain 
monetization potential presented by GoDaddy’s Parked Page service, please review 
and consider purchasing our CashParking® service. 

22. No Content. If the options listed above are not acceptable to you, please contact 
customer support to learn what other options might be available to you. 

Return To Parked Page Default Setting Upon Domain Name Expiration. Upon domain 
name expiration, and regardless of how you use your domain name during the term of 
your domain name registration, your domain name will automatically return to the 
Parked Page Default Setting described above. As used in this paragraph, “expiration” is 
deemed to include any “renewal period” or “redemption period” immediately after the 
domain name expires, but before the domain name is returned to the registry. Once 
your domain name has returned to the Parked Page Default Setting described above, 
the only way to opt out of the Parked Page service is to renew, redeem, or re-register 
your domain name in accordance with Section 2(B), Domain Name Renewal Terms, of 
this Agreement. 

11. DOMAIN ADD-ONS 
Business Registration: Business registration allows You to display additional 
information about the business that is the basis of Your domain name, including, but not 
limited to, such information as Your fax number, street address, and hours of operation. 

Expiration Consolidation. You understand and acknowledge the expiration 
consolidation service may only be used to consolidate the expiration of .com and .net 
domain names. The service may not be used to consolidate domains that are on 
Registrar HOLD, Registry HOLD, or pending Transfer status. You acknowledge the 
service may only be used to push the expiration date of Your domains forward in time, 
at least one (1) month forward and no more than ten (10) years forward, and then, only 
for a period lasting less than twelve (12) months. Once the service has been used to 
consolidate domains, the new expiration date may not be reversed. To ensure the 
service is not abused or used as an alternative to renewals, you may only use the 
service on each domain once in any 12-month period. The service may only be used on 
domain names that have not passed their expiration date. In order to change the 
expiration date again, You will be required to renew the domain name first. You further 
understand and acknowledge the service may only be used to coordinate domains 
where we are the registrar of record. Domains not registered with us must be 
transferred before we can perform the Service. 



Discount Domain Club Basic. The Discount Domain Club membership includes the 
purchase of discounted products and services from us, including discounts on certain 
domain registrations. Eligible TLDs 
include .COM, .NET, .ORG, .INFO, .BIZ, .CO, .CA, .COM.AU, .CO.UK, .US, .IN. Any 
available discount applies only to registration fees and will not apply to any commission 
fees. You are required to keep Your membership current as long as You have free or 
discounted products or services that are purchased with us. If You fail to renew Your 
membership, without canceling Your discounted domain registration or other services, 
we will automatically renew Your products and services at the regular pricing in effect at 
the time of renewal, charging the Payment Method on file for You, and You will be 
unable to purchase any more discounted products or services, or use Your free 
accounts until the Membership Agreement fee has been paid. All membership fees are 
non-refundable. 

Discount Domain Club Premium. The Discount Domain Club membership includes, 
the purchase of discounted products and services from us, including discounts on 
selected domain registrations, one (1) free Auctions account, one (1) free CashParking 
account, and discounts on Domain Brokerage Service. Any available discount applies 
only to upfront Broker Service Fee and will not apply to any commission fees. You are 
required to keep Your membership current as long as You have free or discounted 
products or services that are purchased with us. If You fail to renew Your membership, 
without canceling Your discounted domain registration or other services, we will 
automatically renew Your products and services at the regular pricing in effect at the 
time of renewal, charging the Payment Method on file for You, and You will be unable to 
purchase any more discounted products or services, or use Your free accounts until the 
Membership Agreement fee has been paid. All membership fees are non-refundable. 

Backordering/Monitoring. You agree a domain name that has expired shall be subject 
first to a grace period of twelve (12) days, followed by the ICANN-mandated redemption 
grace period of thirty (30) days. During this period of time, the current domain name 
registrant may renew the domain name and retain registration rights. We do not 
guarantee your backorder will result in you obtaining the domain name and expressly 
reserves the right to (a) refuse additional backorders or (b) cancel existing backorders 
at any time for any reason. If your backorder is refused or cancelled, we agree to 
promptly refund any fees paid for such domain name backorder. The domain name may 
also be placed in a secondary market for resale through the Auctions® service. After 
your first year of Auctions membership, you agree that unless otherwise advised, we will 
automatically renew your Auctions membership using the payment method you have on 
file for so long as your backorder credit is active. You may learn more about Auctions by 
visiting the Auctions website. The domain name may also be subject to a drop pool 
process before it is available for purchasing. You understand we and our registrar 
affiliates use our services, including backordering. Therefore, the domain name may be 
registered with a different registrar, but can be managed through your account. By using 
the Services, you will be able to, among other things: 



23. Backorder any domain name under the top level 
domains .COM, .NET, .US, .BIZ, .INFO, .ORG, .MOBI. A backorder for a domain name 
will include the price of up to a one-year domain name registration. Should you 
successfully backorder any domain name, you will be subject to the terms and 
conditions of the Domain Name Registration and related agreements, which are 
incorporated herein by reference. 

24. Change your backorder until you obtain a domain name. You will have the opportunity 
to change the credit to a different domain name until you successfully capture one. After 
three (3) years, if the credit is not used, we reserves the right to remove the credit. 

25. Monitor your currently registered domain names for changes in registrar, status, 
expiration date or name servers at no additional cost. 

26. Subscribe to Domain Alert Pro or monitoring, which enables you to monitor any 
currently registered domain name, regardless of registrar, for historical tracking of status 
changes and designation of multiple email notification addresses. 

Domain Ownership Protection. Domain Ownership Protection generally allows You 
to: (i) prevent accidental loss of a domain name due to an expired credit card or invalid 
payment method for a period of ninety (90) days before the domain goes through its 
normal expiration process; and (ii) lock your domain name to your account. 

THE SERVICE WILL NOT, HOWEVER, PREVENT TRANSFERS RESULTING FROM 
YOUR ACTION OF LISTING YOUR DOMAIN FOR SALE ON ANY OF GODADDY'S 
PLATFORMS, INCLUDING PREMIUM LISTINGS, REGARDLESS OF WHEN YOU 
PURCHASED THE SERVICE. 

Once you have elected to purchase the Service for any and all domain names, the 
automatic renewal function will be activated for each domain name and those names 
will not be transferable until You elect to remove the service or sell the domain as 
mentioned above. Accordingly, You acknowledge and agree You have carefully 
considered the implications accompanying the purchase of the Service and understand 
the restrictions the Service will place upon Your ability to transfer any domains for which 
You have purchased the Service. Furthermore, you acknowledge and agree that the 
Service includes additional steps to verify your registration rights prior to deactivation. 
While You can elect to deactivate the Service at any time, you also acknowledge and 
agree that the Service is subject to our Refund Policy, and that you may not be entitled 
to a refund. 

Premium Domain Listing and Buying Services. 

27. Description of Service. The Premium Domain Buying Service (“Service”) is provided to 
facilitate the buying of currently registered domain names only, and not the purchase or 
sale of associated website content.. GoDaddy provides a venue and a transaction 
facilitation process and will take a stated commission for each completed transaction. 
GoDaddy is not an escrow agent. As a result, GoDaddy does not guarantee the quality, 
safety or legality of many of the domain names. Domain names listed may be withdrawn 
at any time by the seller or by us. You acknowledge and agree that your transaction will 



be handled by GoDaddy's “Transaction Assurance” process. By using GoDaddy's 
“Transaction Assurance” process, you authorize GoDaddy to perform tasks on your 
behalf in order to complete the transaction. In these transactions, GoDaddy acts as a 
transaction facilitator to help you buy and sell domain names. GoDaddy will not use 
your funds for its operating expenses or any other corporate purposes, and will not 
voluntarily make funds available to its creditors in the event of bankruptcy or for any 
other purpose. You acknowledge GoDaddy is not a bank and the service is a payment 
processing service rather than a banking service. You further acknowledge GoDaddy is 
not acting as a trustee, fiduciary or escrow with respect to your funds. In all 
transactions, where the domain name is registered to us, domain names purchased 
through the Service may not be transferred away from us to another registrar for a 
period of sixty (60) days following the change of registrant date. 

28. Your Obligations. 
 
Purchasing Domain Names. As a Buyer, You are obligated to complete the 
transaction if You purchase the domain name. You acknowledge that some listed 
domain names may be subject to an additional registration fee. For those domain 
names, the registration fee will be added to the price to form the purchase price. You 
agree that by completing the transaction, You are responsible for payment of the 
registration fee. We will obtain the funds first by the Payment Method You have 
designated. If there are insufficient funds or invalid credit card information, we may 
obtain the remaining funds by charging any Payment Method You have on file. 
 
GoDaddy will remit payment of the full agreed upon purchase price minus any 
commissions to the Seller after a prescribed period of time after receiving funds from 
the Buyer, except in the event of a dispute or where the payment is suspected to be 
fraudulent, as determined by GoDaddy in its sole and absolute discretion. At no time will 
You be able to withdraw those funds or send the funds to another recipient unless the 
initial transaction is canceled. Transfer of Registration Rights. We are not the registrant 
of all of the domain names listed on the Site and cannot guarantee immediate transfer. 
For domain names in which we are the registrant, transfer of registration will begin upon 
completion of the check out procedure. Further, the transfer by us of any domain name 
to a buyer is done without warranty and we expressly waive any and all warranties or 
representations that a domain name does not infringe upon the intellectual property 
rights of a third party. Any Domain Ownership Protection service that is present on the 
domain will not prevent you from listing the domain name and having the registration 
rights transferred away from You. GoDaddy is not responsible and disclaims all liability 
in the event that the domain name transaction fails to complete due to breach by either 
the Buyer or the Seller of its respective obligations. Buyer acknowledges and agrees 
that Buyer does not obtain any rights in the registration of a domain name until the 
transaction is complete. 
 
Transfer of Registration Rights. We are not the registrant of all of the domain names 
listed on the Site and cannot guarantee immediate transfer. For domain names in which 
we are the registrant, transfer of registration will begin upon completion of the check out 
procedure. Further, the transfer by us of any domain name to a buyer is done without 



warranty and we expressly waive any and all warranties or representations that a 
domain name does not infringe upon the intellectual property rights of a third party. Any 
Domain Ownership Protection service that is present on the domain will not prevent you 
from listing the domain name and having the registration rights transferred away from 
You. 
 
GoDaddy is not responsible and disclaims all liability in the event that the domain name 
transaction fails to complete due to breach by either the Buyer or the Seller of its 
respective obligations. Buyer acknowledges and agrees that Buyer does not obtain any 
rights in the registration of a domain name until the transaction is complete. 
 
Selling Domain Names. As a Seller, You are obligated to complete the transaction if 
the Buyer commits to purchase the domain at an agreed upon purchase price. You 
authorize GoDaddy to perform tasks on your behalf as part of its “Transaction 
Assurance” process including making deposits. You must, at the time of listing of Your 
domain name, establish a payee account. 
 
After a fraud holding period, if no fraud has been detected, payments for completed 
domain name sales will be credited to your payee account and paid according to the 
payment method selected in your payee account. 
 
You hereby authorize GoDaddy to initiate and post (i) credit (positive) entries for 
payments to the deposit account and (ii) debit (negative) entries to the deposit account 
to reverse erroneous payments and/or make adjustments to incorrect payments. You 
acknowledge and agree that the amount initiated and posted to the deposit account will 
represent payment for domain names sold using the Services, less any applicable fees 
and/or chargebacks. You acknowledge and agree that there may be a delay of several 
days between the time that GoDaddy initiates the payment of proceeds and the time 
that the proceeds are actually posted to the deposit account, and GoDaddy expressly 
disclaims any liability or responsibility regarding the same. 
 
The authority granted to GoDaddy by the deposit account owner herein will remain in 
full force and effect until GoDaddy has received written notification from the deposit 
account owner that such authority has been revoked, but in any event, such writing shall 
be provided in such a manner as to afford GoDaddy a reasonable opportunity to act on 
such revocation, or until GoDaddy has sent notice to terminate this Agreement. 
GoDaddy will not release the domain name to Buyer until receipt of confirmation that the 
funds have been verified. 
Transfer Validation The transfer validation service is provided to help You keep Your 
domain name secure. By choosing to use the service, You are making an explicit and 
voluntary request to us to deny all attempts to transfer Your domain name to another 
registrar, or to move Your domain name to another account, unless You verify each 
request as described herein. You will provide us with a contact name, phone number 
and PIN for domain transfer validations. You will be contacted by us when a domain 
transfer is requested for a domain name in Your account. 



When we receive a transfer request, we will call You to verify the transfer request. If we 
cannot reach You with seventy-two (72) hours of receipt of the transfer request, the 
transfer will be denied. If You do not provide the proper PIN, the transfer will be denied. 
When we receive a change of account request, we will call You to verify the change 
request. If we cannot reach You with seventy-two (72) hours of receipt of the change 
request, the change will be denied. If You do not provide the proper PIN, the change will 
be denied. Availability of Services are subject to the terms and conditions of this 
Agreement and each of our policies and procedures. We shall use commercially 
reasonable efforts to attempt to provide certain portions of the Services on a twenty-four 
(24) hours a day, seven (7) days a week basis throughout the term of this Agreement 
and other portions of the service, during normal business hours. 

You acknowledge and agree that from time to time the Services may be inaccessible or 
inoperable for any reason, including, without limitation: (i) equipment malfunctions; (ii) 
periodic maintenance procedures or repairs that we may undertake from time to time; or 
(iii) causes beyond the reasonable control of us or that are not reasonably foreseeable 
by us, including, without limitation, interruption or failure of telecommunication or digital 
transmission links, hostile network attacks, network congestion or other failures. You 
acknowledge and agree that we has no control over the availability of the service on a 
continuous or uninterrupted basis. 

Total/Premium DNS. Total DNS is a complete Domain Name System (“DNS”) tool that 
allows you to manage your DNS and keep your website and web-based applications 
available and performing reliably. The service is provided “as is”, “as available”, and 
“with all faults”, and we assume no liability or responsibility regarding the same. 

In addition, you specifically acknowledge and agree that we shall have no liability or 
responsibility for any: 

29. Service interruptions caused by periodic maintenance, repairs or replacements of the 
Global Nameserver Infrastructure (defined below) that we may undertake from time to 
time; 

30. Service interruptions caused by you from custom scripting, coding, programming or 
configurations; 

31. Service interruptions caused by you from the installation of third-party applications; 
32. Service interruptions that do not prevent visitors from accessing your website, but 

merely affect your ability to make changes to your website, including but not limited to, 
changes via mechanisms such as file transfer protocol (“FTP”) and email; or 

33. Service interruptions beyond the reasonable control of us or that are not reasonably 
foreseeable by us, including, but not limited to, power outages, interruption or failure of 
telecommunication or digital transmission links, hostile network attacks, network 
congestion or other failures. 

Subject to the provisions of Force Majeure below, we offer a service uptime guarantee 
(“Service Uptime Guarantee”) for paid services of 99.999% availability (defined below). 
You shall receive service credits for any Outage (defined below) of the service covered 



by the Service Uptime Guarantee. The service credits shall be applied as extensions to 
the terms of the affected Service. The Service Uptime Guarantee shall become effective 
fourteen (14) days after your purchase of the Service covered by the Service Uptime 
Guarantee to allow both parties time to properly configure and test the Service. 

Definitions. For the purposes of the Service Uptime Guarantee, the following definitions 
shall apply: 

34. “Global Nameserver Infrastructure”: The group of systems (servers, hardware, and 
associated software) that are responsible for delivering the Services. The Global 
Nameserver Infrastructure does not include web-based user interfaces, zone transfer 
mechanisms, update systems, or other customer-accessible data access or 
manipulation methods. 

35. “99.999% availability”: A guarantee that the Global Nameserver Infrastructure shall be 
available to respond to DNS queries 99.999% of the time. 

36. “Outage”: A period in which the Global Nameserver Infrastructure did not maintain 
99.999% availability. 

Exclusions. For the purposes of the Service Uptime Guarantee, downtime due to the 
following events shall not be considered an Outage: 

37. Service interruptions caused by “Regularly Scheduled Maintenance”, which shall be 
defined as any maintenance performed on the Global Nameserver Infrastructure of 
which customer is notified twenty-four (24) hours in advance. Email notice of Regularly 
Scheduled Maintenance shall be provided to customer’s designated email address; 

38. Service interruptions caused by you from custom scripting, coding, programming or 
configurations; 

39. Service interruptions caused by you from the installation of third-party applications; 
40. Service interruptions that do not prevent visitors from accessing your website, but 

merely affect your ability to make changes to your website, including but not limited to, 
changes via mechanisms such as file transfer protocol (“FTP”) and email; or 

41. Service interruptions beyond the reasonable control of us or that are not reasonably 
foreseeable by us, including, but not limited to, power outages, interruption or failure of 
telecommunication or digital transmission links, hostile network attacks, network 
congestion or other failures. 

We, in our sole and absolute discretion, shall determine whether an event shall be 
considered an Outage. 

Remedies. For the purposes of the Service Uptime Guarantee, when the customer 
becomes aware of an Outage, the customer shall open a ticket with our technical 
support services within five (5) calendar days of the Outage. If we determine that an 
Outage did occur, then the customer shall receive a service credit in the amount of two 
(2) months for any affected Services. The service credit shall be applied as an 
extension to the term of the affected Services. A customer’s Account shall not be 
credited more than once per month under the Service Uptime Guarantee. 



To qualify for a service credit, you must have a current and valid subscription to the 
Services affected, and must have an Account in good standing with us. Service credits 
will not apply to any charges or Services other than the Services for which the Service 
Uptime Guarantee was not met. Customers with subscriptions for more than one 
Service will not receive credits for unaffected Services. The remedies set forth herein 
shall be the sole and exclusive remedies if we do not meet the Service Uptime 
Guarantee. 

In the event either party is unable to carry out its material obligations under this 
Agreement by reason of Force Majeure those obligations will be suspended during the 
continuance of the Force Majeure, provided the cause of the Force Majeure is remedied 
as quickly as practicable. The term “Force Majeure” means any event caused by 
occurrences beyond a party’s reasonable control, including, but not limited to, acts of 
God, fire or flood, war, terrorism, governmental regulations, policies or actions enacted 
or taken subsequent to execution of this Agreement, or any labor, telecommunications 
or other utility shortage, outage or curtailment. 

If your Services include Domain Name System Security Extensions (“DNSSEC”), you will be able to secure 
your domain names with DNSSEC. DNSSEC is designed to protect you from forged DNS data so “hackers” 
cannot direct visitors to your website to a forged site. 

DNSSEC works by using public key cryptography. You acknowledge and agree that if the keys do not match, a 
visitor’s lookup of your website may fail (and result in a “website not found” error) and we assume no liability or 
responsibility regarding the same. In addition, DNSSEC responses are authenticated, but not encrypted. You 
acknowledge and agree that DNSSEC does not provide confidentiality of data, and we assume no liability or 
responsibility regarding the same. 

We prohibit the running of a public recursive DNS service on any server. All recursive DNS servers must be 
secured to allow only internal network access or a limited set of IP addresses. We actively scan for the 
presence of public recursive DNS services and reserves the right to remove any servers from the network that 
violate this restriction. 

Full Domain Protection. The Full Domain Protection service generally allows You to: 

o replace your personal details in the WHOIS Directory with the details of Domains By 
Proxy; 

o set up a private email address for each domain name that you can forward, filter or 
block; and 

o lock your domain name in your account. 

The Full Domain Protection service features are intended to: prevent domain-related 
spam; protect your identity from third-parties; and add a higher level of security through 
2-Step Verification to disallow most accidental or malicious domain name transfers. As 
set forth in Section 2(xi) of this Agreement, You acknowledge and agree that you may 
not be permitted to purchase private or proxy TLD registrations in certain markets, 
countries and territories or for certain TLDs. Your purchase and use of Full Domain 
Protection is also subject to and governed by the terms of the Domain Name Proxy 
Agreement. 



Ultimate Domain Protection (also called Full Domain Privacy and Protection). The 
Ultimate Domain Protection service generally allows You to: 

o replace your personal details in the WHOIS Directory with the details of Domains By 
Proxy; 

o set up a private email address for each domain name that you can forward, filter or 
block; 

o prevent accidental loss of a domain name due to an expired credit card or invalid 
payment method when domain is set on auto-renew; and 

o lock your domain name in your account. 

The Ultimate Domain Protection service features are intended to: prevent domain-
related spam; protect your identity from third-parties; and add a higher level of security 
through 2-Step Verification to disallow most accidental or malicious domain name 
transfers.. As set forth in Section 2(xi) of this Agreement, You acknowledge and agree 
that you may not be permitted to purchase private or proxy TLD registrations in certain 
markets, countries and territories or for certain TLDs. Your purchase and use of 
Ultimate Domain Protection is also subject to and governed by the terms of the Domain 
Name Proxy Agreement. 

Ultimate Domain Protection & Security. The privacy and business protection service 
includes all the features of Full Domain Privacy and Protection, plus the service 
generally allows You to: (i) prevent accidental loss of a domain name due to an expired 
credit card or invalid payment method when domain is set on auto-renew; (ii) lock your 
domain name in your account; and (iii) activate Website Security Basic. The privacy and 
business protection service features are intended to: prevent domain-related spam; 
protect your identity from third-parties; plus add a higher level of security through 2-Step 
Verification to disallow most accidental or malicious domain name transfers;; and 
provide domain name protection through Website Security Basic. As set forth in Section 
2(xi) of this Agreement, You acknowledge and agree that you may not be permitted to 
purchase private or proxy TLD registrations in certain markets, countries and territories 
or for certain TLDs. Your purchase and use of Ultimate Domain Protection & Security is 
also governed by terms of the Domain Name Proxy Agreement and Website Security 
Terms of Use 

Trademark Keeper (Beta) Trademark Keeper is a free beta feature of your domain that 
(i) automatically captures a record of Your homepage including any trademarks on that 
homepage quarterly (“Screen Capture(s)”), and (ii) timestamps and records proof of the 
Screen Capture(s) using blockchain technology to ensure that the record is secure. 
Trademark Keeper also allows You to identify up to three (3) individual trademarks to 
help You catalog Your brand assets in Your dashboard. Trademark Keeper stores the 
Screen Capture(s) on servers provisioned by GoDaddy but does not analyze, modify or 
edit the Screen Capture(s). Trademark Keeper stores a digital signature of the Screen 
Captures on a blockchain proving the Screen Captures’ existence at a certain time, but 
does not store the Screen Capture itself on the blockchain. You may request a report 
that shows a historical record of Screen Captures that have been captured by 



Trademark Keeper. At any time, You may opt out of Trademark Keeper and delete the 
historical record of Screen Captures. Your Screen Captures will be deleted 24 hours 
after You disable the “Keep My Data” function. If you re-enable this function within 24 
hours, your Screen Captures may be restored. GoDaddy may discontinue the Beta 
feature at any time and for any reason. 

YOU ACKNOWLEDGE THAT YOUR USE OF TRADEMARK KEEPER DOES NOT 
RESULT IN AN “OFFICIAL” TRADEMARK REGISTRATION WITH A 
GOVERNMENTAL TRADEMARK OFFICE. YOU ACKNOWLEDGE THAT 
TRADEMARK KEEPER IS NOT A LEGAL SERVICE AND YOU SHOULD CONSULT A 
TRADEMARK ATTORNEY FOR ADVICE ON HOW TO BEST PROTECT YOUR 
TRADEMARK RIGHTS. GODADDY MAKES NO REPRESENTATIONS OR 
WARRANTIES WITH REGARDS TO ANY MATTER INCLUDING THE ADMISSIBILITY 
OF THE SCREEN CAPTURES OR RECORDS CAPTURED THROUGH TRADEMARK 
KEEPER. 

12. PRE-REGISTRATIONS 
If you submit an application for pre-registration of a domain name, GoDaddy does not 
guarantee that the name will be secured for you, or that you will have immediate access 
to the domain name if secured. GoDaddy may use third-party service providers for the 
pre-registration services. 

13. PROVISIONS SPECIFIC TO .BIZ REGISTRATIONS 
Domain Name Dispute Policy. If you reserved or registered a .BIZ domain name 
through us, in addition to our Dispute Resolution Policy, you hereby acknowledge that 
you have read and understood and agree to be bound by the terms and conditions of 
the Restrictions Dispute Resolution Policy applicable to the .biz TLD. 

The RDRP sets forth the terms under which any allegation that a domain name is not 
used primarily for business or commercial purposes shall be enforced on a case-by-
case basis by an independent ICANN-accredited dispute provider. Registry Operator 
will not review, monitor, or otherwise verify that any particular domain name is being 
used primarily for business or commercial purposes or that a domain name is being 
used in compliance with the SUDRP or UDRP processes. 

One Year Registration. If you are registering a .BIZ domain name and you elect to take 
advantage of special pricing applicable to one-year registrations, we will automatically 
renew your domain name for an additional one-year period at the end of the first year 
term by taking payment from the Payment Method you have on file, unless you notify us 
that you do not wish to renew. You will be notified and given the opportunity to accept or 
decline the one-year renewal prior to your domain name expiration date. In the event 
you decide not to renew your one-year .BIZ domain name for a second year, your 
domain name registration will automatically revert back to us and we will gain full rights 
of registration to such domain name. You agree that if you delete or transfer your .BIZ 
domain name during the first year, you will automatically be charged the second year 
renewal fees. 



14. PROVISIONS SPECIFIC TO .INFO REGISTRATIONS 
One Year Registration. If you are registering a .INFO domain name and you elect to 
take advantage of special pricing applicable to one-year registrations, we will 
automatically renew your domain name for an additional one-year period at the end of 
the first year term by taking payment from the Payment Method you have on file, unless 
you notify us that you do not wish to renew. You will be notified and given the 
opportunity to accept or decline the one-year renewal prior to your domain name 
expiration date. In the event you decide not to renew your one-year .INFO domain name 
for a second year, your domain name registration will automatically revert back to us 
and we will gain full rights of registration to such domain name. You agree that if you 
delete or transfer your .INFO domain name during the first year, you will automatically 
be charged the second year renewal fees. 

15. PROVISIONS SPECIFIC TO .NAME REGISTRATIONS 
Defensive Registration. A Defensive Registration is a registration designed for the 
protection of trademarks and service marks and may be granted to prevent a third party 
from registering a variation of a trademark or the exact trademark. If the name you wish 
to register is subject to a Defensive Registration, you have three (3) options: (i) you may 
register a variation of the name, (ii) you may challenge the Defensive Registration under 
the Eligibility Requirements Dispute Resolution Policy, or (iii) you may request Consent 
from the Defensive Registrant. You can request Consent by contacting the Defensive 
Registrant listed in the GNR Whois Directory and requesting consent to register 
the .NAME domain name. If the Defensive Registrant grants consent, they must confirm 
in writing that they grant consent. If the Defensive Registrant does not grant consent, 
you may wish to challenge the Defensive Registration under the ERDRP. 

Acceptable Use Policy. You agree to be bound by the .NAME Acceptable Use Policy, 
which is hereby incorporated by reference. Among other limitations, this policy prohibits 
you from using your .NAME Email to engage in Spamming activities. You will be limited 
to a maximum of five hundred (500) messages sent from your .NAME at a time. 

16. PROVISIONS SPECIFIC TO .REISE REGISTRATIONS 
Domain Names registered in .REISE should be used for purposes dedicated to travel 
topics within six months following initial Registration, e.g. utilized on the Internet or 
otherwise used to perform a function. 

17. PROVISIONS SPECIFIC TO .SEXY REGISTRATIONS 
You shall not permit content unsuitable for viewing by a minor to be viewed from the 
main or top-level directory of a .SEXY domain name. For purposes of clarity, content 
viewed at the main or top-level directory of a .SEXY domain name is the content 
immediately visible if a user navigates to http://example.sexy or 
http://www.example.sexy. No restrictions apply to the content at any other page or 
subdirectory addressed by a .SEXY Registered Name. 

18. COUNTRY CODE TOP LEVEL DOMAINS 



You represent and warrant that you meet the eligibility requirements of each ccTLD you 
apply for. You further agree to be bound by any registry rules, policies, and agreements 
for that particular ccTLD. These may include, but are not limited to, agreeing to 
indemnify the ccTLD provider, limiting the liability of the ccTLD provider, and 
requirements that any disputes be resolved under that particular country's laws. 

(A) PROVISIONS SPECIFIC TO .AU REGISTRATIONS 
.au Registrations (to include com.au, net.au and org.au) are governed by the following 
additional terms and conditions: 

auDA. auDA means .au Domain Administration Limited ACN 079 009 340, the .au 
domain names administrator. The Registrar acts as agent for auDA for the sole 
purpose, but only to the extent necessary, to enable auDA to receive the benefit of 
rights and covenants conferred to it under this Agreement. auDA is an intended third 
party beneficiary of this agreement. 
 
auDA Published Policy. auDA Published Policies means those specifications and 
policies established and published by auDA from time to time 
at https://www.auda.org.au. You must comply with all auDA Published Policies, as if 
they were incorporated into, and form part of, this Agreement. In the event of any 
inconsistency between any auDA Published Policy and this Agreement, then the auDA 
Published Policy will prevail to the extent of such inconsistency. You acknowledge that 
under the auDA Published Policies: (1) there are mandatory terms and conditions that 
apply to all domain names; (2) licences, and such terms and conditions are incorporated 
into, and form part of, this Agreement; (3) You are bound by, and must submit to, 
the .au Dispute Resolution Policy; and (4) auDA may delete or cancel the registration of 
a .au domain name. 
 
auDA's Liabilities and Indemnity. To the fullest extent permitted by law, auDA will not be 
liable to Registrant for any direct, indirect, consequential, special, punitive or exemplary 
losses or damages of any kind (including, without limitation, loss of use, loss or profit, 
loss or corruption of data, business interruption or indirect costs) suffered by Registrant 
arising from, as a result of, or otherwise in connection with, any act or omission 
whatsoever of auDA, its employees, agents or contractors. Registrant agrees to 
indemnify, keep indemnified and hold auDA, its employees, agents and contractors 
harmless from all and any claims or liabilities, arising from, as a result of, or otherwise in 
connection with, Registrant's registration or use of its .au domain name. Nothing in this 
document is intended to exclude the operation of Trade Practices Act 1974. 

(B) PROVISIONS SPECIFIC TO .CA REGISTRATIONS 
You acknowledge and agree that registration of your selected domain name in your first 
application to CIRA shall not be effective until you have entered into and agreed to be 
bound by CIRA's Registrant Agreement. 
 
CIRA Certified Registrar. The registrar shall immediately give notice to you in the event 
that it is no longer a CIRA Certified Registrar, has had its certification as a CIRA 



Certified Registrar suspended or terminated, or the Registrar Agreement between CIRA 
and the Registrar is terminated or expires. CIRA may post notice of such suspension, 
termination, or expiry on its website and may, if CIRA deems appropriate, give notice to 
the registrants thereof. In the event that the registrar is no longer a CIRA Certified 
Registrar, has had its certification as a CIRA Certified Registrar suspended or 
terminated or in the event the Registrar Agreement between CIRA and the Registrar is 
terminated or expires, you shall be responsible for changing your Registrar of Record to 
a new CIRA Certified Registrar within thirty (30) days of the earlier of notice thereof 
being given to you by (i) the Registrar or (ii) CIRA in accordance with CIRA's then 
current Registry PRP; provided, however, that if any of your domain name registrations 
are scheduled to expire within thirty (30) days of the giving of such notice, then you shall 
have thirty (30) days from the anniversary date of the registration(s), to register with a 
new CIRA certified registrar and to renew such domain name registration(s) in 
accordance with the Registry PRP. 
 
You acknowledge and agree that should there be insufficient funds prepaid by the 
registrar in the CIRA Deposit Account to be applied in payment of any fees, CIRA may 
in its sole discretion stop accepting applications for domain name registrations from the 
registrar, stop effecting registrations of domain names and transfers, renewals, 
modifications, and cancellations requested by the registrar and stop performing other 
billable transactions requested by the registrar not paid in full and CIRA may terminate 
the Registrar Agreement between CIRA and the Registrar. 
 
.CA ASCII and IDN domain variants are bundled and reserved for a single registrant. 
Registrants are not required to register all variants in a bundle, but all registered 
variants must be registered and managed at a single registrar. Each variant registered 
will incur a registration fee. In addition, when registering multiple .CA domain (ASCII 
and IDN) variants in a bundle, your registrant information must be identical. If variants 
are registered at other registrars or if registrant information does not match, it may result 
in an "unavailable" search result, delayed or failed registration. If information does not 
match, validation is required and may take up to seven business days and delay 
availability of domain. 

(C) PROVISIONS SPECIFIC TO .CN REGISTRATIONS 
.CN is a restricted TLD – applications are subject to both a domain name 
check and real name verification as required by the People’s Republic of China. 
Registrations in .CN are therefore subject to the following additional terms: 

Verification, Registration and Activation. If a domain name is not permitted to be 
registered by the Chinese government, as determined by us, the Registry Operator 
and/or a 3rd party provider utilized for such services and determinations, in either 
party’s discretion, the application for registration will not be successful. In such event, 
the name will be deleted and you will be eligible for a refund as further described below. 

If permitted, then the Registration may proceed, but a .CN domain name may not be 
activated (i.e., it will not resolve in the Internet) unless and until you have submitted (via 



the process described during registration) valid documents required of us and the 
Registry to perform real name verification. The following are acceptable forms of 
documents for the purpose of verification: 

o China: Resident ID, temporary resident ID, business license or organization code 
certificate 

o Hong Kong/Macau: Resident ID, driver’s license, passport or business license 
o Singapore: Driver’s license, passport or business license 
o Taiwan: Resident ID, driver’s license or business license 
o Other Countries/Regions: Driver’s license or passport 

Documents submitted to us are used by us and shared with the Registry solely for the 
purpose of real name verification, and are otherwise subject to our Privacy Policy. By 
registering a .CN domain, you expressly agree that your data may be stored on servers 
in the U.S., or otherwise outside of the People's Republic of China. 

Refunds. Refunds for .CN Registrations will only be allowed where (i) registration of the 
applied for domain name is not permitted by the Chinese government; or (ii) you notify 
us of your intent to cancel for any reason within the first five (5) days after the 
Registration (i.e., after it is deemed permissible by the Chinese government). For the 
avoidance of doubt, refunds will not be permitted under any circumstances after five (5) 
days from the date of Registration, including, for example, in the event real name 
verification is not successful or if the Chinese government determines after Registration 
that the domain name should not have been registered (and directs us to delete). 

(D) PROVISIONS SPECIFIC TO .JP REGISTRATIONS 
Registration Restrictions. You represent and warrant that you have a local presence in 
Japan with a home or office address. You agree that certain domain names are 
reserved and can only be registered by certain parties. These include: (i) TLDs, other 
than ccTLDs, as determined by ICANN; (ii) geographical-type .JP domain names that 
are defined as metropolitan, prefectural, and municipal labels; (iii) names of primary and 
secondary educational organizations; (iv) names of organizations related to Internet 
management; (v) names required for .JP domain name operations; and (vi) character 
strings which may be confused with ASCII-converted Japanese domain names. The 
complete list of .JP Reserved Domains is available here. 

 



GoDaddy - UNIVERSAL TERMS OF SERVICE AGREEMENT 

Last Revised: 10/18/2021 
 
PLEASE READ THIS UNIVERSAL TERMS OF SERVICE AGREEMENT 
CAREFULLY, AS IT CONTAINS IMPORTANT INFORMATION REGARDING YOUR 
LEGAL RIGHTS AND REMEDIES. 

 
1. OVERVIEW  

This Universal Terms of Service Agreement (this “Agreement”) is entered into by and between 
GoDaddy.com, LLC, GoDaddy Payments, LLC (for any payment services) and Poynt, LLC (for 
any hardware services) ("GoDaddy") and you, and is made effective as of the date of your use of 
this website ("Site") or the date of electronic acceptance. This Agreement sets forth the general 
terms and conditions of your use of the Site and the products and services purchased or accessed 
through this Site (individually and collectively, the “Services”). Services Agreements and 
additional policies apply to certain Services and are in addition to (not in lieu of) this Agreement. 
In the event of a conflict between the provisions of a Services Agreement and the provisions of 
this Agreement, the provisions of the applicable Services Agreement shall control. 

The terms “we”, “us” or “our” shall refer to GoDaddy. The terms “you”, “your”, “User” or 
“customer” shall refer to any individual or entity who accepts this Agreement, has access to your 
account or uses the Services. Nothing in this Agreement shall be deemed to confer any third-
party rights or benefits. 

 
2. MODIFICATION OF AGREEMENT, SITE OR SERVICES  

GoDaddy may, in its sole and absolute discretion, change or modify this Agreement, and any 
policies or agreements which are incorporated herein, at any time, and such changes or 
modifications shall be effective immediately upon posting to this Site. Your use of this Site or 
the Services after such changes or modifications have been made shall constitute your 
acceptance of this Agreement as last revised. If you do not agree to be bound by this Agreement 
as last revised, do not use (or continue to use) this Site or the Services. In addition, GoDaddy 
may occasionally notify you of changes or modifications to this Agreement by email. It is 
therefore very important that you keep your shopper account (“Account”) information current. 
GoDaddy assumes no liability or responsibility for your failure to receive an email notification if 
such failure results from an inaccurate email address. In addition, GoDaddy may terminate Your 
use of Services for any violation or breach of any of the terms of this Agreement by You. 
GODADDY RESERVES THE RIGHT TO MODIFY, CHANGE, OR DISCONTINUE ANY 
ASPECT OF THIS SITE OR THE SERVICES, INCLUDING WITHOUT LIMITATION 
PRICES AND FEES FOR THE SAME, AT ANY TIME. 

 
3. ELIGIBILITY; AUTHORITY  



This Site and the Services are available only to individuals or entities (“Users”) who can form 
legally binding contracts under applicable law. By using this Site or the Services, you represent 
and warrant that you are (i) at least eighteen (18) years of age, (ii) otherwise recognized as being 
able to form legally binding contracts under applicable law, or (iii) are not a person barred from 
purchasing or receiving the Services found under the laws of the United States or other 
applicable jurisdiction. 

If you are entering into this Agreement on behalf of a corporate entity, you represent and warrant 
that you have the legal authority to bind such corporate entity to the terms and conditions 
contained in this Agreement, in which case the terms "you", "your", "User" or "customer" shall 
refer to such corporate entity. If, after your electronic acceptance of this Agreement, GoDaddy 
finds that you do not have the legal authority to bind such corporate entity, you will be 
personally responsible for the obligations contained in this Agreement, including, but not limited 
to, the payment obligations. GoDaddy shall not be liable for any loss or damage resulting from 
GoDaddy’s reliance on any instruction, notice, document or communication reasonably believed 
by GoDaddy to be genuine and originating from an authorized representative of your corporate 
entity. If there is reasonable doubt about the authenticity of any such instruction, notice, 
document or communication, GoDaddy reserves the right (but undertakes no duty) to require 
additional authentication from you. You further agree to be bound by the terms of this 
Agreement for transactions entered into by you, anyone acting as your agent and anyone who 
uses your account or the Services, whether or not authorized by you.  

 
4. YOUR ACCOUNT  

 
In order to access some of the features of this Site or use some of the Services, you will have to 
create an Account. You represent and warrant to GoDaddy that all information you submit when 
you create your Account is accurate, current and complete, and that you will keep your Account 
information accurate, current and complete. If GoDaddy has reason to believe that your Account 
information is untrue, inaccurate, out-of-date or incomplete, GoDaddy reserves the right, in its 
sole and absolute discretion, to suspend or terminate your Account. You are solely responsible 
for the activity that occurs on your Account, whether authorized by you or not, and you must 
keep your Account information secure, including without limitation your customer number/login, 
password, Payment Method(s) (as defined below), and shopper PIN. For security purposes, 
GoDaddy recommends that you change your password and shopper PIN at least once every six 
(6) months for each Account. You must notify GoDaddy immediately of any breach of security 
or unauthorized use of your Account. GoDaddy will not be liable for any loss you incur due to 
any unauthorized use of your Account. You, however, may be liable for any loss GoDaddy or 
others incur caused by your Account, whether caused by you, or by an authorized person, or by 
an unauthorized person. 

 
5. GENERAL RULES OF CONDUCT  

You acknowledge and agree that:  



i. Your use of this Site and the Services, including any content you submit, will comply 
with this Agreement, any applicable Services Agreement or policy that may apply to your 
Services and all applicable local, state, national and international laws, rules and 
regulations. 

ii. You will not collect or harvest (or permit anyone else to collect or harvest) any User 
Content (as defined below) or any non-public or personally identifiable information about 
another User or any other person or entity without their express prior written consent. 

iii. You will not use this Site or the Services in a manner (as determined by GoDaddy in its 
sole and absolute discretion) that: 
o Is illegal, or promotes or encourages illegal activity; 
o Promotes, encourages or engages in the exploitation of children, or any activity 

related to the proliferation of child sexual abuse material (CSAM); 
o Promotes, encourages or engages in terrorism, violence against people, animals, 

or property; 
o Promotes, encourages or engages in any spam or other unsolicited bulk email, or 

computer or network hacking or cracking; 
o Violates the Ryan Haight Online Pharmacy Consumer Protection Act of 2008 or 

similar legislation, or promotes, encourages or engages in the sale or distribution 
of prescription medication without a valid prescription; 

o Violates the Fight Online Sex Trafficking Act of 2017 or similar legislation, or 
promotes or facilitates prostitution and/or sex trafficking; 

o Infringes on the intellectual property rights of another User or any other person or 
entity; 

o Violates the privacy or publicity rights of another User or any other person or 
entity, or breaches any duty of confidentiality that you owe to another User or any 
other person or entity; 

o Interferes with the operation of this Site or the Services found at this Site; 
o Contains or installs any viruses, worms, bugs, Trojan horses or other code, files or 

programs designed to, or capable of, disrupting, damaging or limiting the 
functionality of any software or hardware; or 

o Contains false or deceptive language, or unsubstantiated or comparative claims, 
regarding GoDaddy or GoDaddy’s Services. 

o You will not perform any false, abusive or fraudulent activity. You will not 
perform any action that imposes, or may impose, in our discretion, an 
unreasonable or disproportionately large load on our infrastructure; 

iv. You will not copy or distribute in any medium any part of this Site or the Services , 
except where expressly authorized by GoDaddy. 

v. You will not modify or alter any part of this Site or the Services found at this Site or any 
of its related technologies.  

vi. You will not access GoDaddy Content (as defined below) or User Content through any 
technology or means other than through this Site itself, or as GoDaddy may designate. 

vii. You agree to back-up all of your User Content so that you can access and use it when 
needed. GoDaddy does not warrant that it backs-up any Account or User Content, and 
you agree to accept as a risk the loss of any and all of your User Content. 



viii. You will not re-sell or provide the Services for a commercial purpose, including any of 
GoDaddy's related technologies, without GoDaddy's express prior written consent. 

ix. You will not circumvent, disable or otherwise interfere with the security-related features 
of this Site or the Services found at this Site (including without limitation those features 
that prevent or restrict use or copying of any GoDaddy Content or User Content) or 
enforce limitations on the use of this Site or the Services found at this Site, the GoDaddy 
Content or the User Content therein. 

x. You agree to provide government-issued photo identification and/or government-issued 
business identification as required for verification of identity when requested. 

xi. You are aware that GoDaddy may from time-to-time call you about your account, and 
that, for the purposes of any and all such call(s), you may be subject to call recording and 
hereby consent to the same, subject to any applicable laws and our restrictions and 
obligations thereunder, including, where permissible, to record the entirety of such calls 
regardless of whether GoDaddy asks you on any particular call for consent to record such 
call. You further acknowledge and agree that, to the extent permitted by applicable law, 
any such recording(s) may be submitted as evidence in any legal proceeding in which 
GoDaddy is a party. Further, by providing your telephone or mobile number, you consent 
to receive marketing telephone calls from or on behalf of GoDaddy that may be initiated 
by an automatic telephone dialing system and/or use an artificial or prerecorded voice. 
You understand that providing consent is not a condition of purchasing any good or 
service from GoDaddy. Similarly, by providing your mobile number, you consent to 
receive marketing text messages from or on behalf of GoDaddy that may be sent by an 
automatic telephone dialing system. You understand that providing consent is not a 
condition of purchasing any good or service from GoDaddy. Message and data rates may 
apply. 

xii. Without limiting any of the rights set forth elsewhere in this Agreement, GoDaddy 
expressly reserves the right to deny, cancel, terminate, suspend, or limit future access to 
this Site or any Services (including but not limited to the right to cancel or transfer any 
domain name registration) to any User (i) whose Account or Services were previously 
terminated or suspended, whether due to breach of this or any other Agreement or any 
GoDaddy policy, or (ii) who otherwise engages or has engaged in inappropriate or 
unlawful activity while utilizing the Site or Services (as determined by GoDaddy in its 
sole and absolute discretion). 

xiii. If your purchase or account activity shows signs of fraud, abuse or suspicious activity, 
GoDaddy may cancel any service associated with your name, email address or account 
and close any associated GoDaddy accounts. If GoDaddy, in its sole discretion, 
determines that any conducted activity is fraudulent, GoDaddy reserves the right to take 
any necessary legal action and you may be liable for monetary losses to GoDaddy 
including litigation costs and damages. To contest cancellation of Services or freezing or 
closure of an account, please contact GoDaddy Care. 

 
6. PROTECTION OF YOUR DATA  



GoDaddy offers certain hosted Services available to you that may involve the processing of 
personal data about you, your customers and/or web users(“Your Data”) in the course of your 
use of these Services (“Covered Services”). Your Data, for the purpose of this Section, excludes 
any User Content. GoDaddy’s Controller to Processor Data Processing Addendum (“DPA”), 
which is hereby incorporated by reference and applicable to Covered Services, is meant to 
provide you contractual assurance that we have robust mechanisms to ensure the processing of 
Your Data, including transfers of Your Data from the European Economic Area to a third 
country, meets with compliance under applicable data privacy laws. 
 
For the purposes of the Controller to Processor DPA and the Standard Contractual Clauses 
attached to the DPA (when and as applicable), you (and your applicable affiliates) are considered 
the Data Controller/Data Exporter, and your acceptance of the Terms of Service governing 
Covered Services at the time of purchase of any Covered Services will also be treated as your 
acknowledgement and acceptance of the Controller to Processor DPA and its appendices 
(including the Standard Contractual Clauses and its appendices, as applicable). If you wish to 
print, sign and return a physical copy of the Controller to Processor DPA, please send an email 
request to privacy@GoDaddy.com. 

Covered Services, as defined in this Section and in the Controller to Processor DPA, include 
hosted services that are subject to the terms and conditions of the following Agreements: (1) 
Email Marketing Services, (2) Website Services, (3) Hosting, (4) Online Bookkeeping, (5) 
Online Store/Quick Shopping Cart, (6) Smartline, and (7) Workspace Service. Covered Services 
excludes Services provided by GoDaddy Payments, LLC (for any payment services) and Poynt, 
LLC (for any hardware services). 

 
7. USER CONTENT  

Some of the features of this Site or the Services, including those Services that are hosted with 
GoDaddy, may allow Users to view, post, publish, share, store, or manage (a) ideas, opinions, 
recommendations, or advice via forum posts, content submitted in connection with a contest, 
product reviews or recommendations, or photos to be incorporated into a social media event or 
activity (“User Submissions”), or (b) literary, artistic, musical, or other content, including but not 
limited to photos and videos (together with User Submissions, “User Content”). All content 
submitted through your Account is considered User Content. By posting or publishing User 
Content to this Site or to or via the Services, you represent and warrant to GoDaddy that (i) you 
have all necessary rights to distribute User Content via this Site or via the Services, either 
because you are the author of the User Content and have the right to distribute the same, or 
because you have the appropriate distribution rights, licenses, consents, and/or permissions to 
use, in writing, from the copyright or other owner of the User Content, and (ii) the User Content 
does not violate the rights of any third party. You shall be solely responsible for any and all of 
your User Content or User Content that is submitted through your Account, and the 
consequences of, and requirements for, distributing it. 

User Submissions. You acknowledge and agree that your User Submissions are entirely 
voluntary, do not establish a confidential relationship or obligate GoDaddy to treat your User 



Submissions as confidential or secret, that GoDaddy has no obligation, either express or implied, 
to develop or use your User Submissions, and no compensation is due to you or to anyone else 
for any intentional or unintentional use of your User Submissions, and that GoDaddy may be 
working on the same or similar content, it may already know of such content from other sources, 
it may simply wish to develop this (or similar) content on its own, or it may have taken / will 
take some other action. 
 
GoDaddy shall own exclusive rights (including all intellectual property and other proprietary 
rights) to any User Submissions posted to this Site, and shall be entitled to the unrestricted use 
and dissemination of any User Submissions posted to this Site for any purpose, commercial or 
otherwise, without acknowledgment or compensation to you or to anyone else. 

User Content Other Than User Submissions. By posting or publishing User Content to this Site 
or through the Services, you authorize GoDaddy to use the intellectual property and other 
proprietary rights in and to your User Content to enable inclusion and use of the User Content in 
the manner contemplated by this Site and this Agreement. You hereby grant GoDaddy a 
worldwide, non-exclusive, royalty-free, sublicensable (through multiple tiers), and transferable 
license to use, reproduce, distribute, prepare derivative works of, combine with other works, 
display, and perform your User Content in connection with this Site, the Services and GoDaddy's 
(and GoDaddy’s affiliates’) business(es), including without limitation for promoting and 
redistributing all or part of this Site in any media formats and through any media channels 
without restrictions of any kind and without payment or other consideration of any kind, or 
permission or notification, to you or any third party. You also hereby grant each User of this Site 
a non-exclusive license to access your User Content (with the exception of User Content that you 
designate “private” or “password protected”) through this Site, and to use, reproduce, distribute, 
prepare derivative works of, combine with other works, display, and perform your User Content 
as permitted through the functionality of this Site and under this Agreement. The above licenses 
granted by you in your User Content terminate within a commercially reasonable time after you 
remove or delete your User Content from this Site. You understand and agree, however, that 
GoDaddy may retain (but not distribute, display, or perform) server copies of your User Content 
that have been removed or deleted. The above licenses granted by you in your User Content are 
perpetual and irrevocable. Notwithstanding anything to the contrary contained herein, GoDaddy 
shall not use any User Content that has been designated “private” or “password protected” by 
you for the purpose of promoting this Site or GoDaddy’s (or GoDaddy’s affiliates’) business(es). 
If you have a website or other content hosted by GoDaddy, you shall retain all of your ownership 
or licensed rights in User Content. 

 
8. AVAILABILITY OF WEBSITE/SERVICES  

 
Subject to the terms and conditions of this Agreement and our other policies and procedures, we 
shall use commercially reasonable efforts to attempt to provide this Site and the Services on a 
twenty-four (24) hours a day, seven (7) days a week basis. You acknowledge and agree that from 
time to time this Site may be inaccessible or inoperable for any reason including, but not limited 
to, equipment malfunctions; periodic maintenance, repairs or replacements that we undertake 



from time to time; or causes beyond our reasonable control or that are not reasonably foreseeable 
including, but not limited to, interruption or failure of telecommunication or digital transmission 
links, hostile network attacks, network congestion or other failures. You acknowledge and agree 
that we have no control over the availability of this Site or the Service on a continuous or 
uninterrupted basis, and that we assume no liability to you or any other party with regard thereto. 

 
9. PRODUCT CREDITS  

In the event you are provided with a product credit (“Credit”), whether for redemption of the 
purchase of a specific product or for free with the purchase of another product (“Purchased 
Product”), you acknowledge and agree that such Credit is only valid for one (1) year and is only 
available with a valid purchase and may be terminated in the event the product purchased is 
deleted, cancelled, transferred or not renewed. The Credit will expire one (1) year from date of 
purchase of the Purchased Product if the Credit has not been redeemed. In the event that the 
Credit is redeemed, after the initial subscription period, the product will automatically renew at 
the then-current renewal price until cancelled. If you wish to cancel the automatic renewal of the 
product, you may do so by visiting your Account or by contacting customer service. In the event 
your Purchased Product includes a free domain name, if you cancel the Purchased Product, the 
list price for the domain name will be deducted from the refund amount. The list price is the 
price of the domain name listed on GoDaddy's website and is not subject to any promotion, 
discount, or other reduction in price. For Credits issued for free with another Purchased Product, 
you acknowledge and agree that we may swap your Credit for a similar product, in our sole 
discretion.  

 
10. MONITORING OF CONTENT; ACCOUNT TERMINATION POLICY  

 
GoDaddy generally does not pre-screen User Content (whether posted to a website hosted by 
GoDaddy or posted to this Site). However, GoDaddy reserves the right (but undertakes no duty) 
to do so and decide whether any item of User Content is appropriate and/or complies with this 
Agreement. GoDaddy may remove any item of User Content (whether posted to a website hosted 
by GoDaddy or posted to this Site) and/or terminate a User’s access to this Site or the Services 
found at this Site for posting or publishing any material in violation of this Agreement, or for 
otherwise violating this Agreement (as determined by GoDaddy in its sole and absolute 
discretion), at any time and without prior notice. GoDaddy may also terminate a User’s access to 
this Site or the Services found at this Site if GoDaddy has reason to believe the User is a repeat 
offender. If GoDaddy terminates your access to this Site or the Services found at this Site, 
GoDaddy may, in its sole and absolute discretion, remove and destroy any data and files stored 
by you on its servers. 

 
11. DISCONTINUED SERVICES; END OF LIFE POLICY  



GoDaddy reserves the right to cease offering or providing any of the (i) Services or (ii) 
individual features, functionalities, or aspects of the Services at any time, for any or no reason, 
and without prior notice. Although GoDaddy makes great effort to maximize the lifespan of all 
its Services and features, functionalities, or aspects of the Services, there are times when a 
Service or specific feature, functionality, or aspect of a Service that we offer will be discontinued 
or reach its End-of-Life ("EOL"). If that is the case, those Services, or the specific feature, 
functionality, or aspect of that Service, will no longer be supported by GoDaddy, in any way, 
effective on the EOL date.  

Notice and Migration. In the event that any Service we offer has reached or will reach EOL, we 
will attempt to notify you thirty or more days in advance of the EOL date. It is your 
responsibility to take all necessary steps to replace the Service by migrating to a new Service 
before the EOL date, or by entirely ceasing reliance on said Service before the EOL date. In 
either case, GoDaddy will either offer a comparable Service for you to migrate to for the 
remainder of the term of your purchase, a prorated in-store credit, or a prorated refund, to be 
determined by GoDaddy in its sole and absolute discretion. GoDaddy may, with or without 
notice to you, migrate you to the most up-to-date version of the Service, if available. You agree 
to take full responsibility for any and all loss or damage arising from any such migration. In the 
event that a feature, functionality, or aspect of any Service we offer has reached or will reach 
EOL, then we will attempt to notify you thirty or more days in advance of the EOL date. 
However, if the Service maintains a least reasonably equivalent functionality without such 
feature, functionality, or aspect, as determined by GoDaddy in its sole and absolute discretion, 
GoDaddy will not be required to offer a comparable feature or functionality for the Service or a 
refund. 

No Liability. GoDaddy will not be liable to you or any third party for any modification, 
suspension, or discontinuance of any of the (i) Services or (ii) individual features, functionalities, 
or aspects of the Services we may offer, provide or facilitate access to. 

12. BETA SERVICES  

From time to time, GoDaddy may offer new Services (limited preview services or new features 
to existing Services) in a pre-release version. New Services, new features to existing Services or 
limited preview services shall be known, individually and collectively, as “Beta Services”. If you 
elect to use any Beta Services, then your use of the Beta Services is subject to the following 
terms and conditions: (i) You acknowledge and agree that the Beta Services are pre-release 
versions and may not work properly; (ii) You acknowledge and agree that your use of the Beta 
Services may expose you to unusual risks of operational failures; (iii) The Beta Services are 
provided as-is, so we do not recommend using them in production or mission critical 
environments; (iv) GoDaddy reserves the right to modify, change, or discontinue any aspect of 
the Beta Services at any time; (v) Commercially released versions of the Beta Services may 
change substantially, and programs that use or run with the Beta Services may not work with the 
commercially released versions or subsequent releases; (vi) GoDaddy may limit availability of 
customer service support time dedicated to support of the Beta Services; (vii) You acknowledge 
and agree to provide prompt feedback regarding your experience with the Beta Services in a 
form reasonably requested by us, including information necessary to enable us to duplicate errors 



or problems you experience; (viii) You acknowledge and agree that GoDaddy may track your 
browsing behavior, links clicked, items purchased, your device type, and to collect various data, 
including analytics, about how you use and interact with our Beta Services; (ix) You 
acknowledge and agree that all information regarding your use of the Beta Services, including 
your experience with and opinions regarding the Beta Services, is confidential, and may not be 
disclosed to a third party or used for any purpose other than providing feedback to GoDaddy; (x) 
The Beta Services are provided “as is”, “as available”, and “with all faults”.  

You acknowledge and agree that we may use your feedback for any purpose, including product 
development purposes. At our request you will provide us with comments that we may use 
publicly for press materials and marketing collateral. Any intellectual property inherent in your 
feedback or arising from your use of the Beta Services shall be owned exclusively by GoDaddy. 
To the fullest extent permitted by law, GoDaddy disclaims any and all warranties, statutory, 
express or implied, with respect to the Beta Services including, but not limited to, any implied 
warranties of title, merchantability, fitness for a particular purpose and non-infringement. 

 
13. FEES AND PAYMENTS  

You agree that your Payment Method may be charged by one of our affiliated entities. If, during 
your purchase, your payment was identified as being processed in the United States, your 
transaction will be processed by GoDaddy.com, LLC; if your payment was identified as being 
processed in Canada, your transaction will be processed by GoDaddy Domains Canada, Inc.; if 
your payment was identified as being processed in the United Kingdom, your transaction will be 
processed by GoDaddy Europe, Ltd.; if your payment was identified as being processed in India, 
your transaction will be processed by GoDaddy India Domains and Hosting Services India Pvt 
Ltd. If, during your purchase, your payment was identified as being processed in a country that is 
not listed above, your transaction may be processed by an entity within the disclosed country that 
is affiliated with our local payment service provider, and subject to the provisions of our Privacy 
Policy. 

(A) GENERAL TERMS, INCLUDING AUTOMATIC RENEWAL TERMS 

Payment Due at Time of Order; Non-Refundable. You agree to pay all amounts due for Services 
at the time you order them. All amounts are non-refundable unless otherwise noted in the Refund 
Policy. 

Price Changes. GoDaddy reserves the right to change its prices and fees at any time, and such 
changes shall be posted online at this Site and effective immediately without need for further 
notice to you. If you have purchased or obtained Services for a period of months or years, 
changes in prices and fees shall be effective when the Services in question come up for renewal 
as further described below. 

Payment Types. Except as prohibited in any product-specific agreement, you may pay for 
Services by using any of the following “Payment Methods”: (i) valid credit card; (ii) “Good As 
Gold Prepaid Services” (defined below); (iii) electronic payment from your personal or business 



checking account, as appropriate (and as defined below); (iv) PayPal; (v) International Payment 
Option (as defined below); (vi) via in-store credit balances, if applicable (and as defined below); 
or (vii) any other method you use to pay for Services as determined by GoDaddy in its sole and 
absolute discretion, each a “Payment Method”. The “Express Checkout” feature automatically 
places an order for the applicable Service and charges the default Express Checkout Payment 
Method for your Account. Confirmation of that order will be sent to the email address on file for 
your Account. Your Payment Method on file must be kept valid if you have any active Services 
in your Account. In addition, you agree that the location for the processing of your payments 
may change for any reason, including the type of Payment Method chosen, the currency selected, 
or changes or updates made to your Payment Method. 

Refunds Issued. You agree that where refunds are issued to your Payment Method, GoDaddy's 
issuance of a refund receipt is only confirmation that GoDaddy has submitted your refund to the 
Payment Method charged at the time of the original sale, and that GoDaddy has no control over 
when the refund will be applied towards your Payment Method’s available balance. You further 
acknowledge and agree that the payment provider and/or individual issuing bank associated with 
your Payment Method establish and regulate the time frames for posting your refund, and that 
such refund posting time frames may range from five (5) business days to a full billing cycle, or 
longer. 

In the event a refund is issued to your Payment Method and the payment provider, payment 
processor or individual issuing bank associated with your Payment Method imposes any 
limitations on refunds, including but not limited to, limitations as to the timing of the refund or 
the number of refunds allowed, then GoDaddy, in its sole and absolute discretion, reserves the 
right to issue the refund either (i) in the form of an in-store credit; (ii) via issuance of a GoDaddy 
check, which will be sent to the mailing address on file for your Account; or (iii) in some 
jurisdictions, as a bank transfer, when the payment processor cannot refund back to the Payment 
Method. GoDaddy also has the right to offer an in-store credit for customers seeking refunds, 
even if there are no limitations on refunds imposed by the Payment Method. 

Monthly Billing Date. If you are being billed on a monthly basis, your monthly billing date will 
be based on the date of the month you purchased the Services, unless that date falls after the 28th 
of the month, in which case your billing date will be the 28th of each month. 

Auto-Renewal Terms. Other than as required by applicable law, GoDaddy does not retain hard 
copies or electronic versions of mandate, standing order or standing instruction forms and/or any 
signed consents relating to your usage of our automatic renewal services, and we are therefore 
unable to provide any such document upon request. You may view or change your automatic 
renewal settings at any time by logging into your GoDaddy account. 

IN ORDER TO ENSURE THAT YOU DO NOT EXPERIENCE AN INTERRUPTION OR 
LOSS OF SERVICES, ALL SERVICES ARE OFFERED ON AUTOMATIC RENEWAL 
UNLESS OTHERWISE SPECIFIED ON THIS SITE. EXCEPT FOR REASONS 
DESCRIBED BELOW IN THIS SECTION, AUTOMATIC RENEWAL 
AUTOMATICALLY RENEWS THE APPLICABLE SERVICE UPON EXPIRATION OF 
THE THEN CURRENT TERM FOR A RENEWAL PERIOD EQUAL IN TIME TO THE 



MOST RECENT SERVICE PERIOD (EXCEPT FOR DOMAIN NAMES WHICH MAY 
RENEW FOR THE ORIGINAL SERVICE PERIOD). FOR EXAMPLE, IF YOUR LAST 
SERVICE PERIOD IS FOR ONE YEAR, YOUR RENEWAL PERIOD WILL 
TYPICALLY BE FOR ONE YEAR. HOWEVER, IN THE EVENT RENEWAL WITH 
THE PAYMENT METHOD ON FILE FAILS, GODADDY MAY ATTEMPT TO RENEW 
THE APPLICABLE SERVICE FOR A PERIOD LESS THAN THE ORIGINAL 
SUBSCRIPTION PERIOD TO THE EXTENT NECESSARY FOR THE TRANSACTION 
TO SUCCEED. 

UNLESS YOU DISABLE THE AUTOMATIC RENEWAL OPTION, GODADDY WILL 
AUTOMATICALLY RENEW THE APPLICABLE SERVICE WHEN IT COMES UP 
FOR RENEWAL AND WILL TAKE PAYMENT FROM THE PAYMENT METHOD 
ASSOCIATED WITH THE SERVICE(S) IN YOUR ACCOUNT OR YOUR 
DESIGNATED BACKUP PAYMENT METHOD(S) ON FILE WITH GODADDY. IN 
AUTOMATICALLY RENEWING YOUR SERVICES, GODADDY WILL FIRST 
ATTEMPT TO CHARGE THE PAYMENT METHOD ASSOCIATED WITH THE 
SERVICE(S) IN YOUR ACCOUNT. IN THE EVENT GODADDY CANNOT 
SUCCESSFULLY CHARGE THIS PAYMENT METHOD, WE WILL ATTEMPT TO 
CHARGE THE PAYMENT METHOD(S) DESIGNATED AS "BACKUP" IN YOUR 
ACCOUNT. RENEWALS WILL BE CHARGED AT GODADDY’S THEN CURRENT 
RATES, WHICH YOU ACKNOWLEDGE AND AGREE MAY BE HIGHER OR 
LOWER THAN THE RATES FOR THE ORIGINAL SERVICE PERIOD. IN ORDER 
TO SEE THE RENEWAL SETTINGS APPLICABLE TO YOU AND YOUR SERVICES, 
SIMPLY LOG INTO YOUR ACCOUNT MANAGER FROM THIS SITE AND FOLLOW 
THE STEPS FOUND HERE. IF YOU DO NOT WISH FOR ANY SERVICE TO 
AUTOMATICALLY RENEW, YOU MAY ELECT TO CANCEL RENEWAL, IN 
WHICH CASE, YOUR SERVICES WILL TERMINATE UPON EXPIRATION OF THE 
THEN CURRENT TERM, UNLESS YOU MANUALLY RENEW YOUR SERVICES 
PRIOR TO THAT DATE. IN OTHER WORDS, SHOULD YOU ELECT TO CANCEL 
YOUR PRODUCT AND FAIL TO MANUALLY RENEW YOUR SERVICES BEFORE 
THEY EXPIRE, YOU MAY EXPERIENCE AN INTERRUPTION OR LOSS OF 
SERVICES, AND GODADDY SHALL NOT BE LIABLE TO YOU OR ANY THIRD 
PARTY REGARDING THE SAME. 

IN ADDITION, GODADDY MAY PARTICIPATE IN “RECURRING BILLING 
PROGRAMS” OR “ACCOUNT UPDATER SERVICES” SUPPORTED BY YOUR 
CREDIT CARD PROVIDER (AND ULTIMATELY DEPENDENT ON YOUR BANK’S 
PARTICIPATION). IF WE ARE UNABLE TO SUCCESSFULLY CHARGE YOUR 
EXISTING PAYMENT METHOD, YOUR CREDIT CARD PROVIDER (OR YOUR 
BANK) MAY NOTIFY US OF UPDATES TO YOUR CREDIT CARD NUMBER 
AND/OR EXPIRATION DATE, OR THEY MAY AUTOMATICALLY CHARGE YOUR 
NEW CREDIT CARD ON OUR BEHALF WITHOUT NOTIFICATION TO US. IN 
ACCORDANCE WITH RECURRING BILLING PROGRAM REQUIREMENTS, IN 
THE EVENT THAT WE ARE NOTIFIED OF AN UPDATE TO YOUR CREDIT CARD 
NUMBER AND/OR EXPIRATION DATE, GODADDY WILL AUTOMATICALLY 
UPDATE YOUR PAYMENT PROFILE ON YOUR BEHALF. GODADDY MAKES NO 



GUARANTEES THAT WE WILL REQUEST OR RECEIVE UPDATED CREDIT CARD 
INFORMATION. YOU ACKNOWLEDGE AND AGREE THAT IT IS YOUR SOLE 
RESPONSIBILITY TO MODIFY AND MAINTAIN YOUR ACCOUNT SETTINGS, 
INCLUDING BUT NOT LIMITED TO (I) CANCELLING PRODUCTS AND (II) 
ENSURING YOUR ASSOCIATED PAYMENT METHOD(S) ARE CURRENT AND 
VALID. FURTHER, YOU ACKNOWLEDGE AND AGREE THAT YOUR FAILURE TO 
DO SO, MAY RESULT IN THE INTERRUPTION OR LOSS OF SERVICES, AND 
GODADDY SHALL NOT BE LIABLE TO YOU OR ANY THIRD PARTY REGARDING 
THE SAME. 

If for any reason GoDaddy is unable to charge your Payment Method for the full amount owed, 
or if GoDaddy receives notification of a chargeback, reversal, payment dispute, or is charged a 
penalty for any fee it previously charged to your Payment Method, you agree that GoDaddy may 
pursue all available lawful remedies in order to obtain payment, including but not limited to, 
immediate cancellation, without notice to you, of any domain names or Services registered or 
renewed on your behalf. GoDaddy also reserves the right to charge you reasonable 
“administrative” fees" for (i) tasks GoDaddy may perform outside the normal scope of its 
Services, (ii) additional time and/or costs GoDaddy may incur in providing its Services, and/or 
(iii) your noncompliance with this Agreement (as determined by GoDaddy in its sole and 
absolute discretion). Typical administrative or processing fee scenarios include, but are not 
limited to (i) customer service issues that require additional personal time or attention; (ii) UDRP 
actions(s) in connection with your domain name(s) and/or disputes that require accounting or 
legal services, whether performed by GoDaddy staff or by outside firms retained by GoDaddy; 
(iii) recouping any and all costs and fees, including the cost of Services, incurred by GoDaddy as 
the results of chargebacks or other payment disputes brought by you, your bank or Payment 
Method processor. These administrative fees or processing fees will be billed to the Payment 
Method you have on file with GoDaddy. 

GoDaddy may offer product-level pricing in various currencies. The transaction will be 
processed in the selected currency and the pricing displayed during the checkout process will be 
the actual amount submitted for payment. For certain Payment Methods, the issuer of your 
Payment Method may charge you a foreign transaction fee or other charge, which may be added 
to the final amount that appears on your bank statement or post as a separate amount. Please 
check with the issuer of your Payment Method for details. In addition, regardless of the selected 
currency, you acknowledge and agree that you may be charged Value Added Tax ("VAT"), 
Goods and Services Tax ("GST"), or other localized fees and/or taxes, based on your bank and/or 
the country indicated in your billing address section. 

(B) REFUND POLICY 

Products and Services available for refunds are described here (“Refund Policy”). 

(C) GOOD AS GOLD PREPAID SERVICES 

Service Details. By using Good As Gold Prepaid Services, you may transfer funds to GoDaddy 
to fund your Good As Gold Prepaid Services account (“Good As Gold Account”). You may then 



use your Good As Gold Account to purchase any Services. You may fund your Good As Gold 
Account by wire transfer. 

You acknowledge that funds transferred to your Good As Gold Account will be held by 
GoDaddy and will not accrue or pay interest for your benefit. To the extent any interest may 
accrue, you agree that GoDaddy shall be entitled to receive and keep any such amounts to cover 
costs associated with Good As Gold Prepaid Services. 

You agree that all transactions using Good As Gold Prepaid Services will be conducted in U.S. 
dollars. 

Your Good As Gold Account must be funded on an initial basis with no less than funds 
equivalent to $1,000.00 U.S. dollars. 

All payments must be for the full amount required at purchase. 

Wire Transfer Details. Wire transfers may be initiated in foreign currency to fund your Good As 
Gold Account, however the natural currency of the GoDaddy bank account is U.S. Dollars. 
Foreign currency wires will be automatically converted and deposited in U.S. Dollars. Please 
note that exchange rate fees may apply. 

You are responsible for all wire transfer fees, both incoming and outgoing, associated with your 
Good As Gold Account. Any non-U.S. wire transfers may be subject to fees by your bank, 
intermediary banks, or GoDaddy’s bank, which may reduce the amount of the money received 
by GoDaddy’s bank and subsequently funded into your Good As Gold Account. You hereby 
expressly authorize GoDaddy (i) to reduce your Good As Gold Account by the amount of wire 
transfer fees GoDaddy incurs in order to receive your funds; and/or (ii) to charge a twenty-dollar 
($20.00) service fee (“Service Fee”) in connection with the termination of your Good As Gold 
Account. All fees are subject to change at any time, and such changes shall be posted online and 
effective immediately without need for further notice to you. 

You can verify the remaining funds in your Good As Gold Account at any time through your 
Account or the shopping cart. Should you decide to terminate your Good As Gold Account (or 
should GoDaddy opt to terminate your Good As Gold Account because you have breached an 
obligation under the Good As Gold Service Agreement), then the balance in your Good As Gold 
Account will be refunded, net the Service Fee. 

Additional funds may be added to your Good As Gold Account at any time. 

Your Use of Good As Gold Prepaid Services. Use of funds in your Good As Gold Account can 
only be made through the GoDaddy purchase process at GoDaddy’s website. Purchases may not 
be made unless there are sufficient, available funds in your Good As Gold Account at the time of 
purchase to cover the entire purchase amount, including any related fees as set forth herein or in 
other relevant agreements. 

(D) PAY BY CHECK (ELECTRONIC PAYMENT) 



By using GoDaddy’s pay by check option (“Pay By Check”), you can purchase GoDaddy 
Services using an electronic payment (from your personal or business checking account 
(“Checking Account”), as appropriate). In connection, you agree to allow a third-party check 
services provider, Certegy Check Services, Inc., (“Check Services Provider”) to debit the full 
amount of your purchase from your Checking Account, which is non-refundable. Check Services 
Provider will create an electronic funds transfer (“EFT”) or bank draft, which will be presented 
to your bank or financial institution for payment from your Checking Account. The Checking 
Account must be at a financial institution in the United States, and payment must be in U.S. 
Dollars. 

It is your responsibility to keep your Checking Account current and funded. You agree that (i) 
Check Services Provider or GoDaddy reserve the right to decline a transaction for any reason 
(including, but not limited to, payments that fail to go through as a result of your Checking 
Account no longer existing or not holding available/sufficient funds) and (ii) in such event, 
neither Check Services Provider nor GoDaddy shall be liable to you or any third party regarding 
the same. If for any reason Check Services Provider is unable to withdraw the full amount owed 
for the Services provided, you agree that Check Services Provider and GoDaddy may pursue all 
available lawful remedies in order to obtain payment (plus any applicable fees). GoDaddy is not 
responsible for the actions of Check Services Provider. You agree that if the EFT or bank draft is 
returned unpaid, you will pay a service charge in accordance with the fees permitted by law for 
each U.S. State. A help article describing the Check Services Provider and outlining the service 
charges referenced above can be found here. These fees may be debited from your Checking 
Account using an EFT or bank draft. All fees are in U.S. Dollars. 

GoDaddy and its service providers, including but not limited to Check Services Provider and 
Complete Payment Recovery Services, Inc., may provide you with notices, including by email, 
regular mail, SMS, MMS, text message, postings on the services, or other reasonable means now 
known or hereafter developed. Such notices may not be received if you violate these terms of 
service by accessing the services in an unauthorized manner. Your agreement to these terms of 
service constitutes your agreement that you are deemed to have received any and all notices that 
would have been delivered had you accessed the services in an authorized manner. Failure to 
receive such notices for any reason shall not excuse any payment or other obligation to GoDaddy 
and Check Services Provider. You further expressly authorize GoDaddy and its service 
providers, including but not limited to Check Services Provider and Complete Payment 
Recovery Services, Inc., and their affiliates to contact you, via auto-dialer, pre-recorded 
messages, or any other method, on any of your mobile phone numbers or emails. You further 
acknowledge that email addresses you provide are not shared, accessed by others and are not 
employer-related email addresses. 

(E) INTERNATIONAL PAYMENT OPTIONS 

GoDaddy offers a variety of alternative international payment options through a variety of 
International Payment Providers (“IPP”). In the event you select an IPP, you represent that you 
have already agreed to any and all of the IPP’s applicable customer service agreements in 
advance of completing your transaction at GoDaddy. You also agree to allow the IPP to debit the 
full amount of your purchase from the selected account or payment method, collectively 



“Funding Sources”. In addition, you agree to allow the selected IPP to debit, if applicable, an 
“Exchange Rate Conversion Fee”, as well as any other fees or charges applicable to your 
agreement with the IPP (collectively, the “IPP Fees”), from your Funding Sources. You 
understand and agree that IPP Fees are subject to change at any time by the IPP without notice to 
you by GoDaddy. 

It is your responsibility to keep your Funding Sources current and funded. You agree that (i) the 
IPP or GoDaddy reserve the right to decline a transaction for any reason and (ii) neither the IPP 
nor GoDaddy shall be liable to you or any third party regarding the same. You acknowledge that 
GoDaddy will not attempt to fulfill the Services purchased by you until GoDaddy receives 
confirmation of payment from the IPP through its associated payment processor. You 
acknowledge there may be a gap of several hours or days between the time you place an order 
and the time the IPP confirms payment through its associated payment processor. If GoDaddy 
does not receive confirmation of payment from the IPP through its associated payment processor 
within thirty (30) days from when the order is placed, your order may be cancelled, at which 
time you will need to commence the purchase process again. In the event that you would like to 
cancel payment for a pending transaction, you may cancel the order through your GoDaddy 
account. Payments received on previously cancelled orders will be automatically refunded to the 
original Payment Method when possible. 

If, at the time GoDaddy receives confirmation of payment from the IPP (through its associated 
payment processor), either (i) the Services (including domain names) are no longer available for 
purchase; or (ii) a pending order has been cancelled in our systems; or (iii) the confirmation of 
payment does not match the dollar amount of the pending order, and as a result your purchase is 
either over-funded or under-funded, GoDaddy may automatically issue a partial refund (in the 
case of over-funding) or a full refund (in the case of under-funding) to your Funding Source. If 
the IPP (or its associated payment processor) imposes refund limitations of any kind, GoDaddy 
reserves the right to issue refunds to an in-store credit balance or as a bank transfer, when the 
payment processor cannot refund back to the Payment Method. If you receive a full refund, you 
will need to begin the purchase process again. You agree that the IPP reserves the right not to 
refund IPP Fees associated with a refunded transaction. Accordingly, any refunds issued by 
GoDaddy will be net of the IPP Fees unless otherwise specified. 

(F) IN-STORE CREDIT BALANCES 

In the event that your Account contains an in-store credit balance: (1) you may apply any 
available credit balance to any future purchase in your Account; and (2) you authorize GoDaddy 
to apply any available credit balance to any outstanding administrative fees, chargebacks, or 
other fees related to your Account. In the event that GoDaddy is unable to successfully charge 
either the Payment Method associated with a specific Service in your account or your backup 
Payment Methods when processing Service renewals, GoDaddy may use any available in-store 
credit balance if there are enough funds to cover the entire transaction. Regardless of the amount 
of in-store credit available in your account, GoDaddy is not responsible for the loss of products 
resulting from an inability to collect funds from your Payment Methods or the in-store credit. In-
store credits will be applied based on the currency selected in the shopping cart at the time of 
purchase (or renewal). If you have more than one in-store credit, then the credits will be 



processed according to the age of the credit, with the oldest in-store credit being applied first. If 
additional funds are required to complete the purchase or renewal, credits held in a non-selected 
currency will be converted using GoDaddy’s daily exchange rate based on the age of the credit 
(oldest to newest) until (i) enough funds are allocated to complete the transaction, or (ii) there is 
no available balance left in your account. You understand and agree that at the time of 
conversion, GoDaddy may also impose an additional administrative fee.  

You can verify your available in-store credit balance at any time through your Account on the 
GoDaddy website. You acknowledge that in-store credit balances are non-transferable, may only 
be used in the Account in which they were acquired and may expire. Complimentary in-store 
credits will expire two years after issuance or within any other time period GoDaddy may 
specify in your Account. In the event that GoDaddy terminates your Account, you acknowledge 
and agree that any remaining available in-store credit balance will be forfeited. 

You also acknowledge that funds available in your in-store credit balance will be held by 
GoDaddy and will not accrue or pay interest for your behalf. To the extent any interest may 
accrue, you agree that GoDaddy is entitled to receive and keep any such amounts to cover costs 
associated with supporting the in-store credit balance functionality. 

(G) EXPIRED DOMAIN NAME PURCHASES 

For expired domain names purchased through your account, you agree that you are responsible 
for payment within forty-eight (48) hours of auction close for the successful bid amount plus the 
one (1) year renewal or transfer fee (from the end of the domain name’s previous registration 
period), plus ICANN fee, if applicable, or any valid payment method associated with the 
account, will be charged on the third day following the auction close. If we are unable to collect 
payment, you may lose the rights to purchase the domain name. 

(H) ROUND UP FOR CHARITY 

If you participate in Round Up for Charity, you hereby authorize GoDaddy to either 1) donate an 
amount selected by you, or 2) round up your transaction to the nearest dollar and donate 100% of 
the difference, to a small business relief fund (“Donation”). GoDaddy will take reasonable steps 
to ensure your Donation is properly disbursed, in our sole discretion, to qualifying small 
businesses negatively impacted by the COVID-19 pandemic and will not withhold any Donation 
made by you through Round Up For Charity. You understand your Donation is not eligible for a 
refund or in-store credit. 

(I) BUY NOW PAY LATER OPTIONS 

Use of a “buy now pay later” option such as an installment payment or financing is subject to the 
following terms and conditions. You acknowledge and agree that GoDaddy shall not be liable to 
you or any third party regarding any interest, late fee, other amount, collection effort, or change 
in credit score that arises out of or relates to the buy now pay later option. You further agree that 
repayment of a buy now pay later option may be governed by your agreement with a third party. 
Any representation that GoDaddy makes regarding a repayment term related to a buy now pay 



later option is for convenience only. A repayment term such as a required down payment, late 
fee, or interest might vary or be subject to change, and is in the control of a third party. 
Notwithstanding the foregoing, GoDaddy shall not be responsible or otherwise liable to you or 
any third party for disclosing or failing to disclose any repayment term, which you are 
responsible for determining.  

Certain installment payment options will only apply to a selected Service term, which may auto-
renew for the full amount unless you manually renew the Service term with a subsequent 
installment payment. 

 
14. ADDITIONAL RESERVATION OF RIGHTS  

GoDaddy expressly reserves the right to deny, cancel, terminate, suspend, lock, or modify access 
to (or control of) any Account or Services (including the right to cancel or transfer any domain 
name registration) for any reason (as determined by GoDaddy in its sole and absolute discretion), 
including but not limited to the following: (i) to correct mistakes made by GoDaddy in offering 
or delivering any Services (including any domain name registration), (ii) to protect the integrity 
and stability of, and correct mistakes made by, any domain name registry or registrar, (iii) to 
assist with our fraud and abuse detection and prevention efforts, (iv) to comply with court orders 
against you and/or your domain name or website and applicable local, state, national and 
international laws, rules and regulations, (v) to comply with requests of law enforcement, 
including subpoena requests, (vi) to comply with any dispute resolution process, (vii) to defend 
any legal action or threatened legal action without consideration for whether such legal action or 
threatened legal action is eventually determined to be with or without merit, (viii) to avoid any 
civil or criminal liability on the part of GoDaddy, its officers, directors, employees and agents, as 
well as GoDaddy's affiliates, including, but not limited to, instances where you have sued or 
threatened to sue GoDaddy, or (ix) to respond to an excessive amount of complaints related in 
any way to your Account, domain name(s), or content on your website that could result in 
damage to GoDaddy’s business, operations, reputation or shareholders. 
 
GoDaddy expressly reserves the right to review every Account for excessive space and 
bandwidth utilization, and to terminate or apply additional fees to those Accounts that exceed 
allowed levels.  

GoDaddy expressly reserves the right to terminate, without notice to you, any and all Services 
where, in GoDaddy's sole discretion, you are harassing or threatening GoDaddy and/or any of 
GoDaddy's employees.  

GoDaddy Content. Except for User Content, the content on this Site and the Services, including 
without limitation the text, software, scripts, source code, API, graphics, photos, sounds, music, 
videos and interactive features and the trademarks, service marks and logos contained therein 
(“GoDaddy Content”), are owned by or licensed to GoDaddy in perpetuity, and are subject to 
copyright, trademark, and/or patent protection in the United States and foreign countries, and 
other intellectual property rights under United States and foreign laws. GoDaddy Content is 
provided to you “as is”, “as available” and “with all faults” for your information and personal, 



non-commercial use only and may not be downloaded, copied, reproduced, distributed, 
transmitted, broadcast, displayed, sold, licensed, or otherwise exploited for any purposes 
whatsoever without the express prior written consent of GoDaddy. No right or license under any 
copyright, trademark, patent, or other proprietary right or license is granted by this Agreement. 
GoDaddy reserves all rights not expressly granted in and to the GoDaddy Content, this Site and 
the Services, and this Agreement do not transfer ownership of any of these rights. 

 
15.NO SPAM; LIQUIDATED DAMAGES  

 
No Spam. We do not tolerate the transmission of spam. We monitor all traffic to and from our 
web servers for indications of spamming and maintain a spam abuse complaint center to register 
allegations of spam abuse. Customers suspected to be using our products and services for the 
purpose of sending spam are fully investigated. If we determine there is a problem with spam, we 
will take the appropriate action to resolve the situation.  
 
We define spam as the sending of Unsolicited Commercial Email (UCE), Unsolicited Bulk 
Email (UBE) or Unsolicited Facsimiles (Fax), which is email or facsimile sent to recipients as an 
advertisement or otherwise, without first obtaining prior confirmed consent to receive these 
communications. This can include, but is not limited to, the following: 

1. Email Messages 
2. Newsgroup postings 
3. Windows system messages 
4. Pop-up messages (aka "adware" or "spyware" messages) 
5. Instant messages (using AOL, MSN, Yahoo or other instant messenger programs) 
6. Online chat room advertisements 
7. Guestbook or Website Forum postings 
8. Facsimile Solicitations 
9. Text/SMS Messages 

 
We will not allow our servers and services to be used for the purposes described above. In order 
to use our products and services, you must not only abide by all applicable laws and regulations, 
which include the Can-Spam Act of 2003 and the Telephone Consumer Protection Act, but you 
must also abide by this no spam policy. Commercial advertising and/or bulk emails or faxes may 
only be sent to recipients who have "opted-in" to receive messages. They must include a 
legitimate return address and reply-to address, the sender's physical address, and an opt-out 
method in the footer of the email or fax. Upon request by us, conclusive proof of opt-in may be 
required for an email address or fax number. 
 
If we determine the account, products, or services in question are being used in association with 
spam, we may re-direct, suspend, or cancel any account, web site hosting, domain registration, 
email boxes, or other applicable products or services. In such event, at our election, we may 
require you to respond by email to us stating that you will cease to send spam and/or have spam 



sent on your behalf and to require a non-refundable reactivation fee to be paid before the site, 
email boxes, and/or services are reactivated. 
 
We encourage all customers and recipients of email generated from our products and services to 
report suspected spam. Suspected abuse can be reported by email or through our Spam Abuse 
Complaint Center on the Web. Web: report abuse. 
 
Liquidated Damages. You agree that we may immediately terminate any Account which we 
believe, in our sole and absolute discretion, is transmitting or is otherwise connected with any 
spam or other unsolicited bulk email. In addition, if actual damages cannot be reasonably 
calculated then you agree to pay us liquidated damages in the amount of $1.00 for each piece of 
spam or unsolicited bulk email transmitted from or otherwise connected with your Account. 

 
16. TRADEMARK AND/OR COPYRIGHT CLAIMS  

 
GoDaddy supports the protection of intellectual property. If you would like to submit (i) a 
trademark claim for violation of a mark on which you hold a valid, registered trademark or 
service mark, or (ii) a copyright claim for material on which you hold a bona fide copyright, 
please refer to GoDaddy’s Trademark and/or Copyright Infringement Policy referenced above 
and available here. 

 
17. LINKS TO THIRD-PARTY WEBSITES  

 
This Site and the Services found at this Site may contain links to third-party websites that are not 
owned or controlled by GoDaddy. GoDaddy assumes no responsibility for the content, terms and 
conditions, privacy policies, or practices of any third-party websites. In addition, GoDaddy does 
not censor or edit the content of any third-party websites. By using this Site or the Services found 
at this Site, you expressly release GoDaddy from any and all liability arising from your use of 
any third-party website. Accordingly, GoDaddy encourages you to be aware when you leave this 
Site or the Services found at this Site and to review the terms and conditions, privacy policies, 
and other governing documents of each other website that you may visit. 

 
18. DISCLAIMER OF REPRESENTATIONS AND WARRANTIES  

YOU SPECIFICALLY ACKNOWLEDGE AND AGREE THAT YOUR USE OF THIS SITE 
AND THE SERVICES FOUND AT THIS SITE SHALL BE AT YOUR OWN RISK AND 
THAT THIS SITE AND THE SERVICES FOUND AT THIS SITE ARE PROVIDED “AS IS”, 
“AS AVAILABLE” AND “WITH ALL FAULTS”. GODADDY, ITS OFFICERS, 
DIRECTORS, EMPLOYEES, AGENTS, AND ALL THIRD PARTY SERVICE PROVIDERS 
DISCLAIM ALL WARRANTIES, STATUTORY, EXPRESS OR IMPLIED, INCLUDING, 
BUT NOT LIMITED TO, ANY IMPLIED WARRANTIES OF TITLE, MERCHANTABILITY, 



FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT. GODADDY, ITS 
OFFICERS, DIRECTORS, EMPLOYEES, AND AGENTS MAKE NO REPRESENTATIONS 
OR WARRANTIES ABOUT (I) THE ACCURACY, COMPLETENESS, OR CONTENT OF 
THIS SITE, (II) THE ACCURACY, COMPLETENESS, OR CONTENT OF ANY SITES 
LINKED (THROUGH HYPERLINKS, BANNER ADVERTISING OR OTHERWISE) TO 
THIS SITE, AND/OR (III) THE SERVICES FOUND AT THIS SITE OR ANY SITES 
LINKED (THROUGH HYPERLINKS, BANNER ADVERTISING OR OTHERWISE) TO 
THIS SITE, AND GODADDY ASSUMES NO LIABILITY OR RESPONSIBILITY FOR THE 
SAME. 

IN ADDITION, YOU SPECIFICALLY ACKNOWLEDGE AND AGREE THAT NO ORAL 
OR WRITTEN INFORMATION OR ADVICE PROVIDED BY GODADDY, ITS OFFICERS, 
DIRECTORS, EMPLOYEES, OR AGENTS (INCLUDING WITHOUT LIMITATION ITS 
CALL CENTER OR CUSTOMER SERVICE REPRESENTATIVES), AND THIRD PARTY 
SERVICE PROVIDERS WILL (I) CONSTITUTE LEGAL OR FINANCIAL ADVICE OR (II) 
CREATE A WARRANTY OF ANY KIND WITH RESPECT TO THIS SITE OR THE 
SERVICES FOUND AT THIS SITE, AND USERS SHOULD NOT RELY ON ANY SUCH 
INFORMATION OR ADVICE. 

THE FOREGOING DISCLAIMER OF REPRESENTATIONS AND WARRANTIES SHALL 
APPLY TO THE FULLEST EXTENT PERMITTED BY LAW, AND SHALL SURVIVE ANY 
TERMINATION OR EXPIRATION OF THIS AGREEMENT OR YOUR USE OF THIS SITE 
OR THE SERVICES FOUND AT THIS SITE. 

 
19. LIMITATION OF LIABILITY  

IN NO EVENT SHALL GODADDY, ITS OFFICERS, DIRECTORS, EMPLOYEES, 
AGENTS, AND ALL THIRD PARTY SERVICE PROVIDERS, BE LIABLE TO YOU OR 
ANY OTHER PERSON OR ENTITY FOR ANY DIRECT, INDIRECT, INCIDENTAL, 
SPECIAL, PUNITIVE, OR CONSEQUENTIAL DAMAGES WHATSOEVER, INCLUDING 
ANY THAT MAY RESULT FROM (I) THE ACCURACY, COMPLETENESS, OR 
CONTENT OF THIS SITE, (II) THE ACCURACY, COMPLETENESS, OR CONTENT OF 
ANY SITES LINKED (THROUGH HYPERLINKS, BANNER ADVERTISING OR 
OTHERWISE) TO THIS SITE, (III) THE SERVICES FOUND AT THIS SITE OR ANY SITES 
LINKED (THROUGH HYPERLINKS, BANNER ADVERTISING OR OTHERWISE) TO 
THIS SITE, (IV) PERSONAL INJURY OR PROPERTY DAMAGE OF ANY NATURE 
WHATSOEVER, (V) THIRD-PARTY CONDUCT OF ANY NATURE WHATSOEVER, (VI) 
ANY UNAUTHORIZED ACCESS TO OR USE OF OUR SERVERS AND/OR ANY AND 
ALL CONTENT, PERSONAL INFORMATION, FINANCIAL INFORMATION OR OTHER 
INFORMATION AND DATA STORED THEREIN, (VII) ANY INTERRUPTION OR 
CESSATION OF SERVICES TO OR FROM THIS SITE OR ANY SITES LINKED 
(THROUGH HYPERLINKS, BANNER ADVERTISING OR OTHERWISE) TO THIS SITE, 
(VIII) ANY VIRUSES, WORMS, BUGS, TROJAN HORSES, OR THE LIKE, WHICH MAY 
BE TRANSMITTED TO OR FROM THIS SITE OR ANY SITES LINKED (THROUGH 
HYPERLINKS, BANNER ADVERTISING OR OTHERWISE) TO THIS SITE, (IX) ANY 



USER CONTENT OR CONTENT THAT IS DEFAMATORY, HARASSING, ABUSIVE, 
HARMFUL TO MINORS OR ANY PROTECTED CLASS, PORNOGRAPHIC, “X-RATED”, 
OBSCENE OR OTHERWISE OBJECTIONABLE, AND/OR (X) ANY LOSS OR DAMAGE 
OF ANY KIND INCURRED AS A RESULT OF YOUR USE OF THIS SITE OR THE 
SERVICES FOUND AT THIS SITE, WHETHER BASED ON WARRANTY, CONTRACT, 
TORT, OR ANY OTHER LEGAL OR EQUITABLE THEORY, AND WHETHER OR NOT 
GODADDY IS ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 

IN ADDITION, YOU SPECIFICALLY ACKNOWLEDGE AND AGREE THAT IN NO 
EVENT SHALL GODADDY’S TOTAL AGGREGATE LIABILITY EXCEED $10,000.00 U.S. 
DOLLARS.  
THE FOREGOING LIMITATION OF LIABILITY SHALL APPLY TO THE FULLEST 
EXTENT PERMITTED BY LAW, AND SHALL SURVIVE ANY TERMINATION OR 
EXPIRATION OF THIS AGREEMENT OR YOUR USE OF THIS SITE OR THE SERVICES 
FOUND AT THIS SITE. 

 
20. INDEMNITY  

 
You agree to protect, defend, indemnify and hold harmless GoDaddy and its officers, directors, 
employees, agents, and third party service providers from and against any and all claims, 
demands, costs, expenses, losses, liabilities and damages of every kind and nature (including, 
without limitation, reasonable attorneys’ fees) imposed upon or incurred by GoDaddy directly or 
indirectly arising from (i) your use of and access to this Site or the Services found at this Site; (ii) 
your violation of any provision of this Agreement or the policies or agreements which are 
incorporated herein; and/or (iii) your violation of any third-party right, including without 
limitation any intellectual property or other proprietary right. The indemnification obligations 
under this section shall survive any termination or expiration of this Agreement or your use of 
this Site or the Services found at this Site. 

 
21. COMPLIANCE WITH LOCAL LAWS  

 
GoDaddy makes no representation or warranty that the content available on this Site or the 
Services found at this Site are appropriate in every country or jurisdiction, and access to this Site 
or the Services found at this Site from countries or jurisdictions where its content is illegal is 
prohibited. Users who choose to access this Site or the Services found at this Site are responsible 
for compliance with all local laws, rules and regulations.  

 
22. DISPUTES, BINDING INDIVIDUAL ARBITRATION AND WAIVER OF CLASS 
ACTIONS AND CLASS ARBITRATIONS  



PLEASE READ THIS SECTION CAREFULLY. FOLLOW THE INSTRUCTIONS BELOW IF 
YOU WISH TO OPT OUT OF THE PROVISIONS REQUIRING YOU TO RESOLVE 
DISPUTES THROUGH INDIVIDUAL ARBITRATION.  

(A) Disputes. The terms of this Section shall apply to all Disputes between you and GoDaddy, 
except for disputes governed by the Uniform Domain Name Dispute Resolution Policy 
referenced above and available here. For the purposes of this Section, “Dispute” shall mean any 
dispute, claim, or action between you and GoDaddy arising under or relating to any GoDaddy 
Services or Products, GoDaddy’s websites, these Terms, or any other transaction involving you 
and GoDaddy, whether in contract, warranty, misrepresentation, fraud, tort, intentional tort, 
statute, regulation, ordinance, or any other legal or equitable basis, and shall be interpreted to be 
given the broadest meaning allowable under law. YOU AND GODADDY AGREE THAT 
“DISPUTE” AS DEFINED IN THESE TERMS SHALL NOT INCLUDE ANY CLAIM OR 
CAUSE OF ACTION BY YOU OR GODADDY FOR (I) TRADE SECRET 
MISAPPROPRIATION, (II) PATENT INFRINGEMENT, (III) COPYRIGHT 
INFRINGEMENT OR MISUSE, AND (IV) TRADEMARK INFRINGEMENT OR DILUTION. 
Moreover, notwithstanding anything else in these Terms, you agree that a court, not the 
arbitrator, may decide if a claim falls within one of these four exceptions.  

(B) Binding Arbitration. You and GoDaddy further agree: (i) to arbitrate all Disputes between 
the parties pursuant to the provisions in these Terms; (ii) these Terms memorialize a transaction 
in interstate commerce; (iii) the Federal Arbitration Act (9 U.S.C. §1, et seq.) governs the 
interpretation and enforcement of this Section; and (iv) this Section shall survive termination of 
these Terms. ARBITRATION MEANS THAT YOU WAIVE YOUR RIGHT TO A JUDGE OR 
JURY IN A COURT PROCEEDING AND YOUR GROUNDS FOR APPEAL ARE LIMITED. 
The arbitrator may award you the same damages as a court sitting in proper jurisdiction, as 
limited by the Limitation of Liability set forth in Section 19 of this Agreement and may award 
declaratory or injunctive relief only in favor of the individual party seeking relief and only to the 
extent necessary to provide relief warranted by that party’s individual claim. In addition, in some 
instances, the costs of arbitration could exceed the costs of litigation and the right to discovery 
may be more limited in arbitration than in court. The decision of the arbitrator shall be final and 
enforceable by any court with jurisdiction over the parties. 

(C) Small Claims Court. Notwithstanding the foregoing, you may bring an individual action in 
the small claims court of your state or municipality if the action is within that court’s jurisdiction 
and is pending only in that court. 

(D) Dispute Notice. In the event of a Dispute, you or GoDaddy must first send to the other party 
a notice of the Dispute that shall include a written statement that sets forth the name, address and 
contact information of the party giving it, the facts giving rise to the Dispute, and the relief 
requested (the “Dispute Notice”). The Dispute Notice to GoDaddy must be addressed to: 
GoDaddy, 2155 E. GoDaddy Way, Tempe, AZ 85284, Attn.: Legal Department (the “GoDaddy 
Notice Address”). The Dispute Notice to you will be sent by certified mail to the most recent 
address we have on file or otherwise in our records for you. If GoDaddy and you do not reach an 
agreement to resolve the Dispute within sixty (60) days after the Dispute Notice is received, you 
or GoDaddy may commence an arbitration proceeding pursuant to this Section. Following 



submission and receipt of the Dispute Notice, each of us agrees to act in good faith to seek to 
resolve the Dispute before commencing arbitration. 

(E) WAIVER OF CLASS ACTIONS AND CLASS ARBITRATIONS. YOU AND GODADDY 
AGREE THAT EACH PARTY MAY BRING DISPUTES AGAINST THE OTHER PARTY 
ONLY IN AN INDIVIDUAL CAPACITY, AND NOT AS A PLAINTIFF OR CLASS 
MEMBER IN ANY PURPORTED CLASS OR REPRESENTATIVE PROCEEDING, 
INCLUDING WITHOUT LIMITATION FEDERAL OR STATE CLASS ACTIONS, OR 
CLASS ARBITRATIONS. NEITHER YOU NOR GODADDY WILL SEEK TO HAVE ANY 
DISPUTE HEARD AS A CLASS ACTION, PRIVATE ATTORNEY GENERAL ACTION, OR 
IN ANY OTHER PROCEEDING IN WHICH EITHER PARTY ACTS OR PROPOSES TO 
ACT IN A REPRESENTATIVE CAPACITY. NO ARBITRATION OR OTHER 
PROCEEDING WILL BE COMBINED WITH ANOTHER WITHOUT THE PRIOR 
WRITTEN CONSENT OF ALL PARTIES TO ALL AFFECTED ARBITRATIONS OR 
PROCEEDINGS. 

(F) Arbitration Procedure. If a party elects to commence arbitration, the arbitration will be 
administered by the American Arbitration Association (“AAA”) and governed by the Consumer 
Arbitration Rules of the AAA (“AAA Rules”) in conjunction with the rules set forth in these 
Terms, except that AAA may not administer any multiple claimant or class arbitration, as the 
parties agree that the arbitration shall be limited to the resolution only of individual claims. The 
AAA Rules are at www.adr.org or by calling 1-800-778-7879. If there is a conflict between the 
AAA Rules and the rules set forth in these Terms, the rules set forth in these Terms shall govern. 
You may, in arbitration, seek any and all remedies otherwise available to you pursuant to federal, 
state, or local laws, as limited by the Limitation of Liability set forth in Section 19 of this 
Agreement. All Disputes shall be resolved by a single neutral arbitrator, and both parties shall 
have a reasonable opportunity to participate in the selection of the arbitrator. The arbitrator is 
bound by these Terms. The arbitrator, and not any federal, state or local court or agency, shall 
have exclusive authority to resolve all disputes arising out of or relating to the interpretation, 
applicability, enforceability or formation of these Terms, including, but not limited to, any claim 
that all or any part of these Terms is void or voidable. The arbitrator shall also have exclusive 
authority to rule on his or her own jurisdiction, including any objections with respect to the 
existence, scope, or validity of the arbitration agreement or to the arbitrability of any claim or 
counterclaim. Notwithstanding this broad delegation of authority to the arbitrator, a court may 
determine the limited question of whether a claim or cause of action is for (i) trade secret 
misappropriation, (ii) patent infringement, (iii) copyright infringement or misuse, or (iv) 
trademark infringement or dilution, which are excluded from the definition of “Disputes” as 
stated above. The arbitrator shall be empowered to grant whatever relief would be available in a 
court under law or in equity. The arbitrator’s award shall be binding on the parties and may be 
entered as a judgment in any court of competent jurisdiction. You may choose to engage in 
arbitration hearings by telephone. Arbitration hearings not conducted by telephone shall take 
place in a location reasonably accessible from your primary residence (or principal place of 
business if you are a small business), or in Maricopa County, Arizona, at your option. 

(G) Initiation of Arbitration Proceeding. If either you or GoDaddy decide to arbitrate a Dispute, 
we agree to the following procedure: 



i. Write a Demand for Arbitration. The demand must include a description of the Dispute and the 
amount of damages sought to be recovered. You can find a copy of a Demand for Arbitration at 
www.adr.org (“Demand for Arbitration: Consumer Arbitration Rules”). 

ii. Send one copy of the Demand for Arbitration to AAA by mail at American Arbitration 
Association Case Filing Services 1101 Laurel Oak Road, Suite 100 Voorhees, NJ 08043.  

iii. Send one copy of the Demand for Arbitration to the other party at the same address as the 
Dispute Notice, or as otherwise agreed to by the parties.  

(H) Hearing Format. In all hearing formats, the arbitrator shall issue a written decision that 
explains the essential findings and conclusions on which an award, if any, is based. During the 
arbitration, the amount of any settlement offer made by GoDaddy or you shall not be disclosed to 
the arbitrator until after the arbitrator determines the amount, if any, to which you or GoDaddy is 
entitled. The discovery or exchange of non-privileged information relevant to the Dispute may be 
allowed during the arbitration.  

(I) Arbitration Fees and Payments.  

i. Disputes involving $75,000.00 or less. GoDaddy will promptly reimburse your filing fees and 
pay the AAA’s and arbitrator’s fees and expenses. If you reject GoDaddy’s last written 
settlement offer made before the arbitrator was appointed (“GoDaddy’s last written offer”), your 
dispute goes all the way to an arbitrator’s decision (called an “award”), and the arbitrator awards 
you more than GoDaddy’s last written offer, GoDaddy will: (i) pay the greater of the award or 
$1,000.00; (ii) pay twice your reasonable attorney’s fees, if any; and (iii) reimburse any expenses 
(including expert witness fees and costs) that your attorney reasonably accrues for investigating, 
preparing, and pursuing your claim in arbitration. The arbitrator will determine the amount of 
fees, costs, and expenses unless you and GoDaddy agree on them. 

ii. Disputes involving more than $75,000.00. The AAA rules will govern payment of filing fees 
and the AAA’s and arbitrator’s fees and expenses. 

iii. Disputes involving any amount. In any arbitration you commence, GoDaddy will seek its 
AAA or arbitrator’s fees and expenses, or your filing fees it reimbursed, only if the arbitrator 
finds the arbitration frivolous or brought for an improper purpose. In any arbitration GoDaddy 
commences, GoDaddy will pay all filing, AAA, and arbitrator’s fees and expenses. GoDaddy 
will not seek its attorney’s fees or expenses from you in any arbitration. Fees and expenses are 
not included in determining the amount in dispute. 

(J) Claims or Disputes Must be Filed Within One Year. To the extent permitted by law, any 
claim or dispute to which this Section applies must be filed within one year in small claims or in 
arbitration. The one-year period begins when the claim or Notice of Dispute first could be filed. 
If not filed within one year, the claim or dispute will be permanently barred.  

(K) 30-Day Opt-out Period. IF YOU DO NOT WISH TO BE BOUND BY THE 
ARBITRATION PROVISION IN THIS DISPUTES SECTION, YOU MUST NOTIFY 



GODADDY BY E-MAILING LEGALOPTOUT@GODADDY.COM WITHIN 30 DAYS OF 
THE DATE THAT YOU ACCEPT THESE TERMS (UNLESS A LONGER PERIOD IS 
REQUIRED BY APPLICABLE LAW). In the e-mail, you must provide your (a) first name, (b) 
last name, (c) address, (d) phone number, and (e) account number(s) and state the following: “I 
wish to opt out of the arbitration provision contained in GoDaddy’s Universal Terms of Service 
Agreement.” By providing your information in the method above, you are opting out of the 
agreement to arbitrate contained in GoDaddy's Universal Terms of Service. Your opt-out request 
will only be valid if made within thirty (30) days of first accepting the Universal Terms of 
Service. In the event that you opt-out consistent with the procedure set forth above, all other 
terms contained herein shall continue to apply, including those related to the applicable 
governing law and the court(s) in which legal disputes may be brought.  

(L) Amendments to this Section. Notwithstanding any provision in these Terms to the contrary, 
you and GoDaddy agree that if GoDaddy makes any future amendments to the dispute resolution 
procedure and class action waiver provisions (other than a change to GoDaddy’s address) in 
these Terms, GoDaddy will notify you and you will have thirty (30) days from the date of notice 
to affirmatively opt-out of any such amendments. If you affirmatively opt-out of any future 
amendments, you are agreeing that you will arbitrate any Dispute between us in accordance with 
the language of this Section as stated in these current Terms, without any of the proposed 
amendments governing. If you do not affirmatively opt-out of any future amendments, you will 
be deemed to have consented to any such future amendments.  

(M) Severability. If any provision in this Section is found to be unenforceable, that provision 
shall be severed with the remainder of these Terms remaining in full force and effect. The 
foregoing shall not apply to the prohibition against class or representative actions; if the 
prohibition against class or representative actions is found to be unenforceable, this entire 
Section shall be null and void. The terms of this Section shall otherwise survive any termination 
of these Terms.  

(N) Exclusive Venue for Other Controversies. GoDaddy and you agree that any controversy 
excluded from the dispute resolution procedure and class action waiver provisions in this Section 
(other than an individual action filed in small claims court) shall be filed only in the Superior 
Court of Maricopa County, Arizona, or the United States District Court for the District of 
Arizona, and each party hereby irrevocably and unconditionally consents and submits to the 
exclusive jurisdiction of such courts for any such controversy. You also agree to waive the right 
to trial by jury in any such action or proceeding. 

 
23. UNCLAIMED PROPERTY; DORMANCY CHARGES  

 
Please be advised that if a customer has an outstanding account balance (a credit positive 
balance) for three (3) years or more for any reason, and (i) GoDaddy is unable to issue payment 
to such customer or (ii) GoDaddy issued payment to such customer in the form of a paper check, 
but the check was never cashed, then GoDaddy shall turn over such account balance to the State 
of Arizona in accordance with state law. You acknowledge and agree that in either case (i) or (ii) 



above, GoDaddy may withhold a dormancy charge in an amount equal to the lesser of $25.00 or 
the total outstanding account balance associated with such customer.  

 
24. SUCCESSORS AND ASSIGNS  

 
This Agreement shall be binding upon and inure to the benefit of the parties hereto and their 
respective heirs, successors and assigns.  

 
25. NO THIRD-PARTY BENEFICIARIES  

 
Nothing in this Agreement shall be deemed to confer any third-party rights or benefits. 

 
26. U.S. EXPORT LAWS  

 
This Site and the Services found at this Site are subject to the export laws, restrictions, 
regulations and administrative acts of the United States Department of Commerce, Department 
of Treasury Office of Foreign Assets Control (“OFAC”), State Department, and other United 
States authorities (collectively, “U.S. Export Laws”). Users shall not use the Services found at 
this Site to collect, store or transmit any technical information or data that is controlled under 
U.S. Export Laws. Users shall not export or re-export, or allow the export or re-export of, the 
Services found at this Site in violation of any U.S. Export Laws. None of the Services found at 
this Site may be downloaded or otherwise exported or re-exported (i) into (or to a national or 
resident of) any country with which the United States has embargoed trade; or (ii) to anyone on 
the U.S. Treasury Department's list of Specially Designated Nationals or the U.S. Commerce 
Department's Denied Persons List, or any other denied parties lists under U.S. Export Laws. By 
using this Site and the Services found at this Site, you agree to the foregoing and represent and 
warrant that you are not a national or resident of, located in, or under the control of, any 
restricted country; and you are not on any denied parties list; and you agree to comply with all 
U.S. Export Laws (including “anti-boycott”, “deemed export” and “deemed re-export” 
regulations). If you access this Site or the Services found at this Site from other countries or 
jurisdictions, you do so on your own initiative and you are responsible for compliance with the 
local laws of that jurisdiction, if and to the extent those local laws are applicable and do not 
conflict with U.S. Export Laws. If such laws conflict with U.S. Export Laws, you shall not 
access this Site or the Services found at this Site. The obligations under this section shall survive 
any termination or expiration of this Agreement or your use of this Site or the Services found at 
this Site. 

 
27. TITLES AND HEADINGS; INDEPENDENT COVENANTS; SEVERABILITY  



 
The titles and headings of this Agreement are for convenience and ease of reference only and 
shall not be utilized in any way to construe or interpret the agreement of the parties as otherwise 
set forth herein. Each covenant and agreement in this Agreement shall be construed for all 
purposes to be a separate and independent covenant or agreement. If a court of competent 
jurisdiction holds any provision (or portion of a provision) of this Agreement to be illegal, 
invalid, or otherwise unenforceable, the remaining provisions (or portions of provisions) of this 
Agreement shall not be affected thereby and shall be found to be valid and enforceable to the 
fullest extent permitted by law.  

 
28. ENGLISH LANGUAGE CONTROLS  

 
This Agreement, along with all policies and the applicable product agreements identified above 
and incorporated herein by reference (collectively, the “Agreement”), is executed in the English 
language. To the extent any translation is provided to you, it is provided for convenience 
purposes only, and in the event of any conflict between the English and translated version, where 
permitted by law, the English version will control and prevail. Where the translated version is 
required to be provided to you and is to be considered binding by law (i) both language versions 
shall have equal validity, (ii) each party acknowledges that it has reviewed both language 
versions and that they are substantially the same in all material respects, and (iii) in the event of 
any discrepancy between these two versions, the translated version may prevail, provided that 
the intent of the Parties has been fully taken into consideration.  

 
29. CONTACT INFORMATION  

If you have any questions about this Agreement, please contact us by email or regular mail at the 
following address: 
 
GoDaddy Legal Department 
2155 E. GoDaddy Way 
Tempe, AZ 85284 
legal@godaddy.com 
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���������������	
 ��
��������������
����������������
����������

����������� ��
� !
������""���"���"��
"�!#��������������
������������
������������ $��$

%&'()�*+(%',-�-./,�.(�+00�.1�%&,�'21.(/+%'.2�3.4*(.5'),6�1.(�*4(*.-,-�.1�'2-*,7%'.2�8-47&�+-%&(.49&�.4(�:&.'-�-,(5'7,;�.(�1.(�%+(9,%,)/+(<,%'29�+2)�.%&,(�*4(*.-,-�+-�(,=4'(,)�.(*,(/'%%,)�>3�+**0'7+>0,�0+:-6�'2704)'29�>3�:+3�.1>40<�:&.'-�)+%+�+77,--�*(.5'),)�%.�%&'()�*+(%',-:&.�,2%,(�'2%.�+�>40<�:&.'-�)+%+�+77,--+9(,,/,2%�:'%&�4-?@?� ABCDD�/+3�,-%+>0'-&�.(�/.)'13�%&,�94'),0'2,-60'/'%-�+2)E.(�(,=4'(,/,2%-�%&+%�(,0+%,�%.�%&,+/.42%�+2)�%3*,�.1�'21.(/+%'.2�%&+%�:,�/+3�.(/4-%�/+<,�+5+'0+>0,�%.�%&,�*4>0'7�.(�%.�*('5+%,,2%'%',-�+2)�%&,�/+22,(�'2�:&'7&�-47&'21.(/+%'.2�'-�/+),�+5+'0+>0,?�A21.(/+%'.2(,9+()'29�ABCDDF-�94'),0'2,-�+2)�(,=4'(,/,2%-(,9+()'29�:&.'-�7+2�>,�1.42)�+%'7+22?.(9E(,9'-%(+(-E:/(*?&%/6'7+22?.(9E(,9'-%(+(-E:)(*?&%/6�+2),0-,:&,(,�.2�%&,�ABCDD�:,>-'%,�+%�'7+22?.(9?G?� HIJ�KLJMNOLPQR?� STUVNW�XVUL�YLZNP[JV[NTWQR?� \,�+(,�+77(,)'%,)�(,9'-%(+(-�:'%&�ABCDD�1.(9,2,('7�%.*]0,5,0�)./+'2�2+/,-�8̂9_̀a-b;�8-47&+-�?7./6�?2,%6�?.(96�,%7?;?�ABCDD�.5,(-,,-(,9'-%(+%'.2-�+2)�.%&,(�+-*,7%-�.1�%&,�9_̀a-?�\,+0-.�+(,�(,9'-%(+(-�1.(�+�5+(',%3�.1�7.42%(3�7.),%.*]0,5,0�)./+'2�2+/,-�8̂77_̀a-b;�8-47&�+-?7.?4<6�?),6�,%7?;?�c.(�+�*+(%'+0�0'-%�.1�(,9'-%(3+)/'2'-%(+%.(-�+2)�1.(�/.(,�'21.(/+%'.2�.29_̀a-6�-,,�'7+22?.(9E%0)-?�a./+'2�2+/,(,9'-%(+%'.2-�+(,�2.%�,d,7%'5,�42%'0�%&,�(,9'-%(3+)/'2'-%(+%.(�*4%-�%&,/�'2%.�,d,7%?�a./+'22+/,�(,9'-%(+%'.2-�+(,�.203�1.(�0'/'%,)�%,(/-:&'7&�,2)�.2�%&,�,e*'(+%'.2�)+%,?�c.(�)./+'22+/,-�:&'7&�+(,�7(,+%,)�+-�+�2,:�(,9'-%(+%'.2.4%�.1�%&,�*..0�.1�+5+'0+>0,�)./+'2�2+/,-6�%&,%,(/�>,9'2-�.2�%&,�)+%,�%&,�)./+'2�2+/,(,9'-%(+%'.2�'-�+7<2.:0,)9,)�>3�%&,�+**0'7+>0,



���������������	
 ��
��������������
����������������
����������

����������� ��
� !
������""���"���"��
"�!#��������������
������������
������������ $��%

&'()*+&,-�./&�0/12)3�321'�&'()*+&2+)/3*�45)654'&'�3/+�&'+7&3'0�+/�+5'�8//9�/:�2;2)92<9'0/12)3�321'*=�+5'�+'&1�<'()3*�/3�+5'�02+'�+5'8&';)/7*�&'()*+&23+>*�0/12)3�321'�&'()*+&2+)/342*�26?3/49'0('0�<,�+5'�2889)62<9'�&'()*+&,-@-� A'�230�,/7&�B&)12&,�C'&;)6'�B&/;)0'&�2&'�3/+9)2<9'�/&�&'*8/3*)<9'�)3�23,�42,�:/&�23,�'&&/&*=/1)**)/3*=�/&�23,�/+5'&�26+)/3*�<,�+5'�&'()*+&,201)3)*+&2+/&=�)36970)3(�+5/*'�2&)*)3(�/7+�/:�/&&'92+'0�+/�2�&'D7'*+�+/�&'()*+'&=�&'3'4=�1/0):,�+5'*'++)3(*�:/&=�/&�+&23*:'&�2�0/12)3�321'&'()*+&2+)/3-�E/7�26?3/49'0('�+52+�0/12)3�321'&'()*+&2+)/3�)*�2�*'&;)6'=�0/12)3�321'&'()*+&2+)/3*�0/�3/+�'F)*+�)30'8'30'3+9,�:&/1*'&;)6'*�8&/;)0'0�87&*723+�+/�+5)*�/&�2�*)1)92&&'()*+&2+)/3�2(&''1'3+�4)+5�2�&'()*+&2&=�0/12)3321'�&'()*+&2+)/3�*'&;)6'*�0/�3/+�6&'2+'�28&/8'&+,�)3+'&'*+=�230�,/7�52;'�3/�*765�8&/8'&+,)3+'&'*+�)3�23,�0/12)3�321'G*H�45)65�,/7�12,&'()*+'&�4)+5�7*-I-� J:�,/7�*7<1)+�23�2889)62+)/3�:/&�8&'K&'()*+&2+)/3/:�2�0/12)3�321'=�4'�0/�3/+�(72&23+''�+52+�+5'0/12)3�321'�4)99�<'�*'67&'0�:/&�,/7�/&�+52+�,/74)99�52;'�)11'0)2+'�266'**�+/�+5'�0/12)3�321'�):*'67&'0-�J3�+5'�';'3+�+4/�G@H�/&�1/&'�8&'K&'()*+&2+)/3�2889)62+)/3*�2&'�&'6');'0�:/&�+5'*21'�0/12)3�321'�230�+5'�0/12)3�321'�)**'67&'0=�299�2889)623+*�4)99�<'�)3;)+'0�+/�2�8&);2+'276+)/3�+/�0'6)0'�45/�('+*�+5'�0/12)3�321'-�J:,/7�2&'�*765�23�2889)623+�230�4)*5�+/�82&+)6)82+')3�+5'�276+)/3=�,/7�17*+�L&*+�26?3/49'0('�23,+&20'12&?�692)1*�3/+)6'�+52+�)*�*5/43�+/�,/7�2302(&''�+/�23,�200)+)/329�+'&1*�230�6/30)+)/3*45)65�12,�<'�2889)62<9'-�A'�&'*'&;'�+5'�&)(5+�+/6236'9�23,�8&'K&'()*+&2+)/3�&'D7'*+�2+�23,�+)1'230�:/&�23,�&'2*/3-@-� MNOPQRSQTPO�UVRSWX�YSRPZ[
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���������������	
 ��
��������������
����������������
����������

����������� ��
� !
������""���"���"��
"�!#��������������
������������
������������ �$��$

%&'()*+&,-.�(/,,'*�-,+�+,�,0*)�1�)*1(+&21+&,-�3*)&,%1-%�4*�'/155�-,+�6*�5&165*�+/*)*7,)*8�9/*�)*1(+&21+&,-3*)&,%�)*-*415�3),(*''.�&7�1-:.�;1:�&-2,52*�1%%&+&,-157**'�4/&(/�4*�1-%�:,<)�=)&;1):�>*)2&(*�=),2&%*)�;1:%*+*);&-*8�?*�;1:�;1@*�*A3&)*%�%,;1&-�-1;*'*)2&(*'B'C�121&5165*�+,�+/&)%�31)+&*'.�4*�;1:�1<(+&,-�,0+/*�)&D/+'�+,�*A3&)*%�%,;1&-�-1;*�'*)2&(*'�B+/*1<(+&,-�6*D&--&-D�(5,'*�+,�+/*�*-%�,)�17+*)�+/*�*-%�,7+/*�)*1(+&21+&,-�3*)&,%C.�1-%E,)�*A3&)*%�%,;1&-�-1;*)*D&'+)1+&,-�'*)2&(*'�;1:�6*�)*F)*D&'+*)*%�+,�1-:�31)+:1+�1-:�+&;*8G8� H7+*)�+/*�)*1(+&21+&,-�3*)&,%.�&7�1-:.�4*�;1:IJ8� K&'(,-+&-<*�+/*�%,;1&-�-1;*�)*D&'+)1+&,-'*)2&(*'�1+�1-:�+&;*�+/*)*17+*)�4&+/,<+�-,+&(*8�L-4/&(/�(1'*.�(*)+1&-�)*D&'+):�1%;&-&'+)1+,)'�;1:3),2&%*�3),(*%<)*'�6:�4/&(/�%&'(,-+&-<*%%,;1&-�-1;*�)*D&'+)1+&,-�'*)2&(*'�;1:-,-*+/*5*''�6*�)*-*4*%8�?*�4&55�31)+&(&31+*�&-+/&'�3),(*''.�+:3&(155:�(155*%�+/*�MN*%*;3+&,-O)1(*�=*)&,%P�BMNO=PC.�7,)�*1(/�D9QK�)*D&'+):1%;&-&'+)1+,)�+/1+�3),2&%*'�&+8�?*�;1:.�&-�,<)',5*�%&'()*+&,-.�(/,,'*�-,+�+,�31)+&(&31+*�&-�+/*NO=�3),(*''�4&+/�)*'3*(+�+,�1-:�,)�155�,7�:,<)((9QK�%,;1&-�-1;*�)*D&'+)1+&,-�'*)2&(*'�1-%�4*'/155�-,+�6*�5&165*�+/*)*7,)*8�L7�121&5165*.�NO=+:3&(155:�*-%'�6*+4**-�+/&)+:�BRSC�1-%�7,)+:F+4,BTGC�%1:'�17+*)�+/*�*-%�,7�+/*�)*1(+&21+&,-�3*)&,%,7�+/*�%,;1&-�-1;*�'*)2&(*'8�9/*�(<))*-+�NO=7**�&'�'*+�7,)+/�,-�+/*�=)&(&-D�=1D*�1-%�%,*'�-,+&-(5<%*�1-:�)*D&'+)1+&,-�7**'�+/1+�;1:�15',�6*%<*8�?*�1)*�-,+�,65&D*%�+,�(,-+1(+�:,<�+,�15*)+:,<�+/1+�+/*�%,;1&-�-1;*�)*D&'+)1+&,-�'*)2&(*'1)*�6*&-D�%&'(,-+&-<*%U�,)G8� =1:�+/*�)*D&'+):V'�)*D&'+)1+&,-�7**�,)�,+/*)4&'*3),2&%*�7,)�+/*�)*D&'+)1+&,-�'*)2&(*'�+,�6*(,-+&-<*%8�L-�4/&(/�(1'*.�4*�;1:�+/*-�'*+�+/*-1;*'*)2*)'�1-%�+/*�KW>�'*++&-D'�7,)�+/*%,;1&-�-1;*�'*)2&(*'.�4*�;1:�'*+�+/*�KW>�+,3,&-+�+,�-,�L=�1%%)*''�,)�+,�L=�1%%)*''B*'C�4/&(/



���������������	
 ��
��������������
����������������
����������

����������� ��
� !
������""���"���"��
"�!#��������������
������������
������������ �$��%

&'()�*+,-./0�*+012(3�',�+�4'551,4.+6�(1+,4&1/0./1�)&+)�5+7�8.(*6+7�*+.8�+891,).(151/)(:�+/8;1�5+7�4&+/01�)&1�4'/)+4)�./<',5+).'/�./�)&1;&'.(�'=)*=)�<',�)&1�1>*.,18�8'5+./�/+51�(')&+)�7'=�+,1�/'�6'/01,�)&1�6.()18�,10.(),+/)�'<�)&11>*.,18�8'5+./�/+51?�@1�8'�/')�&+91�)'�*+77'=�+/7�'<�)&1�*,'4118(�;1�5+7�1+,/�+(�+�,1(=6)?@1�+,1�/')�'A6.018�)'�4'/)+4)�7'=�)'�+61,)�7'=)&+)�)&1�8'5+./�/+51�,10.(),+).'/�(1,9.41(�+,1A1./0�4'/)./=18?�B&1�8'5+./�/+51�;.66�A181(.0/+)18�+(�A1./0�./�)&1�1>)1/818�,1815*).'/0,+41�*1,.'8�2CDEFGH3:�+/8�7'=�;.66�A1�+66';18�)'+((=51:�8=,./0�)&1�I,()�JKL�8+7(�'<�)&1�)&1/1>)+/)�,10.(),+).'/�)1,5:�4'5*61)1�5+/+0151/)'<�)&1�8'5+./�/+51�(1,9.41(:�./46=8./0�)&1�,.0&))'�4'/),'6�)&1�MNO�(1))./0(:�*,'9.818�)&+)�7'=*+7�)&1�DEFG�<11�2;&.4&�.(�)&1�(+51�+(�)&1�EFG<113�*6=(�+/7�,10.(),+).'/�<11(?�P<)1,�)&1�1/8�'<)&1�JKLQ8+7�*1,.'8:�.<�7'=�8'�/')�1>1,4.(1�7'=,,.0&)(�=/81,�)&.(�*,'9.(.'/:�7'=�&+91�+A+/8'/18)&1�8'5+./�/+51�(1,9.41(:�+/8�,16./R=.(&�+66./)1,1()(�+/8�=(1�'<�)&1�8'5+./�/+51�(1,9.41(S',T?� U<�;1�+=4).'/18�)&1�8'5+./�/+51�(1,9.41(�)'�+)&.,8�*+,)7:�;1�5+7�),+/(<1,�)&1�8'5+./�/+51,10.(),+).'/�(1,9.41(�)'�(=4&�)&.,8�*+,)7?�U/�;&.4&4+(1:�)&1�)&.,8�*+,)7�;&'�;'/�)&1�+=4).'/�<',�)&18'5+./�/+51�(1,9.41(�;.66�4'/),'6�)&1�8'5+.//+51�(1,9.41(:�./46=8./0�4'/),'6�'91,�)&1�;&'.(./<',5+).'/�+/8�)&1�MNO�(1))./0(?�V'=�5+7,14'91,�)&1�8'5+./�/+51�,10.(),+).'/�(1,9.41(*,.',�)'�)&1�1/8�'<�)&1�,1+4).9+).'/�*1,.'8:�+((=4&�,1+4).9+).'/�*1,.'8�+**6.18�)'�7'=?�@1�+,1/')�'A6.018�)'�4'/)+4)�7'=�)'�+61,)�7'=�)&+)�)&18'5+./�/+51�,10.(),+).'/�(1,9.41(�+,1�',�;1,1+=4).'/18?�@1�8'�/')�&+91�)'�*+7�7'=�+/7�'<�)&1*,'4118(�;1�5+7�1+,/�+(�+�,1(=6)�'<�(=4&�+/+=4).'/?JJ?� WXYZ[\]X[̂



���������������	
 ��
��������������
����������������
����������

����������� ��
� !
������""���"���"��
"�!#��������������
������������
������������ ����$

%&� '()*+,-(�.,�/.0(�1.2)3*�*)2-4+5�+-(637-+�+8)99�:-;.6-(*-1�:/�<=>??@+�A()*+,-(�B.937/C�3*79013*;�A8-D-;3+A()(�'()*+,-(�E3+B0A-�D-+.90A3.*�F.937/C�)+G-99�)+�A8-�HEDF�)*1�HDI�)+�1-+7(3:-1�3*�I-7A3.*�%J�.,A83+�>;(--2-*AC�)+�A8-+-�B.9373-+�2)/�:-�2.13K-1,(.2�A32-�A.�A32-&�'.�A()*+,-(�/.0(�1.2)3*�*)2-4+5C/.0�+8.091�K(+A�9.;3*�A.�/.0(�>77.0*A�A.�9.7L�.(�0*9.7L/.0(�1.2)3*�*)2-4+5�)*1M.(�A.�.:A)3*�A8-�NFFO)0A87.1-P�G8378�3+�(-Q03(-1�A.�A()*+,-(�1.2)3*+-(637-+�3*�)*�NFF�(-;3+A(/�4+078�)+�&.(;5&�>9A-(*)A36-9/C/.0�+8.091�7.*A)7A�/.0(�F(32)(/�I-(637-�F(.631-(�A.8)6-�/.0(�1.2)3*�*)2-4+5�+-(637-+�9.7L-1�.(�0*9.7L-1.(�A.�.:A)3*�A8-�NFF�O)0A87.1-&�<,�/.0(�F(32)(/�I-(637-F(.631-(�3+�0*(-+B.*+36-C�/.0�2)/�7.*A)7A�0+�A.�8)6-/.0(�1.2)3*�*)2-4+5�9.7L-1�.(�0*9.7L-1�.(�A.�.:A)3*A8-�NFF�)0A87.1-�A8.0;8�G-�2)/�K(+A�7.*A)7A�/.0(F(32)(/�I-(637-�F(.631-(�A.�(-Q0-+A�A8)A�A8-�F(32)(/I-(637-�F(.631-(�)11(-++�A8-�(-Q0-+A&�R*9/�A8-(-;3+A()*A�93+A-1�3*�A8-�G8.3+�3*,.(2)A3.*�2)/�)BB(.6-.(�1-*/�)�A()*+,-(�(-Q0-+A&�S3A8.0A�9323A)A3.*C�1.2)3**)2-�+-(637-+�2)/�*.A�:-�A()*+,-((-1�G3A83*�+3TA/�4UV51)/+�.,�3*3A3)9�(-;3+A()A3.*C�G3A83*�+3TA/�4UV5�1)/+�.,�)A()*+,-(C�3,�A8-(-�3+�)�13+B0A-�(-;)(13*;�A8-�31-*A3A/�.,A8-�1.2)3*�*)2-�(-;3+A()*AC�3,�/.0�)(-�:)*L(0BAC�.(�3,/.0�,)39�A.�B)/�,--+�G8-*�10-&�S-�G399�,.99.G�A8-B(.7-10(-+�,.(�:.A8�;)3*3*;�)*1�9.+3*;�(-;3+A()(+�)+.0A93*-1�3*�<=>??@+�A()*+,-(�B.9373-+&�'()*+,-(�(-Q0-+A+A/B37)99/�A)L-�K6-�4W5�:0+3*-++�1)/+�A.�:-�B(.7-++-1&�>A()*+,-(�G399�*.A�:-�B(.7-++-1�3,C�10(3*;�A83+�A32-C�A8-1.2)3*�*)2-�(-;3+A()A3.*�+-(637-+�-TB3(-C�3*�G8378-6-*A�/.0�2)/�*--1�A.�(-3*+A)A-�A8-�A()*+,-(�(-Q0-+A,.99.G3*;�)�(-1-2BA3.*�.,�A8-�1.2)3*�*)2-C�3,�)*/&X.0�2)/�:-�(-Q03(-1�A.�(-+0:23A�)�A()*+,-(�(-Q0-+A�3,A8-(-�3+�)�7.220*37)A3.*�,)390(-�.(�.A8-(�B(.:9-2�)A-3A8-(�.0(�-*1�.(�)A�A8-�(-;3+A(/&�XRH�>IIHYN�>ZZ�D<I[\RD�\><ZHDN�R\�>�'D>?I\ND�S]N']ND�RD�?R'�']N'D>?I\ND�FDR=NII�<I�<?<'<>'NE�=ZRIN�'R�']N�N?ER\�>�DN̂ <I'D>'<R?�'NDY&_&� HB.*�3*3A3)9�(-;3+A()A3.*C�G-�2)/�B9)7-�)�OD-;3+A()(Z.7LP�4O=93-*A'()*+,-(F(.83:3A-1P�+A)A0+5�.*�/.0(



���������������	
 ��
��������������
����������������
����������

����������� ��
� !
������""���"���"��
"�!#��������������
������������
������������ ����$

%&'()*�*('+�,+-.)/+,�(*%�01),�2)33�4-+.+*0�5&6-%&'()*�*('+�,+-.)/+,�7-&'�8+)*9�0-(*,7+--+%�2)01&605&6-�(601&-):(0)&*;�01&691�2+�(-+�*&0�-+<6)-+%�0&�%&,&=�>5�(33&2)*9�5&6-�%&'()*�*('+�,+-.)/+,�0&�-+'()*3&/?+%;�5&6�4-&.)%+�+@4-+,,�&8A+/0)&*�0&�(*5�(*%�(330-(*,7+-�-+<6+,0,�6*0)3�01+�3&/?�),�-+'&.+%;�21)/1�'(58+�%&*+�2)01)*�5&6-�B//&6*0=C=� D&6�+@43)/)035�(601&-):+�6,�(*%E&-�5&6-�F-)'(-5G+-.)/+�F-&.)%+-�0&�(/0�(,�5&6-�HI+,)9*(0+%�B9+*0J�K(,%+L*+%�)*�MNBOOP,�0-(*,7+-�4&3)/5Q�0&�(44-&.+�+(/1HN1(*9+�&7�R+9),0-(*0J�K(,�%+L*+%�)*�MNBOOP,�0-(*,7+-4&3)/5Q�&*�5&6-�8+1(37=ST=� UVWXYZ[\]�̂_�̀W_̂Yabc\̂W�bWd�ebcbf�g+�&2*�(33%(0(8(,+;�/&'4)3(0)&*;�/&33+/0).+;�(*%�,)')3(-�-)910,;�0)03+,;(*%�)*0+-+,0,�2&-3%2)%+�)*�&6-�%&'()*�*('+�%(0(8(,+;�(*%(33�)*7&-'(0)&*�(*%�%+-).(0).+�2&-?,�9+*+-(0+%�7-&'�01+%&'()*�*('+�%(0(8(,+=�g+�&2*�01+�7&33&2)*9�)*7&-'(0)&*7&-�01&,+�-+9),0-(0)&*,�7&-�21)/1�2+�(-+�01+�-+9),0-(-f�K(Q�01+&-)9)*(3�/-+(0)&*�%(0+�&7�01+�-+9),0-(0)&*;�K8Q�01+�+@4)-(0)&*%(0+�&7�01+�-+9),0-(0)&*;�K/Q�01+�*('+;�4&,0(3�(%%-+,,;�+'()3(%%-+,,;�.&)/+�0+3+41&*+�*6'8+-;�(*%;�21+-+�(.()3(83+;�7(@*6'8+-�&7�01+�-+9),0-(*0�(*%�(33�/&*0(/0,�7&-�01+�%&'()**('+�-+9),0-(0)&*;�K%Q�(*5�-+'(-?,�/&*/+-*)*9�01+-+9),0+-+%�%&'()*�*('+�01(0�(44+(-�&-�,1&63%�(44+(-�)*01+�21&),�&-�,)')3(-�%(0(8(,+;�(*%�K+Q�(*5�&01+-�)*7&-'(0)&*2+�9+*+-(0+�&-�&80()*�)*�/&**+/0)&*�2)01�01+�4-&.),)&*�&7G+-.)/+,;�&01+-�01(*�01+�%&'()*�*('+�8+)*9�-+9),0+-+%;�01+MF�(%%-+,,+,�&7�01+�4-)'(-5�*('+,+-.+-�(*%�(*5�,+/&*%(-5*('+,+-.+-,�7&-�01+�%&'()*�*('+;�(*%�01+�/&--+,4&*%)*9*('+,�&7�01&,+�*('+,+-.+-,=�g+�%&�*&0�1(.+�(*5&2*+-,1)4�)*0+-+,0�)*�5&6-�,4+/)L/�4+-,&*(3�-+9),0-(0)&*)*7&-'(0)&*�&60,)%+�&7�&6-�-)910,�)*�&6-�%&'()*�*('+%(0(8(,+=SC=� hiXWcZ�bWd�j\kXWZXZf�M7�5&6�(-+�-+9),0+-)*9�(�%&'()**('+�7&-�&-�&*�8+1(37�&7�,&'+&*+�+3,+;�5&6�-+4-+,+*0�01(05&6�1(.+�01+�(601&-)05�0&�(*%�2)33�8)*%�01(0�4+-,&*�(,�(4-)*/)4(3�0&�(33�0+-',�(*%�/&*%)0)&*,�4-&.)%+%�1+-+)*=�M7�5&63)/+*,+�01+�6,+�&7�(�%&'()*�*('+�5&6�-+9),0+-�0&�6,�&-�(�0&



���������������	
 ��
��������������
����������������
����������

����������� ��
� !
������""���"���"��
"�!#��������������
������������
������������ ����$

%&'()�*+(%,-�,./�(01+'2�%&0�).1+'2�2+10�&.3)0(�.4�(05.()-+2)�(01+'2�(06*.26'730�4.(�+33�.73'8+%'.26�+%�3+9�+2)�/2)0(%&'6�:8(00102%�'253/)'28-�7/%�2.%�3'1'%0)�%.;�*+,102%.73'8+%'.26<�*(.=')'28�>+2)�/*)+%'28-�+6�205066+(,?�4/33(08'6%(+2%�5.2%+5%�'24.(1+%'.2<�*(.=')'28�>+2)�/*)+%'28-�+6205066+(,?�+55/(+%0�%05&2'5+3-�+)1'2'6%(+%'=0-�7'33'28-�+2)@.20�5.2%+5%�'24.(1+%'.2�+)0A/+%0�%.�4+5'3'%+%0�%'103,(06.3/%'.2�.4�+2,�*(.73016�%&+%�+('60�'2�5.2205%'.2�9'%&�%&0).1+'2�2+10�+2)�).1+'2�2+10�(08'6%(+%'.2<�+2)�026/('282.2B'24('280102%�.4�+2,�%&'()�*+(%,�'2%03305%/+3�*(.*0(%,('8&%6�.(�.%&0(�('8&%6CDEC� FGHGIJIGKL�KM�FGJNGFGIO;�PQ�PRSS�TUV�WQ�SR:WSQ�XUY:TZ�>:?�[\[]QT[RUT�UY�SU[[�UX�V̂ Q�[QY_R̀Q[<�>W?�\[Q�UXV̂ Q�[QY_R̀Q[<�>̀?�RTVQYY\]VRUT�UX�[QY_R̀Q[�UYRTVQYY\]VRUT�UX�ZU\Y�W\[RTQ[[<�>a?�:̀ Q̀[[�aQS:Z[�UY:̀ Q̀[[�RTVQYY\]VRUT[�VU�U\Y�PQW�[RVQ>[?�UY�[QY_R̀Q[UY�aQS:Z[�UY�:̀ Q̀[[�RTVQYY\]VRUT[�ZU\�Qb]QYRQT̀ Q�RTYQS:VRUT�VU�:�aUc:RT�T:cQ�YQdR[VQYQa�PRV̂ �\[<�>Q?SU[[�UY�SR:WRSRVZ�YQ[\SVRTd�XYUc�:̀V[�UX�UY�Q_QTV[WQZUTa�U\Y�̀UTVYUS<�>X?�a:V:�TUTBaQSR_QYZ-�cR[BaQSR_QYZ-�̀UYY\]VRUT-�aQ[VY\̀ VRUT-�UY�UV̂ QYcUaRXR̀:VRUT<�>d?�V̂ Q�]YÙ Q[[RTd�UX�:T�:]]SR̀:VRUTXUY�:�aUc:RT�T:cQ�YQdR[VY:VRUT<�>̂?�SU[[�UY�SR:WRSRVZYQ[\SVRTd�XYUc�V̂ Q�\T:\V̂ UYReQa�\[Q�UY�cR[\[Q�UXZU\Y�:̀ Ù\TV�RaQTVRXRQY�UY�]:[[PUYa<�UY�>R?:]]SR̀:VRUT�UX�:TZ�aR[]\VQ�]USR̀ZC�TQRV̂ QY�PQ�TUYZU\Y�]YRc:YZ�[QY_R̀Q�]YU_RaQY�PRSS�WQ�SR:WSQ�XUY�:TZRTaRYQ̀V-�[]Q̀R:S-�RT̀ RaQTV:S-�UY�̀UT[Qf\QTVR:Sa:c:dQ[�UX�:TZ�gRTa�>RT̀ S\aRTd�SU[V�]YUXRV[?YQd:YaSQ[[�UX�V̂ Q�XUYc�UX�:̀VRUT�P Q̂V̂ QY�RTÙTVY:̀ V-�VUYV�>RT̀ S\aRTd�TQdSRdQT̀ Q?-�UYUV̂ QYPR[Q-�Q_QT�RX�PQ�UY�ZU\Y�]YRc:YZ�[QY_R̀Q]YU_RaQY�̂:_Q�WQQT�:a_R[Qa�UX�V̂ Q�]U[[RWRSRVZ�UX[\̀ �̂a:c:dQ[C�RT�TU�Q_QTV�[̂ :SS�U\Y�UY�ZU\Y]YRc:YZ�[QY_R̀Q�]YU_RaQYh[�c:bRc\c�:ddYQd:VQSR:WRSRVZ�Qb̀QQa�V̂ Q�VUV:S�:cU\TV�]:Ra�WZ�ZU\�XUY[QY_R̀Q[-�W\V�RT�TU�Q_QTV�dYQ:VQY�V̂ :T�XU\Y\̂TaYQa�aUSS:Y[�>\[iEjjCjj?C�WQ̀:\[Q�[UcQ�[V:VQ[aU�TUV�:SSUP�V̂ Q�Qb̀S\[RUT�UY�SRcRV:VRUT�UXSR:WRSRVZ�XUY�̀UT[Qf\QTVR:S�UY�RT̀ RaQTV:S�a:c:dQ[-
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UNITED STATES DISTRICT COURT 
EASTERN DISTRICT OF NEW YORK

MICROSOFT CORP.,

Plaintiff,
V.

JOHN DOES 1-2, CONTROLLING COMPUTER 
BOTNETS AND THEREBY INJURING 
PLAINTIFF AND ITS CUSTOMERS,

Defendants.

Case No. 20-CV-1217 (LDH)

FILED UNDER SEAL

EX PARTE TEMPORARY RESTRAINING ORDER AND 
ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION

Plaintiff Microsoft Corporation (“Microsoft”) has filed a complaint for injunctive and 

other relief pursuant to; (1) The Computer Fraud and Abuse Act, 18 U.S.C. § 1030; (2) 

Electronic Communications Privacy Act, 18 U.S.C. § 2701; (3) Trademark Infringement under 

the Lanham Act, 15 U.S.C. § 1114 e/ seq. (4) False Designation of Origin under the Lanham Act, 

15 U.S.C. § 1125(a); (5) Trademark Dilution under the Lanham Act, 15 U.S.C. § 1125(c); (6) 

common law trespass to chattels; (7) conversion; (8) unfair competition; and (9) unjust 

enrichment. Plaintiff has moved ex parte for an emergency temporal^ restraining order and an 

order to show cause why a preliminaiy injunction should not be granted pursuant to Rule 65(b) 

of the Federal Rules of Civil Procedure, 15 U.S.C. § 1116(a) (the Lanham Act), and 28 U.S.C. § 

1651(a) (the All-Writs Act).

FINDINGS OF FACT AND CONCLUSIONS OF LAW

Having reviewed the papers, declarations, exhibits, and memorandum filed in support of 

Microsoft’s Ex Parte Application for an Emergency Temporary Restraining Order and Order to 

Show Cause re Preliminary Injunction, the Court hereby makes the following findings of fact 

and conclusions of law:

1



1. This Court has jurisdiction over the subject matter of this case, and there is good 

cause to believe that it will have jurisdiction over all parties hereto; the Complaint states a claim 

upon which relief may be granted against Defendants John Docs (“Defendants”) under the 

Computer Fraud and Abuse Act (18 U.S.C. § 1030), the Electronic Communications Privacy 

Act(18U.S.C. § 2701),theLanhamAct(15 U.S.C. §§ 1114, 1125), CAN-SPAM Act (15 

U.S.C. § 7704), and common law of trespass to chattels, unjust enrichment, conversion, and 

intentional interference with contractual relationships.

2. There is good cause to believe that Defendants have engaged in and are likely to 

engage in acts or practices that violate the Computer Fraud and Abuse Act (18 U.S.C. § 1030), 

the Electronic Communications Privacy Act (18 U.S.C. § 2701), the Lanham Act (15 U.S.C. §§ 

1114, 1125), and constitute common law of trespass to chattels, unjust enriclunent, conversion, 

and intentional interference with contractual relationships, and that Microsoft is, therefore, 

likely to prevail on the merits of this action;

3. Microsoft owns the registered trademarks “Microsoft,” “Windows,” and 

numerous other trademarks used in connection with its services, software and products. There 

is good cause to believe that, unless Defendants are restrained and enjoined by Order of this 

Court, immediate and irreparable harm will result from the Defendants’ ongoing violations. The 

evidence set forth in Microsoft’s Brief in Support of Ex Parte Application for a Temporary 

Restraining Order and Order to Show Cause Re Preliminary Injunction (“TRO Application”), 

and the accompanying declarations and exhibits, demonstrates that Microsoft is likely to prevail 

on its claim that Defendants have engaged in violations of the foregoing law by:

a. intentionally accessing and sending malicious software, code, and instructions 
to the protected computers, operating systems, and computer networks of 
Microsoft and the customers of Microsoft, without authorization or exceeding 
authorization, in order to



i. install on those computers and computer networks malicious code and 
thereby gain control over those computers and computer networks in order 
to make them part of a botnet;

ii. attack and compromise the security of those computers and computer 
networks by conducting remote reconnaissance, stealing authentication 
credentials, monitoring the activities of users, and using other 
instrumentalities of theft;

iii. steal and exfiltrate information from those computers and computer 
networks;

b. deploying computers and Internet domains to establish a command and 
control infrastructure by which means Defendants conduct illegal activities, 
including (i) installing malicious code on computers and computer networks 
in order to make them part of a botnet, (ii) sending unsolicited spam e-mail to 
Microsoft’s email services, (iii) sending unsolicited spam e-mail that falsely 
indicates that they are from or approved by Microsoft, (iv) delivering 
malicious software designed to steal financial account credentials, (v) 
delivering malicious “ransomware” software designed to lock access to 
computers and demand a ransom from victims, (vi) carrying out fraudulent 
schemes, (vii) monitoring the activities of users and stealing information from 
them, and (viii) attacking computers and networks, monitoring activities of 
users, and theft of information;

c. corrupting Microsoft’s operating system and applications on victims’ 
computers and networks, thereby using them to carry out the foregoing 
activities.

4. There is good cause to believe that if such conduct continues, irreparable harm 

will occur to Microsoft, Microsoft’s customers, and the public. There is good cause to believe 

that the Defendants will continue to engage in such unlawful actions if not immediately 

restrained from doing so by Order of this Court.

5. There is good cause to believe that immediate and irreparable damage to this 

Court’s ability to grant effective final relief will result from the sale, transfer, or other 

disposition or concealment by Defendants of command and control software that is hosted at 

and otherwise operates through the Internet domains listed in Appendices A and B to this Order 

and from the destruction or concealment of other discoverable evidence of Defendants’



misconduct available via those domains, including on user computers infected by Defendants, if 

Defendants receive advance notice of this action. Based on the evidence cited in Microsoft’s 

TRO Application and accompanying declarations and exhibits, Microsoft is likely to be able to 

prove that:

a. Defendants are engaged in activities that directly violate United States law 
and hariTi Microsoft and the public, including Microsoft’s customicrs;

b. Defendants have continued their unlawful conduct despite the clear injury to 
the foregoing interests;

c. Defendants are likely to delete or to relocate the command and control 
software at issue in Microsoft’s TRO Application and the harmful and 
malicious software disseminated through the Internet domains listed in 
Appendices A and B to this Order, thereby permitting them to continue their 
illegal acts; and

d. Defendants are likely to warn their associates engaged in such activities if 
informed of Microsoft’s action.

6. Microsoft’s request for this emergency ex parte relief is not the result of any lack 

of diligence on Microsoft’s part, but instead based upon the nature of Defendants’ unlawful 

conduct. Therefore, in accordance with Fed. R. Civ. P. 65(b), 15 U.S.C. § 1116(a) and 28 

U.S.C. § 1651(a), good cause and the interest of justice require that this Order be Granted 

without prior notice to Defendants, and accordingly, Microsoft is relieved of the duty to provide 

Defendants with prior notice of Microsoft’s motion.

7. There is good cause to believe that Defendants have engaged or will engage in 

illegal activity using the Internet domains identified in Appendices A and B to this Order to 

host the command and control software and content used to infect and compromise the 

computers and networks of Microsoft’s customers to maintain and operate the botnet. There is 

good cause to believe that to immediately halt the injury caused by Defendants, the domain set 

forth in Appendix A to this Order must be immediately transferred to the control of Microsoft



and redirected to the Microsoft-secured name-servers named

NS080A.microsoftinternetsafety.net and NS080B.microsoftinternetsafety.net, thus making them 

inaccessible to Defendants for command and control purposes. There is good cause to believe 

that to immediately halt the injury caused by Defendants, each of the Defendants’ prospective 

domains set forth in Appendix B to this Order must be prevented from being registered by 

Defendants and prevented from entering the zone file, thus making them inaccessible to 

Defendants for command and control purposes.

8. There is good cause to believe that to immediately halt the injury caused by 

Defendants, Defendants must be prohibited from accessing Microsoft’s services without 

authorization and prohibited from sending malicious code, content and commands using the 

Internet domains identified in Appendices A and B to this Order to the computers of 

Microsoft’s customers.

9. There is good cause to direct that third-party Internet registrars reasonably assist 

in the implementation of the Order and refrain from frustrating the implementation and purposes 

of this Order, pursuant to 28 U.S.C. § 1651(a) (the All Writs Act).

10. There is good cause to believe that Defendants have specifically directed their 

activities to computers of Microsoft’s customers located in New York and the Eastern District 

of New York, have engaged in illegal activity using the Internet domains identified in 

Appendices A and B to this Order by using those domains to carry out the illegal conduct 

described in this Order, and to injure Microsoft, Microsoft’s customers and the public. There is 

good cause to believe that Defendants have directed malicious code and content thi'ough the 

domains and the domain registration facilities of the domain registries identified in Appendices 

A and B to this Order.



11. There is good cause to believe that to immediately halt the injuiy, the execution of 

this Order should be carried out in a coordinated manner by Microsoft and by the domain 

registries identified in Appendices A and B to this Order on such particular date and time 

within seven (7) days of this Order as may be reasonably requested by Microsoft.

12. There is good cause to believe that if Defendants are provided advance notice of 

Microsoft’s TRO Application or this Order, they would move the botnet infrastructure, allowing 

them to continue their misconduct, and would destroy, move, hide, conceal, or otherwise make 

inaccessible to the Court evidence of their misconduct, the botnet’s activity, the infringing 

materials, the instrumentalities used to make the infringing materials, and the records 

evidencing the manufacture and distributing of the infringing materials.

13. There is good cause to permit notice of the instant Order, notice of the 

Preliminary Injunction hearing and service of the Complaint by formal and alternative means, 

given the exigency of the circumstances and the need for prompt relief. The following means of 

service, when undertaken in combination, are authorized by law, satisfy Due Process, satisfy 

Fed. R. Civ. P. 4(f)(3), and are reasonably calculated to notify Defendants of the instant order, 

the Preliminary Injunction hearing and of this action: (1) transmission by email, facsimile, mail 

and/or personal delivery to the contact information provided by Defendants to Defendants’ 

domain registrars and hosting companies, and as agreed to by Defendants in Defendants’ 

domain regi.stration and/or hosting agreements, (2) publishing notice on a publicly available 

Internet website, (3) by personal delivery upon Defendants, to the extent Defendants provided 

accurate contact information in the U.S.; and (4) personal delivery through the Hague 

Convention on Service Abroad or similar treaties upon Defendants, to the extent Defendants 

provided accurate contact information in foreign countries that are signatories to such treaties.



14. There is good cause to believe that the harm to Microsoft of denying the relief 

requested in the TRO Application outweighs any harm to any legitimate interests of Defendants 

and that there is no undue burden to any third party.

TEMPORARY RESTRAINING ORDER AND ORDER TO SHOW CAUSE

IT IS THEREFORE ORDERED as follows

A. Defendants, Defendants’ representatives, and persons who are in active concert or 

participation with Defendants, are temporarily restrained and enjoined from: (1) intentionally 

accessing and sending malicious software or code to Microsoft and the protected computers and 

operating systems of Microsoft and Microsoft’s customers, without or in excess of authorization, 

in order to infect those computers and make them part of the botnet; (2) sending malicious 

software to configure, deploy and operate a botnet, (3) sending unsolicited spam e-mail to 

Microsoft’s email services, (4) sending unsolicited spam e-mail that falsely indicates that they 

are from or approved by Microsoft, (5) attacking and compromising the security of the 

computers and networks of Microsoft and its customers, (6) stealing and exfiltrating information 

from computers and computer networks, (7) delivering malicious software designed to steal 

financial account credentials, (8) delivering malicious “ransomware” software designed to lock 

access to computers and demand a ransom from victims, (9) carrying out fraudulent schemes, 

(10) monitoring the activities of Microsoft’s customers and stealing information from them, (11) 

attacking computers and networks, monitoring activities of users, and theft of information, (12) 

corrupting Microsoft’s operating system and applications on victims’ computers and networks, 

thereby using them to carry out the foregoing activities, (13) misappropriating that which 

rightfully belongs to Microsoft, its customers or in which Microsoft or its customers have a 

proprietary interest, (14) configuring, deploying, operating, or otherwise participating in or



facilitating a command and control infrastructure described in the TRO Application, including 

but not limited to the command and control software hosted at and operating through the Internet 

domains set forth in Appendices A and B to this Order and through any other component or 

element of the command and control infrastructure at any location, and (15) undertaking any 

similar activity that inflicts harm on Microsoft, Microsoft’s customers, or the public.

B. Defendants, Defendants’ representatives, and persons who are in active concert or 

participation with Defendants are temporarily restrained and enjoined from (1) using and 

infringing Microsoft’s trademarks, including specifically Microsoft’s registered trademarks 

“Microsoft,” bearing registration number 5449084, “Windows,” bearing registration number 

2463526, and/or other trademarks, trade names, service marks, or Internet Domain addresses or 

names containing or infringing such trademarks, trade names or service marks; (2) using in 

connection with Defendants’ activities, products, or services any false or deceptive designation, 

representation or description of Defendants’ or of their activities, whether by symbols, words, 

designs or statements, which would damage or injure Microsoft or give Defendants an unfair 

competitive advantage or result in deception of consumers; or (3) acting in any other manner 

which suggests in any way that Defendants’ activities, products or services come from or are 

somehow sponsored by or affiliated with Microsoft, or passing off Defendants’ activities, 

products or services as Microsoft’s,

IT IS FURTHER ORDERED that, with respect to any currently or previously 

registered Internet domain(s) set forth in Appendix A (the “Domains”) to this Order and the 

Complaint, pursuant to the All Writs Act (28 U.S.C. § 1651), the domain registries shall take the 

following actions:



A. On such particular date and time within seven (7) days of this Order as may be 

reasonably requested by Microsoft, shall unlock and change the registrar of record for the 

Domains to MarkMonitor or such other registrar specified by Microsoft. To the extent the 

registrar of record does not assist in changing the registrar of record for the Domains under its 

control, the domain registry for the Domains, or its administrators, including backend registry 

operators or administrators, shall change, or assist in changing, the registrar of record for the 

Domains to MarkMonitor or such other registrar specified by Microsoft. The purpose of this 

paragraph is to ensure that Microsoft has control over the hosting and administration of the 

Domains in its registrar account at MarkMonitor or such other registrar specified by Microsoft. 

Microsoft shall provide to the domain registry or registrar of record any requested registrar 

information or account details necessary to effectuate the foregoing.

B. Once the registrar of record is changed to MarkMonitor or such other registrar 

specified by Microsoft, Microsoft and/or such registrar shall take the following steps:

1. The Domains shall be made active and shall resolve in the manner set 

forth in this order, or as otherwise specified by Microsoft, upon taking 

control of the Domains;

2. The Domains shall be redirected to secure servers by changing the 

authoritative name servers to NS080A.microsoftinternetsafety.net and 

NS080B.microsoftinteriietsafety.net and, as may be necessary, the IP 

addresses associated with name servers or taking other reasonable steps to 

work with Microsoft to ensure the redirection of the Domains and to 

ensure that Defendants cannot use it to make unauthorized access to 

computers, infect computers, compromise computers and computer



3,

4.

5.

networks, monitor the owners and users of computers and computer 

networks, steal information from them or engage in any other activities 

prohibited by the Injunction;

■fhe WHOIS registrant, administrative, billing and technical contact and

identifying information should be the following, or other information as

may be specified by Microsoft:

Domain Administrator 
Microsoft Corporation 
One Microsoft Way 
Redmond, WA 98052 
United States 
Phone: +1.4258828080 
Facsimile: +1.4259367329 
domains@microsoft.com

Prevent transfer, modification or deletion of the domain by Defendants 

and prevent transfer or control of the domain to the account of any party 

other than Microsoft;

Take all steps required to propagate to the foregoing changes through the 

Domain Name System (“DNS”), including domain registrars.

IT IS FURTHER ORDERED that, with respect to the discrete set of dynamically 

generated domains set forth at Appendix B to this Order, that are being generated and will be 

generated by the botnet code for a period of 25 months from the date of this order, pursuant to 

stipulation and pursuant to the All Writs Act (28 U.S.C. § 1651), the domain registries shall take 

the following actions:

A. The domain registry and service providers Neustar, Inc., Afilias USA, Inc., Public 

Interest Registiy and ICVI Registry LLC, identified in Appendix B to this Order, shall take 

reasonable steps to prevent such domains from entering the zone file, consistent with its

10
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operational capabilities in order to prevent the domains from being controlled by the Defendants 

or third parties. Means of compliance with this term shall include implementation of proprietary 

systems by Neustar, Inc., Afilias USA, Inc., Public Interest Registry and ICM Registry LLC that 

seek to automatically prevent registration of domains, or pre-registering such domains in an 

Afilias USA, Inc. “house account,” or other means reasonably calculated to prevent registration 

of the dynamically generated domains by Defendants or any third party. “Dynamically 

generated domains” shall mean the discrete list of domains automatically generated by the botnet 

software running on test machines in a laboratory environment and which is not subject to 

discretion. Nothing in the foregoing shall prevent registration or activation of the domains by 

Microsoft or its security industry partners Stichting Registrar of Last Resort Foundation and The 

Shadowserver Foundation for purposes of analysis of the botnet.

B. The domain registry and service provider Verisign, Inc., identified in Appendix B 

to this order, shall take reasonable measures, at the registry’s discretion, to cause the dynamically 

generated domains in Appendix B to be unresolvable. “Dynamically generated domains” shall 

mean the discrete list of domains automatically generated by the botnet software running on test 

machines in a laboratory environment and which is not subject to discretion. Nothing in the 

foregoing shall prevent registration or activation of the domains by Microsoft or its security 

industry partners Stichting Registrar of Last Resort Foundation and The Shadowserver 

Foundation for purposes of analysis of the botnet.

C. The foregoing domain registries shall treat any domain names set forth in 

Appendix B that have been registered as if they are included in Appendix A unless otherwise 

instructed by Microsoft or its delegates.

IT IS FURTHER ORDERED that the data centers, hosting providers and domain
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registries identified in this Order shall work with Microsoft in good faith to implement this 

Order. Microsoft is directed to serve a copy of this Order upon Defendants, the data centers and 

hosting providers and domain registries identified in this Order.

IT IS FURTHER ORDERED that copies of this Order, notice of the Preliminary 

Injunction hearing and service of the Complaint may be served upon the Defendants by any 

means authorized by law, including the combination of (1) transmission by email, facsimile, mail 

and/or personal delivery to the contact information provided by Defendants to Defendants’ 

domain registrars and/or hosting companies and as agreed to by Defendants in the domain 

registration and/or hosting agreements, (2) publishing notice on a publicly available Internet 

website, (3) by personal delivery upon Defendants, to the extent Defendants provided accurate 

contact iiiforrnatioii in the U.S.; and (4) personal delivery through the Hague Convention on 

Service Abroad or similar treaties upon Defendants, to the extent Defendants provided accurate 

contact information in foreign countries that are signatories to such treaties.

IT IS EURTHER ORDERED, pursuant to Federal Rule of Civil Procedure 65(b) 

that the Defendants shall appear before this Court on March 17, 2020 at 11:30 a.m. to show 

cause, if there is any, why this Court should not enter a Preliminary Injunction, pending final 

ruling on the Complaint against Defendants, enjoining Defendants from the conduct 

temporarily restrained by the preceding provisions of this Order.

IT IS EURTHER ORDERED that Microsoft shall post bond in the amount of 

$50,000 to be paid into the Court registry.

IT IS FURTHER ORDERED that Defendants shall file with the Court and serve on 

Microsoft’s counsel any answering affidavits, pleadings, motions, expert reports or 

declarations and/or legal memoranda no later than one (1) day prior to the hearing on

12



Microsoft’s request for a preliminary injunction

IT IS SO ORDERED

Entered this 5th day of March, 2020

UNITED STATES DISTRICT JUDGE

13





Case 1-20-CV-00730-LO-JFA *SEALED* Document 15 Filed in VAED on 07/01/2020 Page 1 of 19

IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

MICROSOFT CORPORATION, a
Washington corporation.

PlaintifT,
V.

JOHN DOES 1-2 CONTROLLING A

COMPUTER NETWORK

THEREBY INJURING PLAINTIFF

AND ITS CUSTOMERS.

Defendants.

Civil Action No: j CM "5 O

FILED UNDER SEAL PURSUANT

TO LOCAL CIVIL RULE 5

TEMPORARY RESTRAINING ORDER AND

ORDER TO SHOW CAUSE RE PRFXIMINARV INJUNCTION

Plaintiff Microsoft Corporation ("Microsoft") luis filed a complaint for injunctivc and

other relief pursuant to: (I) the Computer Fraud and Abuse Act (1X U.S.C. § 1030); (2) the

Lanham Act (15 U.S.C. §§ 1114(a)(1). 1 125(a), (c)); and (3) the common law of trespass to

chattels, conversion and unjust enrichment. Microsofl lias moved c.v pime for an emergency

temporary restraining order and an order to show cause wliy a preliminary injunction should not

be granted pursuant to Rule 65(b) of the Federal Rules of Civil Procedure. 15 U.S.C. § 1116(a)

(the Unham Act), and 28 U.S.C. § 1651 (a) (the All-Writs Act).

FINDINGS OF FACT AND CONCLUSIONS OF LAW

Having reviewed the papers, declarations, exhibits, and memorandum filed in support of

MicrosofTs Ex Pane Application for an Emergency Temporary Restraining Order and Order to

Show Cause re Preliminary Injunction, the Court hereby makes the following findings of fact

and conclusions oflaw:
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IN THE UNITED STATES DISTRICT COURT 
FOR THE EASTERN DISTRICT OF VIRGINIA 

Alexandria Division 

DXC TECHNOLOGY COMPANY, a 
Nevada corporation, 

Plaintiff, 

v. 

JOHN DOES 1-2, 

Defendants. 

) 
) 
) 
) 
) 
) 
) 
) Civil Action No: 
) 
) 
) FILED UNDER SEAL PURSUANT TO 
) LOCAL :,IULE 5 
) 
) 

(PROPOSED] EX PA.RTE TEMPORARY RESTRAINING ORDER AND 
ORDER TO SHOW CAUSE RE PRELIMJNARY INJUNCTION 

Plaintiff DXC Technology Company has filed a complaint for injunctive and other relief 

pursuant to: (1) the Computer Fraud and Abuse Act, 18 U.S.C. § 1030; (2) Electronic 

Communications Privacy Act, 18 U.S.C. § 270l(a); and (3) the common law of trespass to 

chattels, conversion, and unjust enrichment DXC has moved ex parte for an emergency 

temporary restraining order and an order to show cause why a preliminary injunction should not 

be granted pursuant to Rule 6S(b) of the Federal Rules of Civil Procedure and 28 U.S.C. § 

16S l(a) (the All Writs Act). 

FINDINGS OF FACT AND CONCLUSIONS OF LAW 

Having reviewed the papers, declarations, exhibits, and memorandum filed in support of 

DXC's Ex Parte Application for an Emergency Temporary Restraining Order and Order to Show 

Cause re Preliminary Injunction, the Court hereby makes the following findings of fact and 

conclusions of law: 
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authorized by law, including (1) transmission by email, facsimile, mail and/or personal delivery 

to the contact information provided by Defendants to Defendants' domain registrar and registries 

and/or hosting companies and as agreed to by Defendants in the domain registration and/or 

hosting agreements, (2) publishing notice on a publicly available Internet website, (3) by 

personal delivery upon Defendants, to the extent Defendants provided accurate contact 

information in the U.S.; and (4) personal delivery through the Hague Convention on Service 

Abroad or similar treaties upon Defendants, to the extent Defendants provided accurate contact 

information in foreign countries that are signatories to such treaties. 

IT IS FURTHER ORDERED, pursuant to Federal Rule of Civil Procedure 

65(b) that the Defendants shall appear before this Court on August 5, 2020 at 11:00 A.M. to 

show cause, if there is any, why this Court should not enter a Preliminary Injunction, pending 

final ruling on the Complaint against Defendants, enjoining Defendants from the conduct 

temporarily restrained by the preceding provisions of this Order. 

IT IS FURTHER ORDERED that DXC shall post bond in the amount of 

$50,000 to be paid into the Court registry. 

IT IS FURTHER ORDERED that DXC may identify and update the domains in 

Appendix A to this Order and the Complaint as may be reasonably necessary to account for 

additional Internet domains associated with Defendants' illegal conduct just prior to or within a 

reasonable time after the execution of this Order. 

8 
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It is FURTHER ORDERED that Defendants shall file with the Court and serve on DXC's 

counsel any answering affidavits, pleadings, motions, expert reports or declarations and/or legal 

memoranda no later the Friday prior to the hearing on DXC's request for preliminary 

injunction.  

Isl 

Rossie D. Alston, Jr. 
United States District Judge 

;

9 

It is SO ORDERED.

Alexandria, Virginia 
July 22, 2020 at 1:20 p.m. 
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